
OPERATION

A TRIP TO INDIA







OUR PLAN

CALLCENTERNORTHWAVE

1. Call some scammers

2. Get scammed

4. Scammer 
needs to verify 

details

5. Determine IP 
and location

6. Profit!

3. Do payment









SCAMMER REFLECTION ATTACK

VICTIM TROSCALLCENTER

NORTHWAVE



SCAMMER DOS ATTACK

TROSCALLCENTER

NORTHWAVE

CALLCENTER

CALLCENTER

CALLCENTER



Step 1: 
The RAT









Step 2: 
Problems!



12 HACKERS!





3600 ERRORS





LICENSE 
EXPIRED





Step 3: 
The payment



































OSINT TIME





















LETS GO TO INDIA













LESSONS LEARNED



Lessons learned

• Cyber attacks don’t always get more complicated
• Raising awareness is the only defense
• We made a good start by reaching around 1,5 million people 
• Still a lot of work to do, as the number of victims keep increasing

• Tracking down these call centers is feasible
• Difficult for law enforcement to take action
• Cases are being under reported
• International cooperation is difficult








