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Data Gathering is an often overlooked step in the process of improving data analysis. 

Data analysts go through countless data streams whilst trying to filter relevant from 

irrelevant data. This data analysis process is time consuming and costly, often resulting 

in analysts spending the majority of their time on filtering out irrelevant data instead of 

focusing on analysing the data that is important to their organisation. In this framework 

we aim to provide structure to the process that foregoes data analysis, namely data 

gathering. To improve the quality and relevancy of the data you collect and thereby 

minimize the strain on data analysts. 

Context Driven Data 
Gathering Framework

W
hen analysts are exposed to a huge 

amount of irrelevant material, analyst 

fatigue can develop. This condition may 

lead to fatigue, burnout, and decreased 

productivity, which could have detri-

mental effects on businesses [1]. Organisations may suffer 

major repercussions because of analyst fatigue brought on 

by irrelevant data. It may result in lost opportunities, 

incorrect data interpretation, and subpar decision-making. 

Thus, it is crucial that businesses take action to reduce this 

issue [2]. 

 

There are several areas where you can find sources of 

unrelated data. Open-source intelligence (OSINT) feeds, for 

instance, might contain a lot of noise and misleading infor-

mation when used for intelligence analysis. Users may 

upload inaccurate or irrelevant information on social media 

platforms, which can be another source of irrelevant data. 

 

Furthermore, a study from Oxford University shows that false 

positive triggers in event management systems such as SOCs 

and SIEMs could be responsible to false positive rates of up 

to 99%, thereby severly increasing the incoming amount of 

raw irrelevant data [3]. 

 

Whilst the focus on reduction in false positive rates and 

filtering of (ir)relevance in data has primarily been done on 

the data analysis side, using methods such as, but not 

limited by:  

• data clustering 

• pattern tracking 

• regressions 

• predictions 

We find that organisations should spend more effort on the 

step that priors’ data analysis, therefore trying to up the 

quality and relevance of the data before any data analysis 

is applied. 
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It should be noted that Context Driven Data Gathering does 

not eliminate or replace the need of further data analysis 

and filtering, but should be used to complement the analysis 

part and assist the analyst in working more efficient and 

effective. 

 

By establishing and defining the context of your organi-

sation, a well-designed method for gathering data can help 

your organisation to reduce irrelevant data. Establishing 

specific goals will help to focus data collection efforts on the 

most important information and lessen over-saturating 

analysts with unnecessary data [4].  

 

This strategy should prioritize data sources based on your 

organisational needs, that are most likely to have pertinent 

information. Thus, this prioritization is likely to reduce the 

volume of irrelevant data that analysts must filter through, 

which would lead to reduced time spend on analysing what 

is not relevant to your organisational needs [5]. 

In order to define data as pertinent or irrelevant it is 

important to lay the grounds on what data could be seen as 

important in the first place. This framework will focus on 

assisting you in mapping the organisational context and 

possible relevance of data based on the importance it has 

for the enterprise levels within your organisation. This 

Framework distinguishes 3 enterprise levels into Strategic, 

Tactical and Operational (STO). 

 

Step1 Requirements 
The requirements stage is critical to a successful Context 

Driven Data Gathering process. During this phase, the team 

determines the intelligence program's objectives and 

operating procedures based on stakeholder requirements. 

Organisational context and situational awareness are 

essential to proper data gathering. Mapping your organisa-

tional context involves applying three levels of situational 

awareness in dynamic environments where decisions must 

be made frequently. A proposed way to map your organi-

sational context is to apply three levels of Situational 

Awareness (SA) [6][7]. 

 

Level 1 SA: Perception of the Elements in the Environment 
It is important to be aware of what is needed and present 

within your organisation to perform (daily) tasks and 

determine what key infrastructures one is dependent on. 

 

To map the elements within your organisation you can start 

by logging: 

• what kind of software is our organisation using, such as 

applications and operating systems; 

• what types of hardware is the organisation using; 

• which of those elements are locally managed versus 

outsourced and 

• what could be the possible attack surface of your 

organisation. 

Mapping your organisational context 
involves applying three levels of situational 
awareness in dynamic environments where 
decisions must be made frequently. 
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The Importance of the perception of these environmental 

elements became clear when the renowned log4shell zero 

day was used to execute arbitrary code in Apache’s log4j, 

with countless organisations not being aware of the fact 

that they were making use of Apache’s log4j in the first 

place, thus being vulnerable to the exploit [8][9]. 

 

Level 2 SA: Comprehension of the Current Situation 
After your organisational perception of elements are consci-

ously mapped and documented, it becomes of importance 

to comprehend and understand your organisational needs. 

This way, you are able to change the perimeters of data you 

are willing to find and focus on what is relevant and 

important to your organisation.  

One way to do that, is to break the organisation down into 

3 enterprise layers (STO): Strategic - Tactical – Operational. 

The concept behind this approach is to acquire data more 

consciously, it is crucial to be aware of the needs and 

desires of your company at several levels (strategic, opera-

tional, and tactical).  

 

Efficiency: you can concentrate on gathering data that is 

pertinent and practical when you have a clear under-

standing of the data requirements for your firm. By 

preventing the collecting of unnecessary data, you can 

save time and money. Accuracy: being aware of the 

precise information that is wanted at various levels, helps 

you gather the proper data to satisfy those needs. This 

implies that the data you gather will be more relevant and 

beneficial for making decisions and conduct analyses on. 

Relevance: as each level of the organisation has different 

information needs, it is crucial to gather information that is 

pertinent to that level. 

 

Level 3 SA: Projection of Future Status 
Level 3 situational awareness involves predicting how the 

environment will behave and impact your organisation in 

the near future. Understanding the dynamics and status of 

the elements at Levels 1 and 2 is necessary for this. For 

example, if your organisation uses a certain Linux 

Distribution, you can search for vulnerabilities or news 

relevant to it. Also, if the strategic layer of your organisation 

plans to do business with foreign countries, you should 

monitor for possible conflicts that could affect the mission 

and vision of your organisation. Without situational 

awareness, crucial data could be missed. 

 

Step 2 Data Collection 
Finding the right data collection tools based on your organi-

sational context is important, because it allows an organi-

sation to tailor its data collection process to its specific 

needs and goals. Different tools are used to collect different 

types of data from different sources, while the list of possible 

data collection methods and tools is very large, we would 
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like to give you a few tooling suggestions to cater your data 

gathering needs. It is important to understand that tools can 

be used to gather data on all enterprise levels and are not 

limited to a single STO enterprise level.  

 

We recommend looking at the GitHub Repository listed at 

[10], containing a curated list of various tools, to be used for 

data gathering. However, this list is finite and various other 

tools, that are preferred within your organisation, naturally 

can be used as well. 

Depending on the needs and wants of your organisation 

there are specific sources that focus on certain types of 

news, for example: Where the RSS feeds of the National 

Cyber Security Centre (NCSC) excels in providing well-struc-

tured and documented data relevant to imminent or 

potential (operational) cyber threats, such as the announ-

cement of a vulnerability in software, it will most likely lack in 

notifying you when there are geopolitical conflicts unfolding 

between the countries you might be dependent on, or 

operating in.  

Combining the right sources and tooling [11] is of crucial 

importance to organisational data needs, with proper 

mapping of the Situational Awareness levels. 

 

Step 3 Data processing & post analysis 
Raw data needs to be processed before analysis. This 

involves tasks such as putting data into spreadsheets, 

decrypting files, translating foreign language data, and 

assessing data reliability. Pre-processing improves the value 

of data analysis by cleaning, normalising, and transforming 

the data, making it consistent and usable. This saves time 

and allows for structured, automated, and manual analysis 

of the most relevant data. 

 

Finally, the data review is a critical component of Context 

Driven Data Gathering. After processing the data, a 

thorough analysis is needed to answer the questions 

mapped during the requirements phase. The team works to 

translate the dataset into useful recommendations for stake-

holders. This iterative process requires constant mainte-

nance and adjustments to stay aligned with the 

organisation's mission and vision across enterprise levels. 

Staying up-to-date with relevant data gathering is crucial. 

 

Conclusion 
The Context Driven Data Gathering Framework aims to 

reduce the amount of irrelevant data that analysts have to 

filter through, thereby reducing analyst fatigue and 

improving decision-making. By establishing and defining the 

context of the organisation and prioritizing data sources 

based on organisational needs, the framework can help 

organisations to collect higher quality and more relevant 

data, ultimately leading to more efficient and effective 

data analysis. 
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