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A WORD ABOUT TNO

Cyber Threat Intelligence — PvIB Event

Dutch innovation and advisory body, founded by law in 1932
and currently comprising some 2800 professionals

Active in many fields (a.o. healthcare, automotive, defence, energy
and ICT), not-for-profit and independent of public & private interests

> Very active in the field of cyber security
— R&D, contract research, consulting

> Variety of customers - government, MoD,
telcos, financials, energy companies, ...
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EVOLUTION OF RESILIENCE STRATEGIES

often induced by
(severe) incident

———————————————————————————————— e )

e e
Traditional Monitoring & Threat intelligence Autonomous
prevention response construct capabilities response & recovery
put up walls and detect (potential) attacks anticipate and take reduce dependency
hope for the best and limit damage proactive precautions on human operation
| ]

focus of this presentation

Cyber Threat Intelligence — PvIB Event
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SO WHAT IS THREAT INTELLIGENCE?

NATO UNCLASSIFIED

= den
- ZEEEBulletin
Number: 2015/090 13/08/2015
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“Cryptoware and other
ransomware constitute

ﬁ - \
preferred business model
B EIER M for cyber criminals”
Feb 2013 threat actors, attacker campaigns,
Nov 2015

attacker techniques (TTP), Indicators
of Compromise, Courses of Action....
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THE CTI PLAYING FIELD

Public Commercial Community

strateqic & tactical
R ehierranc kit @ policy development,

architecture design, staffing,

Fi E , . :
e ye SERVILES training, supplier mngmnt,...
] J I
CTI :
B L% <: policy
processes Ycollect H @ process share o team
& solutions x
situational )
operational e.g. sightings (TTP, IoC, ...) AmA MNQrs
firewall mngnt, | v | J _
patching, monitoring, @ >y
v ® sys ® @ CERT/ A architects
vulnerability mngmnt, P admin PN SOC PN CSIRT

incident response, ...
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AN AREA THAT NEEDS MATURING
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* Pyramid of Pain
published by David Bianco

“pain” inflicted A

limited resourcing — duties

e i dh kflows — reli
usually reside in CSIRT ad noc workflows — refies

on expertise of individuals

scattering of l

threat information ——{g Ycolect i ftprocess o share
— much resides i
in mailboxes l

@ [ CErRT/
aa [} CSIRT

underdeveloped — strong emphasis
on operational processing

|V | v

@
aa l SOC

security
architects

® sys
I — admin

little automation — e.g. exchange of
threat information via e-mail
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on cyber
adversaries*

MR

Network/
Host Artifacts

1
Domain Names :

——

focus of activities

g

present efforts largely
revolve around indicators
— but the real value lies in
tactical intelligence!
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CTI CAPABILITY FRAMEWORK

strategic & tactical

CTI-01CTI
collection

CTI-01:01 Ingestion
of structured CTI

CTI-01:02 Ingestion
of unstructured CTI

CTI-01:03 CTI life-
cycle management

CTI-02 Real-time CTI
processing

CTI-02:01
Triage & assignment

CTI-02:02

Threat investigation

CTI-02:03
CoA management

CTI-03 Periodic CTI
processing

CTI-03:01
Trend analysis

CTI-03:02
Threat landscaping

CTI-03:03
Strategic CTI review

CTI-04CTl
dissemination

CTI-04:01
External CTI sharing

CTI-04:02
CTI dashboarding

CTI-04:03 Reporting

& alerting

CTI-05 CTIl infrastructure management

Y ABN'AMRO ING £ dgﬁabmbamk TNO
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Note: TNO and the involved
financials are preparing an article on
the CTI capability framework which
is set to be published this April.

Demarcates target situation —
foundation for maturing CTI provisions

Developed because traditional CSIRT
service descriptions (e.g. CERT/CC) do
not (fully) capture CTI working area



THANK YOU
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Richard Kerkdijk
+31 6 2290 64 64
richard.kerkdijk@tno.nl
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