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18.00-18.30

Introduction ING, 

Risk & Agile

Jeroen de Lange

18.30-19.00

Impact of Agile on Risk 

Management

Dirk Jan van der Poel

19.00-19.45

Delivery of Things 

Henk Kolk

19.45-20.00

Wrap up

Agenda



About ING
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https://www.youtube.com/watch?v=ReUtlCfS068

https://www.youtube.com/watch?v=ReUtlCfS068


40 countries 51,000 employees 35 mln customers

845 bln Assets on Balance 

sheet

4,651 mln Net result 2016 System Bank
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Facts And Figures



+15 Datacenters All imaginable

Technology

50% bank via 

Mobile Device

+8000 applications 3000 vendors Etc
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Facts And Figures - IT
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Disclaimer: Please note that ING Bank does not have a banking license in the US and is therefore not permitted to conduct banking activities in the US. Through its 
wholly-owned subsidiary ING Financial Holdings Corporation and its affiliates, ING offers a full array of wholesale financial products such as lending, corporate finance 
and a full range of financial markets products and services to its corporate and institutional clients.

ING’s worldwide presence Market Leaders
Netherlands, Belgium, Luxembourg

• Leading retail and wholesale banks in the Benelux

• Evolving into ‘direct-first’ banks

• Improving operational excellence

Challengers
Germany, Austria, Spain, Italy, France, Australia, Czech Rep.

• Leading ‘direct-first’ banks 

• Further integrating retail and wholesale banking capabilities

• Broadening lending capabilities

Growth Markets
Poland, Romania, Turkey and  our stakes in Asia

• Strong positions in fast-growing countries

• Evolving into ‘direct-first’ banks

• Developing digital leadership capabilities

Wholesale Banking network and global franchises

• International network: more than 40 countries 

• Extensive international client base across all regions

• Global franchises: Industry Lending and Financial Markets; 
Trade Finance and Cash Management
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ING Bank’s Think Forward Strategy
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Lets Talk About Risk



What is Banks Most Important Currency?
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Financial Risk

- Credit Risk

- Market Risk

Simplified Banking Model
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Non Financial Risk

- Compliance Risk

- Operational Risk

- Information Risk
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Regulators / Regulation
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ING Non Financial Risk Framework

Minimum Standards for Information Risk:

• Foundation

• Platform Security

• Identity & Access Management

• Security Monitoring

• Change Management

• Resilience

• DDOS / APT

• Data Management



Business

CISO

COO - IT Risk

ISP

GSO

C-IRM

C-ORM

Compliance

CSI

Corporate Audit Services
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Who is Who

1st Line 2nd Line 3rd Line



Lets Talk About Agile
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Lets Talk About Agile
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Kanban

Devops

Scrum

Continuous Integration

XP

Test Driven Development

Lean

A/B / Canary Releases
A/B / Canary Releases

SDSM



New Way of Working
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https://www.youtube.com/watch?v=NcB0ZKWAPA0

https://www.youtube.com/watch?v=NcB0ZKWAPA0


+500 autonomous teams

Releasing software every 2 weeks (and still accelerating)

Current State
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Impact of Agile on Risk Management
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Dirk Jan van der Poel – Global Head of Information Risk Management 



Agile – How some people see it
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Agile Way of Working is ‘risk-mitigating’ when implemented properly, but there 
are various dilemma’s to resolve.

Agile way of working

 Is a strategic choice;

 Is seen as key in achieving a resilient and effective IT Change 
Management process;

 ‘By design’ addresses alignment between Business and IT functions and 
mitigates the impact of failures through short-cyclic development;

Agile within ING – some starting points
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Planning 

Identifying 
Risk

Analysing 
Risk

Planning 
Risk 
Responses

Monitoring 
and 
Controlling 
Risk

Risk Management – in the ‘old days’
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Agile – what does it look like



Stakeholders include, but are not limited to Information Asset Owners, Data Owners, IT 

Custodians, Service Providers, Product Owners (other squads), Enterprise Architects 

(Business/IT/Solution/ Data), NFR function, Finance, etc.

Agile – what does this mean in roles & responsibilities
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Product Owner is key, has a mandate from Asset Owner and is responsible for:

 Driving content and prioritization of the delivery, including operational management: maintenance, 

security, compliance, risk resilience etc;

 Acts as a single point of contact within (Bus)DevOps teams/Squads/ Sprint teams on behalf of  

stakeholders; 

 Stakeholder management, including obtaining approval/agreement on requirements (including 

from Asset Owner) and obtaining results from user acceptance testing;

Agile – where is risk?
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Dilemma:

(Only) Asset Owner remains accountable for risks regarding his/her assets. 

What does this mean?

 Risk appetite & drivers should be identified by the product owner with stakeholders at an early 

stage to embed in the Agile process

Some key risk drivers:

 Requirements risk: relates to functional requirements, but might also include user acceptance 

criteria;

 Technical Risk: relates to architecture, design, infrastructure of the proposed solution;

 Schedule Risk: relates to scheduling and timing of activities and the cost thereof;

 Project Risk: relates to effectiveness of the project management methodology;

 Supplier Risk: relates to external sourcing and delivery of components by 3rd parties

 People Risk: relates to the level of skills in the team and abilities

Agile risk – what should be taken into account?
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Agile risk map - What does this look like?
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Comfort Zone  

(lower risk threshold)

Uncomfortable Level

(upper risk threshold)



Conditions:

 Risk should be seen as a Functional Requirement instead of a non-functional requirement. 

 Risk is to be addressed upfront. It can’t be dealt with afterwards, as this would be waste;

 Segregation of duties might be breached as DevOps/Sprint teams hold (potentially) the full 

execution and deployment in their hands; 

 There is a need for ‘very mature’ DevOps teams, with a lot of trust placed in their attitude,  

culture and execution skills.

 Continued contact between Product Owner and stakeholders during the Agile Product 

Development Life cycle

Agile – where is risk?
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Agile – Where is it on the Kanban Board?
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Delivery of Things
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Henk Kolk – Chief Engineer



Wrap Up
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http://www.sonatype.org/nexus/2016/04/19/seven-habits-of-rugged-devops-amy-demartine-at-rsac-2016-video/

https://devops.com/category/blogs/secops/

https://techbeacon.com/want-rugged-devops-team-your-release-security-engineers

Extra Sources
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http://www.sonatype.org/nexus/2016/04/19/seven-habits-of-rugged-devops-amy-demartine-at-rsac-2016-video/
https://devops.com/category/blogs/secops/
https://techbeacon.com/want-rugged-devops-team-your-release-security-engineers
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Work @ ING
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Vacancies

External
IT Audit Lead Infrastructure Nai Jai Lee
Information Risk Management Officer DB NL Matthijs de Rooij
HBO Meewerkstage IT Security Harry Raghoe

Internal
IT Security Specialist WPS Hans Bijlsma 
Information Risk Management Expert Danny de Corte
Information Risk Management Practitioner Danny de Corte
Junior Information Risk Management Officer Danny de Corte
IT Auditor Marie-Pierre Longerstay
Dev Engineer Cyber Security Mireille van der Meer
Security Engineer / Pentester Johan Pronk

Cybercrime Expert (Brussels) Thomas Van Dooren
Information Risk Manager (Frankfurt)
Information & Security Risk Expert (Bucharest) 
Security Engineer – Penetration Testing Expert (Leeuwarden) Jan Reuterink

Jeroen.de.Lange@ing.nl

mailto:Jeroen.de.Lange@ing.nl

