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Shared research program Cyber Security  
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• The need to show and provide assurance and evidence on the level of resilience and/or 
security achieved;  

• The need of a metrics system for validating the conformance with regulations, policies 
and business requirements;  

• The practical need to analyse in an effective and efficient manner the increasing 
number and complexity of technical logs;  

• The identification of trends in the different communications networks, such as the level 
of attacks, common failure causes, etc.  

 

Why metrics 

https://www.slideshare.net/cisoplatform7/keynote-session-nist-cyber-security-framework-measuring-security


Background:  
Cyber resilience 
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Cyber resilience is the ability of an ecosystem (e.g. an organization, 
infrastructure, system) to 

…withstand deliberate attacks on technical infrastructure that are 
conducted from cyberspace 

…rapidly recover from the negative effects of such attacks 

…limit the damage of such attacks on business, people and society 

…prepare for and adapt to changing conditions e.g. changes in attacker 
methods or the organisation’s IT infrastructure 



Background: 
Experience with benchmarking between banks 
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Losses in electronic payments collected by 
“betaalvereniging” 
 
Totals of internet banking fraud are published 
Banks benchmarking: 
• Own figures against totals  
• Reported developments at other banks.  



Background:  
Types of metrics 
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Source: Michel van Eeten: Measuring security levels 



Goals 
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strong desire to measure and quantify status of cyber resilience provisions 

- fortify basis for operational governance and investment decisions 

compliance with policies and regulation resilience against targeted attacks 

measures/ controls and actions taken abilities and effects achieved 

parameters that are easily measured demonstrably meaningful information 

traditional metrics system framework of cyber resilience metrics 



Kill chain to check for completeness 
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cyber kill chain embraced as top level structure 

a) acknowledged model for  targeted attacks 

b) facilitates differentiation by attack stage 

some stages merged for the purpose of this work  



Building a meaningful framework 
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Library of metrics 
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some reasonably doable 
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others less trivial 
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Oversight vs detail 
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Lessons learned 
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• effect oriented metrics that reflect cyber resilience capabilities offers value but 
such metrics are often hard to measure. 

• Stakeholders are rarely interested in the full set of cyber resilience metrics.  

• Embracing the full set of cyber resilience metrics is challenging and perhaps to 
much. (less is more….)   

• Comparing actual cyber resilience measurements across organisations requires 
a level of alignment that is presently not in place.  

• Set of metrics focusses on content. Converting it to fancy pictures is not 
included but necessary to attract public. 

 



Way forward 
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1. Choose feasible metrics 

2. Collect data 

3. Compare over time  benchmark against yourself 

4. Share experiences amongst SRP partners 

5. Choose metrics to benchmark with partners 



Final remarks 

17 

 

• Questions? 

• Download Security Metrics document? 

• Participate in Shared research program? 

 

 

 

 

 
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/ 

 

 

https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/
https://www.tno.nl/nl/samenwerken/partners-van-tno/shared-research-programme-cybersecurity/

