De wondere wereld van HW Hacking

Platform voor Informatie Beveiliging
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Shoot ALL The Hackers! flickr @

Dennis van Zuijlekom



POLL



Poll 1/3: are you a maker?

if it smells like

) %< ’ .
3 4 you're
-~ hoding jt wrong




Poll 2/3: do you program?

THE #1 PROGRAMMER EXCUSE int getRondomNumber ()
FOR LEGITIMATELY SLACKING OFF: {
return Y. // chosen by foir dice roll.

MY CODE'S COMPILING.” / quaranteed to be random.

HEY! GETBACK
O WORK!

¥, MAKE ME A SANDWICH.

j WHAT? MAKE
w . N IT YOURSELF,
Sy SUDO MAKE ME
ﬁ Y . A SANDWICH, ‘Illr

' OKAY.

K




Poll 3/3: do you hack?

HI, THIS 15 OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WERE HAVING SOME |\ 5\ /ay Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Stuents;-- 7 i

|l
o

AND I HOPE

~ OH.YES LITTLE ~~ YOU'VE LEARNED
ROBBY TABLES, L TOSANMZE YOUR
WE CALL HIM. DATABASE INPUTE,







Quiz 1/13: name the port
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name the port

Quiz 2/13




name the port

Quiz 3/13




uiz 4/13: name the port




Quiz 5/13: name the por




Quiz 6/13: name the port




name the port

Quiz 7/13




name the port

Quiz 8/13




name the port

Quiz 9/13




name the port

Quiz 10/13




name the port

Quiz 11/13




12/13: name the port




Quiz 13/13: name the port




Lets talk about

me




Jilles Groenendijk
49 years old
LTS Electrotechniek




Trip down memory lane

Poortugaa\

gem. Albrandswaard |




4 Generations




Scrapbox




Magical box




“Does he take stuff apart?”




Discovering AC/DC

batterij 45V

[¢3) geluid




Causing outages




David Braben

7




Raspberry Pi

Model A Rev 1 model B Rev 2 modlell B k) Model A+

2]




Learning the protocols

il ADC DAC ile
Master | Slave | Slave | Slave

Linux raspb

28 [ -—» GPA7
27 ] «+—» GPAB
26 [ ] «—» GPA5
251 «+—» GPA4
24 [ ] «+—» GPA3
23 [ ] <«+—» GPA2
22 [] +—» GPA1
21 [] «+—» GPAD

20— INTA
i asmiar iyt $osudo Tomdetocs oy b o PR-leR-1-203 190— INTB

B 18[]—» RESET

Raspberry Pi2 GPIO Header

3.3v Sv
GPIO02 Sv
GPIO03 Ground
GPIO04 GFI014
Ground GPI015
GPIO17 GFIO18
GPIO27 Ground
GPIO22 GFIO23
3.3v GFIO24
GPIO10 Ground
GPIO08 GPI025
GPIO11 GFIO08
Ground GPIO07
ID_SD ID_SC
GPIOU5 Ground
GPIO08 GPI012
GPIO13 Ground
GPIO18 GFIO18
GPIO26 GFI020
Ground GPIO21

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GMNU/Linux comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.

Type ‘startx’ to launch a graphical session

MCP23017

T
errypi ~ % []

hitp:/fwww.elementid.com




Magical Box 2.0
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Create stuff
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‘board hacking - Part
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#Privacy
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0 N-MATOM:

Id Y-MATOM:
Y-WATCH:

g N-MWATOM:

O Y-SATOM:

IQ Y-WATON:

316 Y-MATOM:

14 Y-RATOM:

1€ Y-WATOM:

73
73
73
74
74
74
74
74
74

valgfri brus

Big Brother

: entfion (®.00 / 1.00 7/ ©.00), S=milc: © /
‘a‘.;.-uv-a-tm 71 - Male-Young adult, Attention time: 234 out Of 234 - (9.00 / 1.00 / ©.00), Smile: ©

W-REATOH 7:-”.—Ym.ﬁllt.m2°ntl. 4“6‘&0"0’6-(’-“/1“/0“},5‘!10 e J 1
W-MATCH: 71 - Male-Adult, Attention Time: mmofm-(.~l.671...),s-£1¢ e 7 1.0, Gl
: 72 - Male-Young adult, Atttntiootx-p ® out of © - (0. 80 / ©.09), Smile: © / ©.00,
= 72 - Male-Adult, Attention time: © out of 297 - (..“ /S ©9.S0 /S o.e0), Smile: © /F ©.82, Glas
: 72 - Male- adult, mmloo time: 93 out of 390 - (0.0 / ©.67 / ©.99), S=dle: © 7 2.2
: 72 - Male-Adult, Attention time: 93 out of S93 - (©.00 / ©.50 / ©.09), S=ile: © / ©.95,
T 72 - Male-Adult, Attention time: 26S out of 765 - (©0.60 / ©.60 / ©.99), Smile: © / 2.48, GlL
: 72 - Male-Young adult, Attention time: 484 out of 984 - (90.090 / .67 7 ©.00), S=ile: © /7 1.1
..................... Id M-MATCH: 73 - Male-Young adult, Attentiocon time: © cut of © - (©.69 / ©.69), S=ile
TS N-MATOR: 73 - Male-Young adult, Attention tTime: © out of €@ - (©0.00 / ©. ..). Smile: ® /J .99, Gloasses:
TS Y-MATCH: 73 - Male-Adult, Attention tise: © ocut of 188 - (V.09 J ©.33 /J 0. 99), Smile: © / 2. 05, Glass:
Attention time: @ out of 391 - (9.00 7/ ©.50 / 0.909), S=ile: © / 2.42,
.

- Smile: © / ©.0®, Glasses:
rale-Youna adult. Attention time: © out of 188 - (0.0 7 .-sa S/ ©.00). S=aile: © / 0.24.

i

c DEAL

-~ Male-Young adult, Attention time: @ out of @ - (0.00 / 0.00), Salle: © / 90.00, Glasses:
- Male-Adult, Attention tise: O ocut of 188 - (0.00 7 0.33 / 0.99), Salle: 0 / 2.05, Glass
- Male-Young adult, Attention time: @ out of 391 - (0.00 / 90.50 / 0.09), Salle: 0 / 1.42,
- Male-Young adult, Attention time: @ out of @ - (0.00 / 0.00), Salle: 0 / 0.00, Glcsus:
- Male-Young adult, Attention time: © out of 188 - (0.00 / 0.50 / 0.00), Salle: 0 / 0,24,
-« Male-Young adult, Attention time: @ out of 375 - (0.09 / 0.33 / 6.00), Salle: 0 / 0.16,
- Male-Young adult, Attention time: @ cut of 578 - (0.00 / 0.50 / 0.09), Salle: 0 / 0.064,
-« Male-Young adult, Attention time: 203 cut of 781 - (0.00 / 0.60 / ©0.09), Salle: 0 / 0.76
-~ Male-Young adult, Attention time: 486 out of 984 - (0.00 / 0.67 / 0.00), Salle: 0/ 0.95,
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#Domotica



Check Power Consumption




Check Weather




Dr88d|005 ((( L ))) ¢+ Forumoverzicht « Nederlands « Nodo toepassingen
koppelbaar

868 MHz \ Flamingo Rookmelder FA20RF als Nodo alarmsirene
PLAATSREACTIE & | |G, Doorzoek dit onderw 45 berichten = Pagina 4 van 5 = [1][2][3

(Z)Help yf Registreren (I} Aanmelden

Re: Flamingo Rookmelder FAZORF als Nodo alarmsirene
Odoor proza = 07 mei 2013, 19:09

€& mvdbro schreef: proza
Maar nu gaat met commando "SendSmoke 0,9308102" het groene ledje knipperen op de I S
rookmelder. (om niet doof te worden heb ik het piezo element er tijdelijk afgeklikt...) Morgen Sé'agi-ztreerd:_ 03

eens testen of ie ook echt lawaai gaat maken. =

gr
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R
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Migraine
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Commercial Solution

Vakantie

Vakantiestand uit

Van:

Tot:

Temperatuur;

R : I:‘;"N:'. - .- e
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Hackathon “Game of Toons”

Most techy hack

GAME= T

11 October
2016







Jurre Groenendijk
16 years old
VWO bilingual NT




Twin brother Jelle

. ﬂDanger ) ne GuilaR
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See how stuff works
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Scrapbox
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Science




Privacy

Privacy Matters (Dutch with English subtitles)

id

) 0:11/10:46
e —




Technology

TCP Packet

V-

4




Programming

script.py

1 I!rm}-'_i"t is set to 7 below. What do you think
# will happen if we reset it to 3 and print the result?

2

3

4 my_int =7
5

& # Change the value of my_int to 3 on line B!
B my_int = my_int - 4

18- # Here's some code that will print my_int to the console:
11 # The print keyword will be covered in detail soon!

13 print my int

o




Security

Internet Fundamentals
EEEEEEEEEE 1007

Don™t click




Documentary: “durre hack”

B jurre hack - YouTube X

https://www.youtube.com/re

3 YouTube ‘ jurre hack|

Home
Ongeveer 274 resultaten

Trending
s Mini documentaire: Zo maakt Jurre (15) de wereld veiliger met hacken
Geschiedenis . DeloitteNederland + 4,8K weergaven « 1 maand geleder
ESTE VAN YOUT!

Muziek

Sport

Films

News




Be Responsible!

HELPENDE HACKERS

——
i \ Verantwoorde onthullingen in het digitale polderlandschap

Chris van‘t Hof




Responsible Disclosure

OPTIONAL CAN TAKE LONG TIME




Paste N
- * Farmat Painter

Clipboard

Motebooks
J2-OneMNote

Agreement upfront

Draw Histony

- —

Calibri Light ~ |20 R Heading 1 To Do (Ctrl+1)
Important (Ctrl+2)
B I U abe x, - ¥ Heading 2 2 Question (Ctrl+3)

Basic Text Styles

How-to School Plag = CTF

Legal yada yada

School may be assessed as agreed with:
. B (math teacher)
.« = = = mwwn (Kernteamleider)

Rules and regulations:
# Test should not impact schools availability
* Reporis cannot be discussed with third parties (except for dad)

» Findings should be presented to schoolboard
» [f you find an vunerability, report it. DO NOT USE IT!

M.B. Take Responsible Disclosure definitions in account

Legal yada yada - OneMote

|
v/ | o
To Do Find Outlo
Tag

-

-

Tags




Mmap —-p-

Don’t break stuff

-T4 192 _l1a6s3.a.a,/16

FMmap scan report fTor | B N

Host is up (€.982812s latency ).
985 closed ports

Mot shown:

PORT

80 /tcp
135/tcp
139/ tcp
4453/ tcp
445/t cp
1844/ tcp
1433/ tcp
23@1/tcp
2381 /S tocp
3389/tcp
SEe33//cp
5989 /tcp
61@1/tcp
elas/tcp

1822/ tcp

STATE

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

SERVICE
http

ms I pc
nethios —soh

https
microsoft -ds
dowt il ity
ms-sgl-s
compagdiac
compag-htitps
ms -wbhit-server
beorl
wbhem-https

backupexec
isdninto

snet-sensor-mgmic

794

[%  Demarcation T1 Line
Firewall  Router  Exender

TI&

Remote Administration
Auto-answer madem

Data Network

=)

Remote
Location

Witle Area
Netwark

Router
Intermet Remote

Location
| LAN




Always lock your devices

-t
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Your passwords are in memory

A ; 2858340 <90OO:002Hh9d4d64)

Ser»vice from O

svc—SQLDBEnginefl

ADSECLAB
S=1-5-21-1473643419-774954089-2222329127-16807

Authentication Id
Session

Usex» Name

Domain

SID

QLDBEngineBl1
ADSECLAB
dBabfcBcech689f4cdc8959a1411499096
467f0516e6155ecedbB668827hAaddabbSeecefacd

svc—SQLDBEnginefl
ADSECLAB
ThislsAGoodPassword99?

svc—SQLDBEnginel
ADSECLAB
ThislsAGoodPassword929?

svc—SQLDBEnginefl
LAB_ADSECURITY .ORG
ThislsAGoodPassword99?

» Username

» Domain

» NTLM

» SHA1L
tspkg =

» Username

»* Domain

» Password
wdigest =

» Username

» Domain

» Password
kerber»os =

» Username

» Domain

» Password
ssp =
credman =




Poor students become creative

USB Rubber Ducky

$44.99

Digispark Kickstarter
Development Board ATTINY85
Module voor Arduino usb

Gratis Verzending

#include "DigiKeyboard.h"
int btn = 5;
void setup () {

pinMode (btn, INPUT);
pinMode (1, OUTPUT) ;

void loop () {

if (digitalRead (btn) == HIGH)
DigiKeyboard.sendKeyStroke
DigiKeyboard.delay (500) ;
DigiKeyboard.print ("Windows PowerShell");
DigiKeyboard.delay (850) ;
DigiKeyboard.sendKeyStroke (KEY ENTER) ;
DigiKeyboard.delay (500) ;
DigiKeyboard.print (“start https://www.supertwins.nl/troll”);
digitalWrite (1, HIGH); delay(250); digitalWrite(l, LOW);

{
(0, MOD GUI LEFT);


http://www.google.nl/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=vYfnw6SG8Y4OTM&tbnid=dKhrUTDFTWRjWM:&ved=0CAUQjRw&url=http://itsfixedaus.wordpress.com/2011/08/06/how-to-fix-a-broken-keyboard/&ei=lLriUbmYPIK9Ofn7gYAN&bvm=bv.48705608,d.ZWU&psig=AFQjCNG591tYRKhOX90LARHXeLXreWi8lQ&ust=1373899792104502

Change your default password

L Aanbevolen web

Galerie Webslices v

VISION

Live Kijken Afspelen

@ M= 01 Schuif Hek

@ = |

@ = 04 Uitgang goederen
@ "= 05 Ingang Goederen
@ %=1 06 Uitgang Goedere

@ »= 07 Ingang Patio

@ *=) 08 Aula Ingang

@ ¥= 09 Aula




Lunchbox electronics

'hwmvnﬂu
4
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Lunchbox challenges

1S014443-A emulated tag are protected

i "Bx95"

as security ci

nawe libnfc.orgfapi/nfc-emulate-tag B source hitmil>

Patch nfc-mfclassic to write 0-byte

File: libnfc-1.5.1/

iled to write trailer block %d \n", ui
true;

{

e first block ©@x88 is read only, skip this
J/ COMMENT THIS if (uiBlock == @ && ! wri
J/ COMMENT THIS continue;

T ——— N ~

Se
-

- & -
S

4 .t
0 . L ‘:::?7‘:Qi§!!IHINI



Lunchbox coding

i i i Copycard. sh
% LS
e Lt e 1
e A il Sy A : | : ‘
old:BBbbfans oot o
new:Bd161165
RTINS RS
oy i e i v ot O T SR
| Al e

rootikalis ™ /copucardd n fe-list

nfc-list uses libnfc 1.7.1

NFC device: ACS / ACR122U PICC Interface opened
ive target(s) found:

196 kbps) target:

/
|

T
| M

/

o

4

Hlit 1 l;ﬂl!
i ‘\\\lﬁl{lla‘l,\\ﬁﬂ‘1lrw\ i i
i
0




Lunchbox process




Commercial Alternatives

! KPNNL & 7 3 77% (@)

% nfc copier

Best match ¥ S Filter




Plag** Client / Server

An essentially different way
to spread information

Subjects and thoughts that
cause discussion

Man is a complicated
machine, but it seems like
he can’t even handle his
own socks.

ﬂ Complexity is the key. If you concentrated
on smth important, it's stupid to waste time
on socks.

« 2
‘ ‘3 Sounds a bit egoistic :)

') . That's totally my case

e;. & Boys will be boys!



Plag*™ Man In The Middle

ﬂ Jurre X ' volgjenu

.@charlesproxy Thank you so much for the
license! | have tried many other products, but
Charles Proxy is definitely the best :D

Charles

WEB DEBUGGING PROXY

- i

TR X.!t"
‘AL PPPPEEAN

gﬂ @Jurrejelle @charlesproxy

Charles Proxy
[ ! @Jurrejelle You're most welcome!
il




Watch hacking videos

Hack All The Things: 20 Devices in 45 Minutes

r_ﬁ r% i . N; - GTVHACKER PRESENTS:
' ‘ z
i AT TS

A GTVHACKER PRODUCTION

HTTP://DC22.GTVHACKER.COM

-b » o) 0:00/4




Play Capture The Flag (CTF)

CTFETIME -~ o

SECCON CTF

SELLLIM

Official URL
Total events: 10
Avg weight: 27_68

PlaidCTF

Official URL
Total events: 8
Avg weight: 83.99

Plaid CTF :: Hosted by Plaid Parliament of Pwning

Contact us

DEF CON CTF Qualifier

Official URL
Total events: 8
Avg weight: 86.88

Muit du Hack CTF Quals

Official URL
Total events: 8
Avg weight: 41 .23

RuCTFE

RuCTFE\

Official URL
Total events: 8
Avg weight: 5981

HITE CTF Amsterdam

g HITBSecConf

Official URL
Total events: 8
Awvg weight: 3000

What: Jeopardy style CTF hacking competition
When: April 12th & 13th 2018

Where: On site at HITB2018AMS @ NH Krasnapolsky
Who: Max of 24 teams with up to 3.




Acquire knowledge




Share knowledge

Raspberry Pi- I2C Bus




Next Wednesday Library Veeendaal

# cat lecture.txt

WHY | HACKED MY SCHOOL

s # whoami
- ,,M‘ Jurre Groenendijk




Strange requests

ail! T-Mobile NL = 17:52 @ v % 56% ull T-Mobile NL = 17:52 @ v % 56%

B -

<3 : £om o i N e 1] i <3 = i F Wl S
M'n school gehackt

Jammer dit

Nooit toestemming vragen

Gewoon doen

EN Lol
WAAROM?!

En wil je mijn school ook Gewoon doen

effies hacken ofz0? 3 Ja da’s €20.500 and/or 4
jaar celstraf, liever niet

Plus ben white hat hacker
dus alleen legal stuff voc @
deze boy




Beware of Script Kiddies

I'M USING LOIC —
el De politie doet The World's Mos

ervan uit dat deze

Leerlingen Schiedamse school school dit
frauderen met cijfers

u
Tientallen leerlingen van S.G. Spieringshoek in Schiedam hebben waarschijnlijk de zo rgvu ld I g aa n pa kt

= cijfers van hun proefwerken aangepast. Een jongen uit havo-4 zou erin geslaagd
' » % zijn het leerlingvolgsysteem van de school te hacken.

De Telegraaf « EE v oromwuor om0
DDoS-verdachte vond Rusland-theorie 'te grappig’

Hacker Jelle (18) al piepjong
el e Knowledge Is Free.
We Are Anony_mous.

We Are Legion.
We Do Not Forgive.

We Do Not Forget. | ¥
BrpectUs, ANV

i

Gotcha?

Be=zH

Found 18 account(s)

e e




What about

Toll




e

“S” in

The Internet of ransomware things...

7 HUNGRY? A
PAY UP AND
I'LL UNLOCK
MY DOOR! |

WIRE MY
HACKER #1000
OR I'LL REVERSE
MY MOTOR AND
BLOW DIRT ALL
OVER THIS

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

" DN STRIKE
UNTIL YOU
SEND MONEY

. HACKERS.

",

20 BUCKS ™
| IN MY PAYRPAL [T
ACCOUNT s

OR I‘LL ONLY

EREW

"YOUR DIRTY |7

| DISHES CAN -L__/
WAIT, I'M
BUSY MINING
BITCOINS.

OMLY TO TAKE
YOU TO YOUR

BANE TO MAKE
' A TRANSFER.

I‘LL BE
BURNING THE
TOAST IF YOU
DON‘T GET
ME SOME
\. DOUGH!

e
~ /" THE MEXT TIME
-, YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME
75 NOW!

(" Excuse Us

WHILE WE

IN A DDOS
ATTACK.

SEND ME #25 OR
I'LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOUu
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

|OT is for SECURITY

/" 30BUCKSIN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT | —
JUST LET YOU
SLEEP.

_ =,
¢ MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

“DONATE*. /

%

_.-‘—" ‘.._"'\.
1M TURNING'
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
\ ACCOUNT/!



Most IOT security be like




OWASP 10T

11 | Insecure Web Interface

12 | Insufficient Authentication/Authorization

13 | Insecure Network Services

14 | Lack of Transport Encryption

I5 | Privacy Concerns

16 | Insecure Cloud Interface

17 | Insecure Mobile Interface

18 | Insufficient Security Configurability
19 | Insecure Software/Firmware
‘IlO | Poor Physical Security




Security Measures

WARRANTY VOID
IF REMOVED

YOUR COMPANY NAME HERE

BEFORE

Wv =

Q\
SFond's

|
kmur;\ A
AN

A
AFTER




Security vs Cost

Casls
Cost of Software Sacurity
Failures

Costs of Roftware Securnmy &

Measures

Software Secuwrity Assurance




Security vs Battery life

BRI -
...sww apoN gA L Be
2wl




Security vs Lifetime




No update = Not safe!

' .xl’.b",jf:)l'.'ls r:;" Er'j C‘; ':‘-'J:IClO’t IS C'n A:'rll ;Bth‘ G'.:':‘l.;’ 'M tl:l
. >

learn more

Don't show this message agan

#OTA



Hack one = Hacked ‘m all

Y
MILLLLLLLLLLLLLLLIONS

of Devices Using Same
Hard-Coded CRYPTO Keys




Lack of secure crypto

|

|t e |

Il J‘IH|\|\ Wh ' |' "+ |W

I it

Hiia (Mt

‘ i IR “| i HU[I\"";_.I
il “L J
| Ll

int getRundorHNLamberf)

return Y. // chosen by fair dice roll.
N E}UﬂrﬂﬂtEEd to be random.

#ecb #entropy



Connect a port & get root

»
[ |
D 8
=
é;w'
i~ S
&
() m




Storage not encrypted

O S root@ubuntu: ~

root@ubuntu:~# more /etc/passwd
root:$6SNrGistveSp4acemGQQwkkOwg2cIn51h4b9KZHDqr 7A1HHNYJQVFtXhP9VOIOhsgf.PleeYIyi
M44htso86L.3S2RPLitoTel1:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev: /usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin

man:x:6:12:man: /var/cache/man: /usr/sbin/nologin

lp:x:7:7:1p:/var/spool/1lpd: /usr/sbin/nologin

mail:x:8:8:mail:/var/mail: /usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:1ircd:/var/run/ircd: /usr/sbin/nologin




Eavesdropping (MitM)

Attacker




Eavesdropping (WiFi)




Eavesdropping (Logic Analyzer)

BitScope Logic 1.0
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Eavesdropping (Protocols)




Release notes are a goldmine
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|OT will be the easy entry point
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Sidechannel Attacks
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Chip decapping




Security should be part of design

= Security * Risk Assessment * Code Reviews * Security Testing * Security Review * Incident
Requirements * Secure « Code Analysis * Risk Assessment e Incident Forensics

» Compliance Architecture Review Response Plan * Security
Analysis » Penetration Monitoring

* Governance Testing
Definitions

Secure
product




Have your HW tested!

/&) Il & M 400ns I[¥] 440.0ns || Measure X
v

LA

W|  40.0ns 10.0X 8-Mar—1312: 41
B
>
A6 20088 20.0mv Jj5e 188 5.00v JINCH2UAL 6.00v I 111.059kHz

Signal e +2ms +4ms s #Bms 5 dUL blnwalk 627ccdsbefsfBcsf653329641ectfedd
L DECIMAL HEXADECIMAL  DESCRIPTION
. — (] 0x0 Microsoft executable, portable (PE)
- SPI-MOS] | 0h _r— 04h_t 5388 0XCF60 CRC32 polynontal table, little endian
[ 1 [l 57184 0xDF60 CRC32 polynonial table, big endian
61463 OxFO17 Copyright string: “Copyright 1995-2013 Mark Adler *
| =5 84000 0x14820 Microsoft executable, portable (PE)
- SPI-MISO Ozh _— 03h 90208 0x16060 Microsoft executable, portable (PE)
M [ 105196 Ox19AEC ZUib conpressed data, best compression
130156 OX1FC6C Z1ib compressed data, best compression
157584 0x26790 Z1ib compressed data, best compression
LF +——— 349192 0x55408 Z1ib compressed data, best compression
356509 0x57090 Certificate in DER format (x569 v3), header length: 4, sequence length: 1120
357633 0x57501 Certificate in DER format (x569 v3), header length: 4, sequence length: 1146
358783 OxS797F Certificate in DER format (x509 v3), header length: 4, sequence length: 1181

Ll R s o g ot 359968 BX57E20 Certificate in DER format (x569 v3), header length: 4, sequence length: 1194



Learn to do it yourself!







1: Lock your devices

Lock the computer:

. +




2: Create backup & unplug!




3: Update your devices

New folder G
' UPDATE & SECURITY
RecyceBin This update contains improvements and bug fixes,
Windows Update i tias
including:
P Fixes a bug that prevents iPhone 5 from installing
OnePlus 2 software updates wirelessly over the air
Fixes a bug where horizontal lines may be displayed
This update contains improvements and bug fixes. across the keyboard
Fixes an issue that could cause camera flash to not
v Learn More goot
Improves reliability of iPhone 5 and iPod touch (5th
generation) when connected to encrypted WPA2 Wi-
s«;n X Fi networks
N15-07-28... Resolves an issue that prevents iPhone from using
Download and Install the cellular network in some instances
Consolidated the Use Cellular Data switch for iTunes
Technology Match
News & ... Fixes a Passcode Lock bug which sometimes
allowed access to Passbook pass details from lock
. screen
;&m? Fixes a bug affecting Exchange meetings

For information on the security content of this update,
please visit this website:

http://support.apple.com/kb/HT1222

" 1213 pm
ADRHE s

1+ O»'«‘-;':‘u.)"_.f";'r; g O




4: Enable Multi Factor

Apple ID Sign In Requested
emily_parker@icloud.com
Your Apple 1D is being used 1o sign in

to a device near San Jose, CA

Palo Alto

SAN JOSE

Saten

OO X

Two-Factor
Authentication

A message with a verification code has
been sent 10 your trusted devices, Enter the
code 1o conmtinue




5: Use long passwords

~28 BITS OF ENTROPY | | \WAS IT TROMBONE? NO,
TROUBADOR. AND ONE OF

UNCOMMON ORDER !
(NON-GIBBERSH) | )N THE Os WAS A ZERD?

BASE WORD \
el 29 AND THERE WAS
2= 3 DAYS AT SOME SYMBOL... ™

TrQub4dor &3 1000 GUEEEES e

( PLADSIBLE. ATTALK, 0N A WEAK REMOTE
WEB SERVICE. YES, CRACKING A STolEN

NUMERAL | | ot s o o ey ™

TIME TO CRACK TIMETO CRACK: | = stmiens e e e | oy s

EASY

15HOURS R pr—

correct horse battery staple

2" =550 YEARS AT
1000 GUESSES/sEC

mpLX Com BXI e
COMMON WORDS DIFFicOUTY To cuess: | | DIFFICULTY To REMEMBER:
HARD "VeroRzED 1T
1 |

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

graded at howsecureismypassword.net




6: Password still safe?

"--have i been pwne

Check if you have an account that has been compromised in a data breach

donald@trump.com

Oh no — pwned!

Pwned on 3 breached sites and found no pastes (subscribe to search sensitive breaches)

Gotcha?

rlands.

& Notify me when | get pumed B Donate

Breaches you were pwned in

A"breach” s an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an internal ID,
username, ema, encrypted password and a password hint in plain text. The password cryptography was poorly
done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much about the
passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames




7: Use a password manager

() NewDatabase kdbx® - KeePass Password Safe CEX
Edt View Tools

123456

password
12345678

1

2

3

4 querty
5 12345
6

]

8

9

URL
http: /.
hHD I

123456784

football

1234

1234567
10 bageball

lastpass, com,
orums.iobit. com/log

Support
PAS SWORDS r Notchup
slabs.com
~ Pemag fon.nlms:
> <

Title: cq User Name: , Password:
I 20PM, Last Access Time: 8/1/

-~

" splashdata

1 of 29 selected




8: Use fake answers

Your question and secret answer

Secret answer:

Mother's birthplace

Best childhood friend
Name of first pet
Favorite teacher

Favorite historical person
Grandfather's occupation

We gebruiken cookies om inhoud en advertenties relevanier te maken en je een veiligere ervaring te bieden. Als je op de website kliki of op de website navigeeri, ga je ermee akkoord
dat we op en buiten Facebook informatie verzamelen via cookies. Meer informatie, zoals over hoe je je instellingen kunt aanpassen, vind je hier. cookiebeleid.

E-mail of telefoon Wachtwoord

-

Account vergeten?

facebook

for the love of Charlie

Startpagina

Vind ik leuk Bericht verzenden Delen Meer »

W Come Home Charlie Community
i

Info

Foto's




9: VPN while on Free WiFi

A VPN

A Protects your Privacy
HAcKERs\/ . 2::.'§

g NETFLX G
(1] Tube J8

THE INTERNET

GOVERNMENTS ISPS




Questions?

HUG A
HACKER

Jilles

@jilles_com

CYBER Security, HW Hacking. loT, Crypto,

DFIR, SecOps, Lock picking, Education,
Gadgets, LEGO, ComicCon =
TwitterHippie, & @syljil @jurrejelle &
Jelle

Jurre

@Jurrejelle

Gamer, Hacker, Programmer. Son of
@syljil and @jilles_com, brother of Jelle |
(CS-0904140001




