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Shoot ALL The Hackers!





Poll 1/3: are you a maker?



Poll 2/3: do you program?



Poll 3/3: do you hack?





Quiz 1/13: name the port



Quiz 2/13: name the port



Quiz 3/13: name the port



Quiz 4/13: name the port



Quiz 5/13: name the port



Quiz 6/13: name the port



Quiz 7/13: name the port



Quiz 8/13: name the port



Quiz 9/13: name the port



Quiz 10/13: name the port



Quiz 11/13: name the port



Quiz 12/13: name the port



Quiz 13/13: name the port



Lets talk about



Jilles Groenendijk

49 years old

LTS Electrotechniek

AQEURO



Trip down memory lane



4 Generations



Scrapbox



Magical box



Always!

“Does he take stuff  apart?”



Discovering AC/DC



Causing outages



David Braben



Raspberry Pi



Learning the protocols



Magical Box 2.0



Arduino



Create stuff



Alter stuff



#Privacy



Big Brother



Big Brother



#Domotica



Check Power Consumption



Check Weather



DIY Alarm system



Migraine



Commercial Solution



Hackathon “Game of  Toons”



Now over to



Jurre Groenendijk

16 years old

VWO bilingual NT



Twin brother Jelle



See how stuff  works



Scrapbox



#PLUSKLAS



Science



Privacy



Technology



Programming



Security



Documentary: “Jurre hack”



Be Responsible!



Responsible Disclosure

GET APPROVAL TEST REPORT

FIXREWARD

DISCLOSE

OPTIONAL CAN TAKE LONG TIME

DISCLOSE



Agreement upfront



Don’t break stuff



Always lock your devices



Your passwords are in memory



Poor students become creative

#include "DigiKeyboard.h"

int btn = 5;

void setup(){

pinMode(btn, INPUT);

pinMode(1, OUTPUT);

}

void loop(){

if(digitalRead(btn) == HIGH){

DigiKeyboard.sendKeyStroke(0, MOD_GUI_LEFT);

DigiKeyboard.delay(500);

DigiKeyboard.print("Windows PowerShell");

DigiKeyboard.delay(850);

DigiKeyboard.sendKeyStroke(KEY_ENTER);

DigiKeyboard.delay(500);

DigiKeyboard.print(“start https://www.supertwins.nl/troll”); 

digitalWrite(1, HIGH); delay(250); digitalWrite(1, LOW);

}

}

http://www.google.nl/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=vYfnw6SG8Y4OTM&tbnid=dKhrUTDFTWRjWM:&ved=0CAUQjRw&url=http://itsfixedaus.wordpress.com/2011/08/06/how-to-fix-a-broken-keyboard/&ei=lLriUbmYPIK9Ofn7gYAN&bvm=bv.48705608,d.ZWU&psig=AFQjCNG591tYRKhOX90LARHXeLXreWi8lQ&ust=1373899792104502


Change your default password



Lunchbox electronics



Lunchbox challenges



Lunchbox coding



Lunchbox process



Commercial Alternatives



Plag** Client / Server



Plag** Man In The Middle



Watch hacking videos 



Play Capture The Flag (CTF)



Acquire knowledge



Share knowledge



Next Wednesday Library Veenendaal



Strange requests



Beware of  Script Kiddies



What about



The “S” in IOT is for SECURITY



Most IOT security be like



OWASP IOT

I1 | Insecure Web Interface

I2 | Insufficient Authentication/Authorization 

I3 | Insecure Network Services 

I4 | Lack of Transport Encryption

I5 | Privacy Concerns

I6 | Insecure Cloud Interface

I7 | Insecure Mobile Interface 

I8 | Insufficient Security Configurability

I9 | Insecure Software/Firmware

I10 | Poor Physical Security



Security Measures



Security vs Cost



Security vs Battery life



Security vs Lifetime



#OTA 

No update = Not safe!



Hack one = Hacked ‘m all



#ecb #entropy

Lack of  secure crypto



Connect a port & get root



Storage not encrypted



Eavesdropping (MitM)



Eavesdropping (WiFi)



Eavesdropping (Logic Analyzer)



Eavesdropping (Protocols)



Release notes are a goldmine



IOT will be the easy entry point

DDOS



Sidechannel Attacks

• Clock

• Temperature

• Optical (Light)

• Electromagnet

ic radiation

• Power



Chip decapping



Security should be part of  design

added

+ !=
Secure 
product



Have your HW tested!



Learn to do it yourself!





1: Lock your devices



2: Create backup & unplug!



3: Update your devices



4: Enable Multi Factor



5: Use long passwords



6: Password still safe?



7: Use a password manager



8: Use fake answers



9: VPN while on Free WiFi



Questions?


