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Cloud in numbers…

▪ >1000 SaaS apps

used at a typical enterprise company

▪ Up to 40% of IT spend is

Shadow IT (Unsanctioned apps)

▪ 65% of organisations use Office365

▪ Less than 50 percent of organizations have 

deployed even the most basic cloud security tool –

SSO. Only 47 percent of organizations sampled 

had a SSO tool in use.



So.. What is a CASB(ah)?
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Cloud Access Security Broker, AH!



CASB ? What ?
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enterprises can’t rely solely on native app security
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So why the need for a CASB?



● https://www.gartner.com/n

ewsroom/id/3591417

● By 2019, total public cloud 

services spending rise to 

$13.6 billion

● The highest growth 

(SaaS) with a 28.5 

percent increase in 2017 

Cloud Service Adoption
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● ”… indicators that migration of application and workloads from on premises data centers to the 

cloud, as well as development of cloud ready and cloud native applications, are fueling growth in 

the cloud space," said Sid Nag research director at Gartner. 

● "Software vendors will continue to shift investments from on-premises license-based software to 

cloud-based offerings."

https://www.gartner.com/newsroom/id/3591417


The Evolving Cloud Landscape
popularity

In-build security
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Shadow IT

IT departments have lack of visibility

● thousands of enterprise cloud apps today 

(and growing)

● 95% of apps are not sanctioned by IT

○ many of which are unknown to IT

● most apps are not enterprise ready

app type examples threat risk data leakage risk 

IT sanctioned

shadow IT

personal apps



API monitoring
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CASB connects to a cloud service

Perpetual Incremental Crawling Based on Changes Every 5 Min

Gotcha’s and Pitfalls

● No real time security

● Limited set of applications 

API



Unmanaged DevicesManaged Devices

Inline security
Major SaaS Long-tail SaaS Internal Apps → 

Threat 

Protection

Data

Protection

VisibilityIdentity

Zero-Day CoreTM

● Contextual access control

● DLP w/ adv. remediation

● Field and file encryption

● Known & Zero-day malware 

protection

● Account hijack protection

● Integrated Single Sign-On (SSO)

● Step-up multi-factor auth

● Session management

● UEBA

● Policy-based remediation

Reversed proxy

Agentless ProxyAgent/Agentless Proxy
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Forward ProxyReverse Proxy

Any 

Device
Unmanaged DevicesManaged Devices

Log 

Feeds

1

2

3

4

API

Reverse Proxy

Forward Proxy

Enterprise Integration

SWG/FW

App APIs

IaaS SaaS Private Cloud/Premises Unsanctioned Apps

Architecture

SIEMOn-prem DLP

Policy & Exact 

Match Import
ICAP



Authentication Flow

Any User, 

Any Device
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User connects directly to app

User redirected to CASB then to IdP

User redirected back to CASB; proxied to app

Any Cloud 

App

CASB



● Scanning configuration based on industry benchmarks (HIPAA, CIS Benchmark, SOC 2, etc)

● Scored report to determine compliance violations per service / instance / bucket 

● Provide remediation documentation and advice

● Ability to create fully customized templates and rules for flexible reporting and alerting

Continuous IaaS Configuration Monitoring (CSPM)
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https://www.esecurityplanet.com/mobile-security/casb.html


