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Questions
but beware the Dunning-Kruger effect



Digital Transformation 
Supported through technology & cloud



140+days
Median # of days between 
infiltration and detection4

82%
Of all companies expect to 

face a cyber attack5

$15m
Average annual 

amount companies 
paid as a result of 

cybercrime1

$3trillion
Yearly estimated market 

value destroyed from 
cybercrime industry2

1million
New pieces of malware 

created each day3

Cybersecurity in digital transforming world

By 2020,

25 Billion
devices will be
connected to  

the internet1

By 2020,75%
of infrastructure
will be under third  

party control3
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Fear is a poor advisor
Dutch expression



A 
balancing 
act



Agility

Cost

Transformation

Modernization

Privacy & control

Security

Availability

Compliance

Transparency

Information security & risk management guidelines

• ISO19086 Cloud Due Diligence

• Frameworks & standards & baselines (ISO 27002, NIST 800-53r4, 

CSA CCM)

• Risk templates (ISO27001, NIST 800-37, NIST CSF/RMF, ENISA)

• GDPR certifications & CoC’s, EUCOC & CISPE? 

• Data Processing Impact Analysis templates

Opportunity and concerns
A risk based approach



https://cloudsecurityalliance.org/download/top-threats-cloud-computing-plus-industry-insights/

https://www.enisa.europa.eu/publications/cloud-computing-risk-assessment

https://www.microsoft.com/en-us/security/Intelligence-report

https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf

https://www.ncsc.nl/binaries/content/documents/ncsc-nl/actueel/cybersecuritybeeld-nederland/cybersecuritybeeld-nederland-2017/1/CSBN2017.pdf

Insights into threats
Cloud Security Alliance, ENISA, threat intelligence (reports), …

CSA Treacherous 12

1. Data Breaches

2. Weak Identity, Credential and Access Mgmt

3. Insecure APIs 

4. System and Application Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Advanced Persistent Threats (APTs) 

8. Data Loss 

9. Insufficient Due Diligence 

10. Abuse and Nefarious Use of Cloud Services 

11. Denial of Service 

12. Shared Technology Issues

https://cloudsecurityalliance.org/download/top-threats-cloud-computing-plus-industry-insights/
https://www.enisa.europa.eu/publications/cloud-computing-risk-assessment
https://www.microsoft.com/en-us/security/Intelligence-report
https://www.verizonenterprise.com/resources/reports/rp_DBIR_2018_Report_en_xg.pdf
https://www.ncsc.nl/binaries/content/documents/ncsc-nl/actueel/cybersecuritybeeld-nederland/cybersecuritybeeld-nederland-2017/1/CSBN2017.pdf


Changes in addressing risk 
based on NIST Cybersecurity Framework

Recover

Recovery planning Improvements Communications

Respond

Response Planning Communications Analysis Mitigation Improvements

Detect

Anomalies and Events Security Continuous Monitoring Detection Processes

Protect

Access Control Awareness and Training Data Security
Information Protection 

Processes and Procedures
Maintenance Protective Technology

Identify

Asset Management Business Environment Governance Risk Assessment Risk Management Strategy

Increased 
importance of 
classification 

Changes in 
procedures

Different 
threats and 

vulnerabilities

Replace with 
cloud native 

solutions

Partly 
delegated to 

cloud provider

Partly 
delegated 
to cloud 
provider

Partly 
delegated 
to cloud 
provider

Changes in 
education 

Include 
intelligence from 

outside world 

Leverage 
cloud-native 

solutions

Changes to 
recovery 

procedures



Risk management and computing models

Cloud enabled security

CloudOn premises
Risk based

On premises



A partnership…
Doveryai, no proveryai

Source available here: Microsoft Cloud Security for Legal and Compliance Professional

Your responsibility for security is based on 

the type of cloud service. The chart 

summarizes the balance of responsibility for 

both Microsoft and the customer.

Responsibility SaaS PaaS IaaS
On-

Prem

Data governance and rights 

management

Client endpoints

Account and Access management

Identity and directory infrastructure

Application

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

Cloud service provider, Microsoft operates

Customer, Microsoft & Partner helps



Trust = “hope with assurance”
Van Dale (Dutch dictionary)



Evaluation

3

CUSTOMER AS CLOUD SERVICE 

CONSUMER

(Controller)

MICROSOFT AS CLOUD SERVICE 

PROVIDER

(Processor)

RISK MANAGEMENT & 
COMPLIANCE PROCESS

Requirements:

• GDPR;…

• ISO270XX; NIST; … 

INTEGRATED CONTROLS

Managed by provider

1

2

ADDITIONAL TECHNICAL AND 
ORGANIZATIONAL MEASURES

Managed by customer
5

6 Audit (internal / external)

Verification…

4

ASSURANCES
CONTRACTING

INDEPENDENTLY 
VERIFIED

DESCRIPTIVE 
INFORMATION

INTERACTIVE INFORMATION

OPTIONAL 
CONTROLS AND 
SUPPORT



Cloud service provider assurance
Microsoft managed controls



Securing Privileged Access

Office 365 Security

Rapid Cyberattacks 
(Wannacrypt/Petya)

https://aka.ms/MCRA Video Recording Strategies

SQL Encryption &

Data Masking

Office 365

Dynamics 365

+Monitor

Data Loss Protection

Data Governance

eDiscovery

Customer managed controls

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-nsg
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.


Cloud security operations
Customer managed controls



Organization Model managing customer controls
facilitate protect, detect, respond conditions

Workload 1

(DevOps)

Workload 2

(DevOps)

Workload 3

(DevOps)

Play

Grounds

Customer Management

Workload intake, solutioning and advice

Service Broker (Product Management)

IaaS Services PaaS Services

Service Provider (Platform Management & fundamentals)

Platform Products Platform Ops

C
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Cloud Service Provider
Service Teams (DevOps) | Fundamentals Service Team | Security-Compliance team | Audit teams

C
S
P

 O
rg

.



Sample Technical Security controls
connecting to a service security classification through risk assessment 



■ …     ■ …      ■ …      ■ …     ■ …     ■ …      ■ …      ■ …      ■ …      ■ …

■ …
■ …
■ …
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■ …

■ …
■ …
■ …
■ …
■ …

■ …
■ …
■ …
■ …
■ …

■ … ■ … ■ … ■ …

■ … ■ … ■ … ■ …

■ … ■ … ■ … ■ …

Cloud Service Provider Controls –
NIST 800-53r4 | Trusted platform | Control plane: Monitoring - Just in Time Access  - Auditing - Reporting

Security Control Framework: connect risk analysis to controls framework



■ MFA on all user accounts     ■ Platform Audit Logs     ■ Owner tagging (resource groups, resources)     ■ …     ■ …     ■ …      ■ …      ■ …      ■ …      ■ …

■ Automatically purge environments
■ Explicitly accepts terms of use
■ …
■ …
■ …

■ Cloud Service provider managed keys
■ Encrypt data at rest with customer

managed keys for services with
public endpoints and no AAD integation

■ …

■ Customer managed keys
■ Encrypt data at rest
■ …
■ …
■ …

■ Vulnerability Management ■ OS Hardening ■ Endpoint Detection & Response

■ Web Application Firewall ■ … ■ …

■ … ■ … ■ … ■ …

Microsoft Azure Managed Controls – Azure Service Teams & Sec-Compliance team
NIST 800-53r4 | Trusted platform | Control plane: Monitoring - Just in Time Access  - Auditing - Reporting

Security Control Framework – Some Example Controls



Getting started…
Cloud requires knowledge and understanding



Assurance & tooling
https://aka.ms/stp (GDPR example)

https://aka.ms/stp


Key activities and essential controls
to address risk

Governance & Risk management & 
Policies

• Develop policies for how to evaluate, adopt, and 
use cloud services to minimize creation of 
inconsistencies and vulnerabilities that attackers can 
exploit. 

• Identity policies

• Data policies

• Compliance policies and documentation

Administrative Privilege Management
• IT administrators are a dependency for cloud 

security. The privileged accounts, credentials, and 
workstations where the accounts are used must be 
protected and monitored.

Identity Systems and Identity Management
 Secure identity systems at or above the level of cloud 

services. 

Data Protection
 You own your data. Classify your sensitive data and ensure 

it is protected and monitored wherever it is stored. 

Monitoring, Threat awareness and Incident 
Response

 Evaluate the threats that apply to your organization and 
put them into context by leveraging resources like threat 
intelligence and Information Sharing and Analysis Centers 
(ISACs).

 Implementing continuous monitoring & detection 
capabilities



Security in and of the cloud
agility & change is the new normal…



© Copyright Microsoft Corporation. All rights reserved. 

Thank you!



1. Descriptive:

Microsoft trustcenter: https://www.microsoft.com/en-us/TrustCenter/default.aspx

2. Independently verified: 

Microsoft Service Trust portal: https://servicetrust.microsoft.com

3. Contractual:

Microsoft online service terms & SLA: https://www.microsoft.com/en-us/Licensing/product-

licensing/products.aspx

 Microsoft On the Issues: https://blogs.microsoft.com/on-the-issues/

 Microsoft Data & Law: https://blogs.microsoft.com/datalaw/

 Microsoft Transparency reports: https://www.microsoft.com/en-us/about/corporate-responsibility/reports-hub

 Microsoft Cloud IT Architecture resources: https://docs.microsoft.com/en-us/office365/enterprise/microsoft-cloud-it-architecture-resources

 Cloud Services Due Diligence Checklist (ISO 19086 based): https://www.microsoft.com/en-us/trustcenter/Compliance/Due-Diligence-Checklist

 SAFE Handbook: http://aka.ms/safehandbook

 Microsoft Cyber Trust Blog: https://blogs.microsoft.com/cybertrust

 Microsoft Secure: https://www.microsoft.com/en-us/security/default.aspx

 A Data driven security defense: https://gallery.technet.microsoft.com/Fixing-the-1-Problem-in-2e58ac4a

 Enterprise Cloud strategy e-book: https://info.microsoft.com/enterprise-cloud-strategy-ebook.html

 Microsoft Security Intelligence Report: https://www.microsoft.com/security/sir/default.aspx
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