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Slachtoffers voor 7 miljoen euro dupe van Microsoft-scam

Laatste update: 16-01-2018 | 15:45

Nederland - Een groep criminelen die zich voordoet als medewerkers van de Microsoft-helpdesk maakt nog steeds
veel slachtoffers. Bijna 2.000 slachtoffers meldden zich in 2017 bij de politie. Opvallend is dat 70 procent hiervan
ouder dan 50 jaar is. Bij elkaar zijn ze voor 7 miljoen euro opgelicht. Een slachtoffer werd voor maar liefst 98.000
euro gedupeerd.




OUR PLAN

1. Call some scammers

M

2. Get scammed

4. Scammer

3. Do payment needs to verify
details
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SCAMMER REFLECTION ATTACK




SCAMMER DOS ATTACK







Support Connection
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TeamViewer

Waarom TeamViewer? Downioad Support Kopen Over ons

TeamViewer — de alles-in-€én oplossing voor
toegang op afstand, support en thuiswerken

TeamViewer brengt binnen enkele seconden over de
hele wereld een verdinding ot stand met elke PC of
server. U kunt de PC van uw partner op afstand
bedienen alsof u or 2eif voor ZR. Kom emchier waanom

meer dan 200 miljoen gebruikers vertrouwen op
TeamViewer!
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otep 3:
The payment
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TILAEGAL OFFENCE UNDER SECTION J/2A MICROSOFT FUROPEAN lMM“llm' FRLANDS COMMISSION LEGAL LAM OF 2007
CONSEQUENCES

PRAIVATE OR BUSINESS
PRIVATE -~ ZPLANS FOR LICENSE
1, SYEARS MICROSOFT LICENSE -~ 199 FURO

Z. LIFETIME MICROSOFT LICENSE 499 tuRo
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Empowering
The Next Generation
Contact Centers
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Subscriptions

DoS Attack Status

Source Destination
Attack Type

Trafhic Dropped Applied Trafhic Dropped
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» Kreador infotech Privaie Limaed

KREADOR INFOTECH PRIVATE LIMITED

As on: February 7, 2017

Basic Information @ Jocuments @ Irademarks g Directors

Kreador Infotech Private Limited is a Private incorporated on 08 February 2012 R 5 chssfed as Non-Govt compan stered al Hegisirar
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Contact Details

Email ID: Kool7259 e m. ! .
94, Ripon St 3%
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Director Detalls

DIN Diroctor Name Designation Appointment Date
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Office Faclities and Services

Server and o Ava Digler

Newty Develcped () Cortee
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FULLY FURNISHED CALL CENTER IS AVAILABLE _|amlann

- " .

FOR LEASE AT RIPON STREET ——
it it el

1% Latest News

Lontact Detalls

. Satinath Posted

Contact Normre . 2013-01-21 15:15:28
Shatiachariee on

M-bie 3 72784090144 Country : Indb

Emal i satl_math@yahoo.com  State i West Berga

Asd 1D 1 737866 Chy I KOLKATA

Prce in INR : 4000

F Y ¥ ¥ ' "

Additional Info:

?r‘h\r S o rl".[ r :( on

Add Details:

Fully furnished call center is avallable for lease at Ripon Street (5 mins walking
distance from Park Street). Its & newly bullt up center of arcund 1500 sq. .,

ready for immediate possession. Total capacity of the cemter is 60 seats, with a

minimum booking of atieast § seats and above,
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* Server and Go Auto Dialer.
* 24°%7 Loase Line Intermet and well gualified Technician support,
* Firewall (Cyberoam)
* 247 water dispenser and water supply.
* Security - Parking
* House Keeping StafY
* Cameras throughout the center,
* We possess all legal documents such as Trade License and DOT License for

running a Call center.

Charges - Rs 3500/ month /seat (for UK and Australia shift) .Rs 4,000/ month/seat
{for U.S. shift) and Rs 7,000/ month /seat for 24%7

"% Price is negotiable for clients who needs more than 20 seats per shift or more
than 10 seats for 24/7 *»

For further queries or for booking please contact to Satinath Bhattacharjee

Contact 1 7278498144

Address

Kreador Infotech Pyt Ltd,
S4A, Ripon Street,

Block ~ A, First Floor,
Kolkata 700016

Beside St ‘s School,
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LETS GO TO INDIA
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haalden geen bankrekeningss

Dat deden we







LESSONS LEARNED



Lessons learned

* Cyber attacks don’t always get more complicated

* Raising awareness is the only defense
 We made a good start by reaching around 1,5 million people
* Still a lot of work to do, as the number of victims keep increasing

* Tracking down these call centers is feasible

e Difficult for law enforcement to take action
e Cases are being under reported
* International cooperation is difficult
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Bedrijfsleven en overheid binden de strijd aan tegen
helpdeskfraudeurs

Laotste update: 28-03-2018

Rotterdam - In de strijd tegen internationale helpdeskfraude slaan de overheid en elf private partijen de handen ineen.
Gezamenlijk nemen zij technische en financiéle maatregelen om de oplichtingspraktijken te verstoren en zo goed als
mogeli|k te voorkomen. Woensdag 28 maart hebben de betrokken partijen een speciaal daartoe bestemde
intentieverklaring getekend.

Aanpak Tech Support Scam
Verbreek de verbinding!

telecom - software - financieel

OM PYLITIE




Auhentication Regured

MRS5S XY2 & reQuesiing your usemanms and
password, The sfe says: "Internet Securty Aert!
WaraCry Ransomware Threat Detected. CALL Mcrosoft

31502748017  for Froe Chechup®
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