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Disclaimer




Agile makes you more agile!
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Security?
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Security & Agile?

¢ It18s not the

-strongest of the
species that

survives, nor the

. most intelligent,
¢ but the one most
®  responsive to
change.”

~Charles Darwin, 1809

The agile move and

The robust can handle adversit



Security has many faces
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One way to do it
















A change from this
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While preventing this
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100% secure?
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Agile? DevOps? DevSecOps?
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The classic approach

Waterfall




Agile




DevOps




DevSecOps
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Agile: the important bits
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Agile: the important bits
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The real goal
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Where does security fit in?
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Agile Security
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How Is Secure Agile Development Different?

Traditional / Agile
Waterfall

« Distinct security-focused
project phases, often at
beginning and end of
project.

- Every iteration considers
security, but is not
limited by it.

- Every team member is
responsible for security.
Security skills are
embedded in the team.

« Security skills brought in Security
from outside project, Resources
often disconnected from
dev/test resources.

. . .  Hybrid security and
- Specific security testing Security functionality testing,
phase, often at end of Validation throughout project.

project.




Security Thresholds
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Agile Risk Self Assessment

Impact | Probability
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Define thresholds




Security Stakeholdership
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Who?

(who? |

How? _

How?

How?

How?

Name Date
STORY MAP
Main Characters Setting
—
¥ 17
] Problem
Supporting Title and
Characters Author
Solution
<

What?

(1

What?

- Library
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Admin

Seach
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Story mapping
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In Progress

Backlog
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What is in Scope

Complete

Not in scope - What you wont get
this release



Threat model the story map

Secur Technical Business
Controls Impacts Impacts

KNOWING
THE ASSETS

RISK
BASED
STRATEGY

SPOOFING CONFIDENTIALITY
TAMPERING INTEGRITY
REPUDIATION AVAILABILTY
INFORMATION DISCLOSURE AUTHENTICATION

DENIAL OF SERVICE
ELEVATION OF PRIVILEGE

AUTHORIZATION
AUDITING



“As an employee,
| can search for

other employees
by their last

rarme.”
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Adding Security User Stories

User Story Security Story
As a customer, | want to As a fraudster, | want to
track the shipment of my see the details of an order
order so that | know when it that is not my own so that |

will arrive. can learn another person’s
private information.
"As a hacker, | >
can send bad ’ \
data in the
content of
requests,” ) )
195 Security 195
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Addina risk stories 7o make risk vis /Zv/e
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Security Education
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SOFTWARE DEVELOPMENT Make a plan

- SAMM Overview -
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POLICY & IMPLEMENTATION
COMPLIANCE REVIEW
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Start a Security Guild
Tribe
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Start hacking yourself
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Welcome to a brief overview of WebGoat.
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Security Engineering
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Why patching is hard
l:lean code
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Locations in &%
the code
base that
require )
modification #
for a new
feature

Time to implement ¥
o new feature

Probability of breaking
existing functionality




Classical deployments




Agile
Organization
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Deliver often
Do the right things

v

Automated Automated
Build Test
Continuous
Integration

Improve quality Improve reliability
Increase Repeatable
predictability Reduce cost

Increase speed

%* %

\/ Architecture

DevOps = automation

FULLY AUTOMATED SOFTWARE DELIVERY PROCESS

Automated Automated
Deployment Provisioning

)\ .’ .’ — =

Release insight Reduce costs
Reduce release time  Increase speed
Reduce errors Reduce risk

Less downtime
Cost reduction

%* %



OTAP in DevOps




Use Secure Building blocks

If you’re not using secure

COMPONENTS

you’re not building secure

APPLICATIONS

SELECTION:i DEVELOPMENT




Provide sandboxes for experiments



Set some groundrules

<%Decipe for a Safe Kitchen

Ingredients:

Prepare a “kid-free zone” of at least 3 feet (1 meter) around the stove.

Never dash out while cooking. Keep an eye on what you fry. Always cook with a

&
fi-
' Reduce chances of a fire. Keep anything that can catch fire away from stovetop.
BT,
S lid beside your pan. If you have a fire, slide lid over pan and turn off burner.

Prep your kitchen by having a working smoke alarm. Keep smoke alarms at least
10 feet (3 meters) from the stove to reduce false alarms.




Set some groundrules

Plane Dragonfly




Assess new blocks

The International terminal block has recessed
screws and terminals

International NMorth Amearican
terminal block tarminal block



Patching 2.0
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Incident response

§ INCIDENT RESPONSE
TEAM

'l meaning, definition, explanation...




Alerts Per Location by Type

Alerts over Time ~

un1s

Alerts by Location and Security... ¥

Palo Alto NG
Splunk

Log Rhythm
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Make it a feedback loop

£ = -

Planning Training 24x7 Incident
Monitoring Response
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Managing the Application stack as code

App Stack

APPLICATION

COMPLIANCE

INFRASTRUCTURE

Complete application lifecycle managed as code with a
frictionless path from laptop to production

Codify how the application is built, how it runs, and all of
its dependencies to free the app from underlying
infrastructure

Define policies as code to detect issues before production
and discover non-compliance for fast remediation

Manage infrastructure as code to provision, harden, and
maintain configuration state




Audit Automation

Version Continuous
Mapping control Delivery

Fawss 00| 00| (Glmess 00| (musa 00| (Gmuss  00|mues 00| (mes 08 e Bulldable 812
e e @ e ey | E— CEE—— | crer— fricr R — SHC - G "
Merge branch bug-184-tile-metafor-bikes'
B8] Merge branch ‘setuplive into live Idable 611
[SWEEIE] a4 googlo vertication Trac
s 5| s 5 ) s 0 e 3 ) e ol : Merge branch tug-184-ttle-meta-orbikss' into ive
fots of tales and metas Bulldabie 810
- S - Mege branch tbug-188-nofallow-on-links: nto ive 1 ot
few no folows
L swess )L e 28 (1 s [ al (i e 2% Mo branch tug-148' Bulidanie 503
oror e ot rea ot cmemen oot rempoeme o Crp—— Merga brarch tug-1 82-snk-on-bike-name R , .
B =F= = Merge branch bug-183-datest-bikes without-image’
Merge brarch ‘swcombine into ive Buldabie 508
WEERBIE] sw<ormbine §
Merge branch tug-183-Iatest bikes witheut image’ into ive ‘
CE— J O TG eirs hew vt irnge
s Z Cmwen 0 ¢ Mergs branch tug-152-ink-cn-bike-name” into five Bulldabie 07 )
e e e Lo add ink to bike name HG - (GHGS2 : oy
o o et Merge branch bug-148"into ive
e ow prcalist mago Bulldable 06
Mergo branch tug168-separaleown type
. Margs branch tug-1 66 detaut-cpangraph
TG | TG | T bre— vetrach b coongap -
ey B Mege branch bug-1 73-tmi-erto-share-buttons' ma
253 s e Merge branch bug-1 75contact details-lermating’
v s o Merge branch tug-1 70 Sike-searchurs' Bulldable 604
Margs branch tug-1 81 newmrvslo-bannsr "
Marga branch tug-180-sta-banner-uf
Merge branch ‘sefupiive into ive u
SLL L don? upload baskend for now Bl 82 - . . .
Merge tranch swcombine’nto live
2owoss Bulldable 802
Merge branch tug-166-deault-cpengraph ino ive X
L it o
\ JUcn = y . align Gy 4




2) IDE Security
Plug-Ins

1) Address Technical
Security Debt, DevSec
Metrics, Threat Modeling,
Security Tool Training

N\,

Create

Monitoring
and
Analytics

Security
Champs

3) SAST/DAST/
IAST, SCA

4) Chaos Monkey,
Input Fuzzing,
Integration Test

5) Software Signing

Automate everything

10) Security Technical 6) Signature Verify, 7) RASP, UEBA/

Debt, Modify Incident Integrity Checks, Network Monitoring,

Response, Modify DND Defense In-Depth Penetration Test
Measures

/
F

Monitoring
and
Analytics

Detect

Log and Perimeter
Monitoring
RASP Feedback

AP| Gateway
Security and
Performance Logs

Respond

/ \

9) Dev Consumable,
Correlated Vulnerability
Analysis, oC/TI STIX TAXII

8) Security Orchestration,
RASP/WAF Shielding,
Obfuscation

© 201



Continuous security

CODE REVIEW
(TOOLS)

SECURITY REQUIREMENTS RISK-BASED
SECURITY TEST

PEMETRATION TESTING

ABUSE CASES SECURITY OPERATIONS

REQUIREMENTS ARCHITECTURE TEST AND FEEDEACK FROM
AND USE CASES AND DESIGN TEST RESULTS THE FIELD



DevSecOps: summary

Align Dev, Sec, Bus, and Ops

e Standardize and simplify

* Automate, automate, automate
 Know your value

e Attack yourself

* Learn, teach and train



More information!

* Training ‘DevOps for CISO’
- 19 juli & 6 september

— https://training.xebia.com/security/devops-for-ciso

— Discount code: PVIBCISO
 Whitepaper: ‘The IT manager guide to DevOps’
- https://xebialabs.com/resources/whitepapers/the-it-managers-guide-to-devops/

 Whitepaper: ‘Becoming an agile security officer’

- https://pages.xebia.com/becoming-an-agile-software-security-officer






