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Live pentest
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• Pentesting

• Social Engineering

• Secure development

Wat doen wij
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Pentest Stappen
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• DNS, WHOIS, Subdomains
• Google, Social MediaRecon
• Port Scans: TCP, UDP
• Network & Web App Vulnerability ScansScanning
• Threat modeling
• Content Discovery / Spidering and version checksDiscovery
• Manual (OWASP) Testing on discovered services 
• Manual testing open endpoints and servicesHacking
• Exploiting vulnerable services
• Performing injection attacksExploiting
• Consolidating findings into report
• Presentation of findings Reporting



Business Pack

HTB – Hack The Box
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craft.htb
10.10.10.110
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Recon
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• OSINT

• DNS

• Poort scans

craft.htb
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Recon
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• OSINT

• DNS

• Poort scans



Business Pack

Recon
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• OSINT

• DNS

• Poort scans
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Scanning
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• Infra scans

• Web scans
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Threat modeling
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• Identificeren

• Enumereren

• Prioriteren
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Hacking
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• Hacking vs scanning

• OWASP top 10

• Vergeten mappen

• Oude software

• Zwakke authenticatie / autorisaties
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Hacking
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Hacking
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• Hacking vs scanning

• OWASP top 10

• Vergeten mappen

• Oude software

• Zwakke authenticatie / autorisaties
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Code Review

16



Business Pack

Exploiting
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• Uitbuiten

• Binnendringen

• Op zoek naar data

• Rechten verhogen
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Exploiting
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• Uitbuiten
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Exploiting
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• Uitbuiten

• Binnendringen

• Op zoek naar data

• Rechten verhogen

• Persistence
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Lessons learned
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Lessons learned
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• Beperk je aanvalsoppervlak 

• Harden je webapplicaties

• Authenticatie, Autorisatie

• Versleutel wachtwoorden, beperk toegang

• Antivirus

• Monitoring en audit trails
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Lessons learned
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Een hack is een schakeling



Business Pack

Informatiebeveiliging naar
een hoger niveau
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