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Broken:

RSA

ECC

DH

Weakend: 

AES



The future is quantum
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Quantum security

Store now,

decrypt later

https://commons.wikimedia.org/wiki/File:EFF_photograph_of_NSA%27s_Utah_Data_Center.jpg
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WHY START NOW? 

Quantum security

Time to develop quantum computer

Time you want information protected Time to update IT infrastructure

Time

https://globalriskinstitute.org/publications/quantum-threat-timeline/
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GETTING QUANTUM-READY

Quantum security

Broken:

RSA

ECC

DH

Weakend: 

AES



Announcement 

Call for proposals

Deadline for 
submissions 

Round 1: 69 
candidates

Round 2: 25 
candidates 

Round 3 or 
select 
algorithms

Draft 
standards 
available

Quantum-safe PKI

2016      2017 2019   2020/2021   ~2023

STANDARDISATION: NIST



POST-QUANTUM CRYPTOGRAPHY

Need to diversify the cryptographic protocols and associated mathematical problems.

Hash-based Supersingular Isogenies

Quantum security
Figure: https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/
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QUANTUM-SAFE VPN

Prototype in Internal Cloud

Compiled OpenVPN with Post-Quantum Crypto support 

using shared objects from OpenSSL-OQS, liboqs and 

lib_sigpicnic

Evaluated 

Quantum-Safe Key Exchange

Quantum-Safe Hybrid Key Exchange 

(ECDHE+OQSKEX)

Quantum-Safe Authentication

Experiments using TLS 1.2 and TLS 1.3
Quantum security

Internet
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QUANTUM-SAFE VPN (TLS 1.2)

INCLUDING A SELF-SIGNING CA

Quantum-safe PKI
Towards Quantum-Safe VPNs and Internet https://eprint.iacr.org/2019/1277
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QUANTUM NETWORKS

Quantum security
Figure: https://phys.org/news/2018-01-real-world-intercontinental-quantum-enabled-micius.html
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QUANTUM KEY DISTRIBUTION (QKD)

Promise: Inherent security

Quantum security

Alice Bob
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