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0 met architectuor

De Architectuurfunctie voor
succesvolle outsourcing
van IT-diensten bij

het Havenbedrijf Rofferdam
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« Security Consultant Nixu
« CISO Fokker

« Consultant KPN

« CISO Port of Rotterdam

* Master in management and ICT,
Enterprise Architecture (2007)

NixXU



nixuconi9



Architectuuriis ...

» ‘Enterprise Architecture is about
understanding all of the different
elements that go to make up the
enterprise and how those elements inter-

relate.’ (TOGAF, 2004)

* "The sfructure of components, their infer-
relationships, and the principles and
guidelines governing their design and
evolution over time." (TOGAF, 2019)

NixXU

4 24/01/2020



=

| gy Vulnerabik I:_g.-_ o Cybersecurity Operations Service (COS) === Dffice 365
A : bay 2018 = hittps/faka ms/MCRS | Video Becording | Strategie ) =
L -_—r‘JE_r-"_E:—r:E:—'_—_—_-_—: Incident Response and Recovery Services G SRR & | Viden Recording O i e RIT R $ L “ H
L& MSSP i
LA Emmm = | Azure Windows || Office 365 | Azure : e
L& SIEM Analtics! vl | i Compiiane - This is interactive! Roadmaps and Guidance ! ks s
I | 1 .
;‘:ﬁi:‘w A, | Advanced Threat Protection (ATP) 1. Present Slide \.  SeouinaPrivieged Acces : Dynamics 365 —
¥ I- Il - IT - IT - I y 2. Hover for Description 2. Office 365 Security ! Identity & Access
| Graph Security APl (Public Preview) | 3, (Chickformon informartion 3. Rapid Cyberattacks i Information Protection Azure Active
L - Wannaoryph/Petya) . - Di
 Alert & Log Integration e e e o o o o e o e e e e e i . .: I eciuy
: | «#&— Conditional Access - |dentity Perimeter Management
| ¥ 1 i
m : Hybrid Cloud Infrastructure : 5 i
] i ¢ Clowd App Security > Azure AD ldentity
Unmanaged & | On Premises Datacenter(s) ird party laas Microsoft Azure =sss===coco--J _ : Pratectian
Mobile Devices i — :3::" Il_'"r:'{':::}““ 1 Leaked cred protection
r “Iﬂ 1 i i
: Azure Security Center = Cross Platform Visibility, Protection, and Threat Detection | Configuration Hygiene = Discover : E,’:':"' B
I | I I : é H Adaptive App Contral E Protect : P AUl -Factar
u Inturne MDMN/PLAM - i E E . i Monitor : n Authentication
Ji ® ] 2| Hold Your Own Key (HYOK) '
3 1 = IR = F
Managed Clients 1} E A Azure Policy R P — + & Azure AD B2B
. : @) Azure Key Vault v i db Azure AD B2C
H B : : :-._- E ﬂ ﬂ' ﬂf-; '}.n-t 1 .
q! &b Azure WAF _— | wr Hello for Business
! System Center LI - : -t R i
|| Configuration Manages 1IN ' Windows Server 2016 Secu rity : E Azure Antimalware 1| Dﬂure 365 o= : @ MIM PAM
1 g Window 10 + Just Encugh Admin, Hyper-¥ Containers, Nano server, and mone f Network Security Dala LS5 Protection :
| H L - i " s1a i A
W Windows Defender ATP : ] - : Groups e % #—| Azure ATP |
| = = e
WY " = = i Backup & Site
Plomaer(c | )3 Eom— a Bockupe = Aot Dy
m
Secure Threat [~ N Threat Detection
g ¥ — ;
e T T T T T L L LI L T T P P SR P PP PR S P PP SR EE B £ = Drata b dEkl"lg
25 Windows 10E i i ' : Included Simisiimy Azure SCOL Info
L0 Win nierprise Security J‘fn loT and Operational Technology o Computing Protection Previend
SEbwniie pralinan App conrol Il_-wlll!'ﬂﬂﬂl':; DD'.'.'F: -\.:lttF.I.-k [ .
'EldoLnlflc:nﬂ :mlr-r Windows 10 15T P IaT Security Maturity Model Premium Mitigation +Monitos = & EndpointDLP :
S s AR iyl Security T R e e ettt .
o | Azure loT Security || Azure Sphere laT Security Architecture Feature =. Microsoft
STk surlads | Eﬂl‘l‘l'ﬂial‘hl:! “H‘I.Igl'l' |
recheSon % bode - -
I Secety e cpment Cecpe BT | _ |_Intelligent Security Graph™ |







Phishing and
Zeroday
attack

L ateral Data

Backdoor

movement gathering

User awareness

ldentity and access management

Anti-virus

Browser Webfilter

Exfiltrate

NextGen Firewall
with Infrusion
detection en Geo-
protection and
webfilter

Segmented Network with firewalls between segments

NextGen Firewall
with application
control

Endpoint Protection

OS management
(security patches end-user
pc’s, laptops, workstations)

Vulnerability management
(scanning and security patches)

Management vulnerable
applications (Adobe and java)

Network monitoring/SIEM

Data Leakage
Prevention
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Delay and pray,
extend and pretend
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Thank you

Chris van den Hooven
chris.vandenhooven@nixu.com







