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Versterk het vertrouwen in je product of idee door 
minimaal een van de volgende dia's toe te voegen:

➔ Mijlpalen
Wat is er bereikt en wat moet er mogelijk nog 
worden aangepakt?

➔ Testimonials
Wie steunt je idee (of niet)?

➔ Wat nu?
Hoe kan het publiek meedoen of meer 
ontdekken?

Today Secure Vendor Management als Security baasje
is….



In 2120 human brains are not separate entities 

AI/Human merge Protecting the AI 
rules and usage for 
human

Hacking Human’s Security area within 
60 years

Surgical robots Protecting the goal and 
way of working of 
surgical robots

Threatening usage of 
surgical robots

Security area within 
50 years

Industrial, 
Domestic, army, 
service and other 
robots

Protecting goal and 
way of working of these 
robots

Using robots for 
different goals

Security area within 
50 years.



2080-2100 HYPER INTELLIGENT COMPUTERS
Moore’s Law: $1000 = a billion human 
brains..encounting



• How are we protecting our AI based services, products, tools?
• Are AI tools tested?
• How is training data managed for confidentiality and integrity?
• How are the rules, algorithms protected?
• Is a control procedure in place for abnormally behavior of AI 

programs?
• Are governance and policies updated for AI activities and 

security elements?
• Is cybersecurity aligned to include AI protection, organization, 

process, policies and technologies?

Dear vendors, towards 2120…



In 2100, >10% off humans are 
brain hacked…

While working less..

Nanofabricators, advanced 3d 
printing and Molecular 
assemblers



3D printers are computer controlled and therefor vulnerable for cyber-attacks.

source Bayens



2091: Molecular assemblers are the 
biggest competitor of 3D printing

And Tesla almost hits earth



•2050 Nanobots will plug your brain in the cloud

Vulnerability management embedded 
software

Protecting embedded software 
by secure coding

Stealing 3D designs, install 
hostile software
Malicious prints

Expose flaws including admin 
access

Protecting embedded software by 
secure coding Bayens three layer 

verification

Stealing 3D designs, install 
hostile software
Malicious prints

Poisoned print files

Infiltrating digital blueprints
Carders (is a type of cybercriminal 
that focuses on credit card fraud)

Prevent easy copying a device 
that pops onto an ATM card 

reader or cards itself.

printing skimmers
printing fake copies of cards.



•2040 Everyting connected to the cloud

Security orchestration is not a luxery



2020-2030

○ Internet has 5 biljoen users.
○ 5G available
○ Texting by thinking
○ Energy net is completely intelligent
○ > 500,000…. drones worldwide
○ Games real-life (e.g. 3d)..

& bigger / more intelligent than Google.
○ Human A.I. becomes reality
○ Groceries without seeing someone

○ sources: FutureTimeline, Gartner, BITTI.nl



4. Afsluiting
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Security baasje en de nabije toekomst..

Search Social

Drivers: Smart Cities
Robotics Singularity
Wearables Quantified self
Smart systems 3D printing

Physical elements are next!
High Level of digitalization

1995-2005
1st phase
Internet

2005-2015
2nd phase
Internet

Low level of digitalization 

2015-2030
3rd phase
IoT

Media / Information
15% of the Economy

Digitalizing the physical environment (produc
tion, healthcare, homes, cities,….)
85% of the Economy
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70% = 93%

20% = 7% 110% = 0%

2020….What vendors think I’m doing
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My reality…
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Dan maar aan de slag…

1. Do we know all URLs & 
are those OWASP proof?

2 Abuse cases created?

8 When was your last physical 
security testing?

7 ISO27001? 
By obligation or by heart?

6 Prioritized Risk Backlog?
For software?

5 How many systems are 
pentested?

4 Is your testdata scrambled?

3 Are our big data analysts 
screened?

12 How good is our SOC compared 
to peers?

11 Developer staff trained in           
security practices?

10 How many data leakages    
reported? 

9 Analysis? GDPR compliant?
Security laws?

1. Take  picture
2. Set     goals
3. Implement
4. Monitor progress
5. Evaluate



❏ Fix paar grote problemen

❏ Focus op operatie (monitoring 

& incident)

❏ Trek stekkers uit

Don’t boil the ocean
Wat doet een CISO



Vertrouwen bouwen
❏ Ziel van het bedrijf raken
❏ Zoek je peers
❏ Risk based, CIA…wat is echt belangrijk?
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Agile = AIRgile

Ga voor 
kersen
Sensatie

IAM, Sec. 
Dashboard, 
DMARC…
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