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Smart home & sustainable energy(en €):
- elect. car,

(home & transport 0 at meter) &
- 44 solar panels (connection!)
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Today Secure Vendor Management als Security baasje
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What my friends think | do What | think | do What | actually do
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Al/Human merge

Surgical robots

Industrial,
Domestic, army,
service and other
robots
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Protecting the Al
rules and usage for
human

Hacking Human’s

Protecting the goal and Threatening usage of
way of working of surgical robots
surgical robots

Protecting goal and Using robots for

way of working of these different goals
robots

Securit-yAarea within
60 years

Security area within
50 years
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Exponential Growth of Computing

Twentieth through twenty first century
Loganthmic Plot

All Human Brains
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How are we protecting our Al based services, products, tools?
Are Al tools tested?

How is training data managed for confidentiality and integrity?
How are the rules, algorithms protected?

Is a control procedure in place for abnormally behavior of Al
programs?

Are governance and policies updated for Al activities and
security elements?

Is cybersecurity aligned to include Al protection, organization,
process, policies and technologies?



In 2100, >10% off humans arg
brain hacked...

roots
working less

Nanofabricators, advanced 3d
printing and Molecular
assemblers
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v 3D printers are computer controlled and therefor vulnerable for cyber-attacks.
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2091: Molecular assemblers are the
biggest competitor of 3D printing



Vulnerability management embedded
software

Protecting embedded software | Stealing 3D designs, install
by secure coding hostile software
Malicious prints

Expose flaws including admin
access

Protecting embedded software by  Stealing 3D designs, install
secure coding Bayens three layer hostile software

Poisoned print files

verification Malicious prints

Infiltrating digital blueprints

Carders (is a type of cybercriminal
that focuses on credit card fraud)

Prevent easy copying a device printing skimmers
that pops onto an ATM card printing fake copies of cards.
reader or cards itself.
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2020-2030

Number of people (billions)
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Global population and Internet users, 2000-2020 1G
1981

-
population

R
users

Internet has 5 biljoen users.
5G available

Texting by thinking

Energy net is completely intelligent

> 500,000.... drones worldwide

Games real-life (e.g. 3d)..

& bigger / more intelligent than Google.
Human A.l. becomes reality

Groceries without seeing someone

sources: FutureTimeline, Gartner, BITTLal

2G
1992

<l

3G
2001

4G




Security baasje en de nabije toekomst..

1995-2005 2005-2015 2015-2030
1st phase 2" phase 3rd phase
Internet Internet

Low level of digitalization

Search Social

T Media / Information DIgHaZINg e prysicar environtie
Sof
Alliance 15% of the Economy tion, healthcare, homes, cities,....)

85% of the Economy



2020....What vendors think I'm doing

TIME
ATTENTION
BUDGET
TALENT

VALUE
CREATION

A

TODAY

20% =7% 10% = 0%
TOMORROW Ay AFTER
TOMORROW

CURRENT VALUE

LONG-TERM VALUE

source: Nancy Rademaker




My reality...

TODAY

THE SHIT OF

TOMORROW Ay AFTER

TOMORROW

CURRENT VALUE

source: Nancy Rademaker

LONG-TERM VALUE



Dan maar aan de slag...

12 How good is our SOC compared 1. Do we know all URLs &
to peers? are those OWASP proof?

11 Developer staff trained in

S S s 2 Abuse cases created?

3 Are our big data analysts
screened?

10 How many data leakages
reported?

9 Analysis? GDPR compliant?
Security laws?

4 Is your testdata scrambled?

5 How many systems are

8 When was your last physical pentested?

security testing?

Secure

7150270017 6 Prioritized Risk Backlog? Software
By obligation or by heart? For software?




Don’t boil the ocean
Wat doet een CISO

(1 Fix paar grote problemen

(1 Focus op operatie (monitoring
& incident)

1 Trek stekkers uit

CHAOS RESOLUTION BY AGILE VERSUS WATERFALL

R

0, 0,
All Size “
Projects

Waterfall 1%

METHOD  SUCCESSFUL |CHALLENGEC FAILED

Large Size

Projects
Waterfall 3%
Agile 27%
Medium Size
Projects
Waterfall 7%
580
Projects
Waterfall 44%

The resolution of all software projects from FY2011-2015 within the new CHAOS database, segmented
by the agile process and waterfall method. The total number of software projects is over 10,000.



Vertrouwen bouwen

1 Ziel van het bedrijf raken e Seneca

“You get more with a kind word and a gun, . “Als je iemand vertrouwt,
khan with a kind word alone” maak je hem betrouwbaar”

. Zoek je peers
. Risk based, CIA...wat is echt belangrijk?

Comment: i
Do you want to hire a hacker and dont know who to The Real Deal (tor ebay-ione)

Bitcoin usb
24 Hour DDoS 0.743 $460.52
Social Media Hacking, Per Account 0.104 $64.46

contact us today for various types of hacking ‘ Apple Enterpise Certficate Private Key 148569 $9,20846
(crzmmal re_cords.cleamng_ ... eXam score up g~rade... v Eiliione Hacking/
social media hack... email hack and any hacking Phreaking

related issues) Hack Group i

Bitcoin usD SS7 API Access (1 Month) 0.32 $200.00

EMAIL: ackin (_@ gqmail l.com ) Hacking Web Server (VPS or hosting) 043 $26652 SMS / Call Spoofing (I Month) 003 $2000
Setting up Keylogger 0.25 $154.95

. - £ ] Device Tracking (smartphone/PC) 0.32 $198.34 Rent-A-HaCke]"
Ins ta g ram ’ @l e s Sl O na ls Hacking Personal Computer 0.23 $142.56

5 S -+ Spyware Creation 0.35 $216.93 Bitcoin usb
P h onen U m b(’ r 1 v Intelligence Report - Background Check 023 $142.56 Small Jobs 035 $221.14

Setting Up Your Own Botnet 093 $567.42 Medium-Large Jobs 0.89 $552.85
Logs from Zeus Malware,
10 GB (Stolen CCs, PayPal, Bank Accounts) 1.24 $768.56

Russia Hackers

Bitcoin usb
Custom Ransomware (CTB-Locker) 2 $1,239.62
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( ; a VO O r ‘The Experience Economy’
De toekomst voor Europa zit hem vooral in het toevoegen

waarde aan bestaande producten en product-onderdelen.
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"I've learned that people
will forget what you said,
people will forget

what you did,

‘ but people will never

= . forget how you
- - made them feel."

* overtuigingen
* normen

- Maya Angelou -

VOELBAAR

Wat wil je?
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