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Vertaal Complexe Cybersecurity zaken in /
eenvoudige business context /

Objective, Verifiable/Actionable, Continuous, Data-Driven Ratings of Organizational
Security Performance
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-> Unbiased common metric to
measure cybersecurity performance
of organizations worldwide
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Hoe (BitSight) Security Ratings tot stand komen

7

Collect Data Research & Filter & Process Calculate
200+ Billion events daily ASSIQn 55% Compromised Systems Ratlng
WE;:EZ‘TQE' Zz,fgxiﬁlse Automated & human validated 35% Diligence Information Daily Ratings
9 Public Internet registries 10% User Behavior Range from 250 to 900
12+ month history for all Breaches when applicable
companies Low ratings correlated to
higher likelihood of breach
\ N4
1 20 VALIDATED DATA 23 RISK SEB‘RJIiIC;é\IiE
DATA SOURCES VECTORS ACTIONABLE

QUALIFIED
DATA

PROCESSED
& O
COMPANIES

MAPPED




Indicatie van Security Performance/Risk

7

BitSight provides a measurable range of risk and is the only ratings solution with a third party
verified correlation to breaches.

Likelihood of suffering a data breach <400
400-500
If the security rating drops below 400 500-600
X as compared to an organization with a 600-700

700 or higher

>700 @D

If the Botnet Grade is B or lower
or the File Sharing grade is B or lower
or the Open Ports grade is F

3 If 50% of computers run outdated 2
X Operating System versions

*AIR Worldwide reviewed and approved our data and analyses ** A Growing Risk Ignored: Critical Updates *** Beware the Botnets: Botnets correlated to a higher
Likelihood of a Significant Breach -



http://www.air-worldwide.com/Publications/Infographics/Global-Cyber-Resilience/
https://info.bitsighttech.com/bitsight-insights-a-growing-risk-ignored-critical-updates
https://www.bitsighttech.com/blog/two-years-later-still-at-least-twice-as-likely

Toepassingsgebieden IT Risk Ratings
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How secure is my organization? How secure are my third parties?

SECURITY PERFORMANCE THIRD PARTY E
MANAGEMENT BITSIGI ITC RISK MANAGEMENT

- Make cyber risk decisions at the
- Assess cyber risk and compare speed of the business
to industry and peers

- See where the cyber risk is across

- Efficiently allocate resources to o the supply chain

address cyber risks 7 5 (0)

- = Prioritize resources to focus on

= Set, track, report on program » riskiest vendors

performance over time \/

- Team up with vendors to remediate
cyber risk
. . Mergers &
Cyber Insurance Critical National Infrastructure

Acquisitions



Wie is BitSight

Vendors
familiar with
ratings for
better
collaboration

5,500+
EVAs Sent in the
) Last 12 Months
i icl)

Gain insights Add context to
from your communicate
vendors to your security

better posture with
prioritize customers,
follov_v up regulators,

action insurers

2,400+ 130,000+
Self-Published Pieces of User
Ratings Generated
Content
Prioritize

issues with
more context



BITSIGHT
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Governance: Fair and Accurate Security Ratings

www.bitsighttech.com



Security Ratings Principes y /

Transparency

yvi o "“,'/:.)\\_‘
A

Dispute, Correction & Appeal U.S. Chamber of Commerce

Accuracy and Validation

- Appointed Ombudsman for independent
dispute resolution

*https://www.bitsighttech.com/press-releases/bitsight-
Ind epen dence announces-michael-cusumano-ombudsman

Model Governance

Confidentiality

www.bitsighttech.com 8



Transparantie— Mag ik mijn assets verwijderen? Y /

- All ratings are carried out consistently against the BitSight curated entity map
associated with EVIDENCE.

« Inthe same manner as credit ratings — the source record must be
rectified before BitSight can act

- BitSight allows creation of custom entities to facilitate more contextualized
understanding of risk, HOWEVER such entities are clearly delineated.

y L]

N . ' . . .
H v Saperix Corporate ::'i“.‘ Saperix Service Provider
LT LT

Technology saperix.com lechnology saperix.com
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BitSight for Third-Party Risk

Management

www.bitsight.com



Toegevoegde waarde in contrast met huidige aanpak/ /

Existing Processes o’

Major
Vulnerability
Discovered &
Triaged

‘I know all the risk based on
what my vendors tell me”

Annual

=+ Questionnaires Assessment

Completed Vendor

Assessment
Cadence

“A single point-in-time view of
risk is good enough”

Q Onsite
assessments

D . . “l only need to focus on my
D Penetration tests No visibility on impact or potential top tier vendors - the others
risk until next assessment don’t matter”

Current processes are valuable efforts to understand third party cyber risk but are not
continuous, scalable, and staying ahead of this dynamic risk



i3]
ANALYTICS - E B
— -. -I
= 7
IT OPS : 1 B i3]
- - AD HR MANAGEM @)
SIS = NETWORK [=
= = =3 = % | =
= =5] HOSTING L
= e > i3 B
= — = .
= = t:]
=21 ~ i)
i)
39% of breaches are caused by direct* 61% of breaches are caused by third parties*
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95% People Limlted People
Budget : Budget



Manage Third-Party Risk with Confidence / \/

IT Ratings give you the confidence to make faster, more strategic
cyber risk management decisions.

VISIBILITY PRIORITIZATION COLLABORATION

See the cyber risk across your Target your resources towards Team up with your vendors and

supply chain to avoid “blind spots”  achieving significant, measurable BitSight to quickly and collectively
cyber risk reduction reduce cyber risk

With BitSight you can quickly launch, grow, or optimize your TPRM
program with the resources you have today.



BitSight for TPRM
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TAKE ACTION BASED
ON CONTEXT

© FOCUS ON THE
DRILL DOWN ON RISKIEST ISSUES
CRITICAL RISKS
o “‘"..-:.
s - e
B OBy
: o .
o e== ¢ TARGET —
~— -/ RESOURCES
CUSTOMIZE "
ALERTS

i
@ 790 > 640 (18%) -
- e e
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Geef vendoren inzicht in hun eigen performance

www.bitsighttech.com



Risk rating: 12 maanden performance

BitSight Security Rating Company Info Set Custom ID
90 Industry: Food Production Homepage: Monitored by 3 companies
e
4 Subscription: Continuous Monitoring Switch ~ Tier:
About View Ratings Tree Show Details
Security Ratings Highlights Export |
490 @ Dec1,2019 of
Highest on Jul 3, 2019 Lowest on Dec 1, 2019 10 point drop (500 . 490)
850 Desktop Software: grade change

fromC to D.

Mobile Software: minor change,
grade remains F.

@ Nov 13,2019 o

10 point drop (510 . 500)

File Sharing: minor change, grade
remains C.

Open Ports: minor change, grade
remains F.

@ 0ct 26,2019 of
400

10 point drop (520 ~ 510)

Desktop Software: grade change
300 from C to D.

0ct12,2019 of

JAN '19 MAR '19 MAY '19 JuL'19 SEP'19 NOV '19 @
e Show Food Production Industry Range Show Portfolio Range 10 peint drop (530 ~ 520)



Brede dekking met risico indicatoren Y
BITSIGHT BitSight Labs @ZP Reports [2)

Overview Rating Details Compromised Systems Diligence User Behavior Remediation Findings ¢ My Infrastructure Forensics
. . i ing?
Rating Overview What Makes A Security Rating
Rating Overview Panel shows how well this company is managing each risk vector. ‘I O 0/0

Click on a risk vector to see more details about the risk.
User Behavior

Compromised Systems Diligence
Botnet Infections o SPF Domains o 3 5 0/0
0,
Spam Propagation DKIM Records Diligence 55 /O
Malware Servers TLS/SSL Certificates (D) Compromised
Systems

Unsolicited Communications o TLS/SSL Configurations o
Potentially Exploited Q Open Ports o

Web Application Headers The grades show how well this company is managing each risk vector. These grades
User Behavior batching Cad & do not contribute evenly to a company’s overall BitSight Security Rating.

atching Cadence
File Shari 0 g Breaches have a negative impact on Security Ratings only if they occur.
ile Sharing

Insecure Systems Learn more about how ratings are calculated.

Exposed Credentials™ N/A

Server Software Learn more about every risk vector.

Desktop Software
Public Disclosures P

Breaches 0

Other Disclosures” N/A

Q0OOO

Mobile Software
DNSSEC”
Mobile Application Security” N/A

Domain Squatting™ N/A 17



Maakt thema security inzichtelijk en begrijpelijk

SIGHT

Portfolio v My Company v

r

Overview Rating Details

Reports

Compromised Systems

€

Diligence

Analytics

User Behavior

Verbindt

Board/Stakeholders (1)
intuitieve rating, trend & .
benchmark, met

Risk/Ciso (2), 23 indicators of
security performance/risk met:

SecOps (3), objective & actionable
data inzetbaar voor remediation

Remediation

Findings beta

My Infrastructure

Rating Overview

Rating Overview Panel shows how well this company is managing each risk vector.
Click on a risk vector to see more details about the risk.

Compromised Systems
Botnet Infections

Spam Propagation

Malware Servers

Unsolicited Communications

Potentially Exploited

User Behavior
File Sharing

Exposed Credentials™

Public Disclosures
Breaches

Other Disclosures”

©0000

©

N/A

N/A

Diligence

SPF Domains

DKIM Records
TLS/SSL Certificates
TLS/SSL Configurations

Open P({ﬁi

Web Application Hearar=

Forensics

Open Ports

Last 60 Days

Grade

165

Records

In the

of all companies

Warn

Open Ports shows which port numbers and services are exposed to the Internet.
Certain ports must be open to support normal business functions; however,

Patching Cad it
Insecure Syst im
Server Softwz ‘e
Desktop Softy 'aro
Mobile Softwi re
DNSSEC”
Mobile Applic itioz-10-2019

Domain Squa liNgyer 1 year ago

Configurations

TLS¥1.0, Allows msecure
protocol: TLSv1.1, Diffie-Hellman
prime is less than 2048 bits, Short
Ditfie-Hellman prime is very
commonly used

™ unnecessary open ports provide ways for attackers to access a company's network.
!
Q All Dates v Grade v u Only impacts Grade
-
~
J 1o request an update O, for remediation instructions
—
ver 1 yearago  01-12-2020 SSL Certificates BAD  Expired certificate, Self
signed certificate
09-08-2019 01122020 SPF BAD  SPF record is ineffective
09-02:2019 01122020 Web Application BAD  HTTPS redirect to HTTP
Headers
01-12-2020 SSL Certificates BAD  Expired certificate
01-12-2020 SSL BAD Allows insecure protocol




Als een organisatie in de Rating-Spiegel kijkt?

SIGHT Portfolio v My Company v  Reports Alerts Analytics v
Group @D
Overview Rating Details Compromised Systems Diligence User Behavior Remediation Findings "2 My Infrastructure Forensics
Veel waardevolle usecases:
k Remedia‘tion Overview 4 Download Remediation Data
Prioritiseren remediation &
Asset Risk Matrix @ Remediation Forecasts

resources View how remediation efforts will impact your rating in the future

using Forecasts. This shows your rating forecast range in three
Critical 674 137 months, based on taking action today. Generate this forecast.
. Findings Findings Findings | Findings
root cause analysis for trends & 700 -

- 8 t21s 75 | 25 Y )
process Verbeterlng E High Findings Findings Findings Findings 050
é‘ 600
s 374 110 | 34 BB
- 7} Med . T - —
Schept transparentie daar waar g 7™ [ Findings  Findings  Findings 350 n
. . . . . 500 — —
de organisatie die normaliter niet 995 214 134 71 curent fating: 10
h ft Low Findings Findings Findings Findings 450 —
ee
Minor Moderate Material Severe 400 —

Take no action Remediate all

Finding Severity severe findings



Benchmark met 100 organisaties zoals u

Peer ANalytics pearcrou: cove’ >= 310 | Similar Employees | Similar Services | 100 Compani

Risk Vectors Benchi

Ris figh Risk Vectors Search Q
Priority Ranking Company  Median Top 25%
File Sharing Spam Propagation Spam Propagation

* High Malware Botnet Infi

Bottom 10% of o e e
m the Peer Group \5/ \"_‘/l >

Potentially Exploited

Bottom 15% of )
GID ;. 0 @ ® >
=
]
E l l
Web Application Hea...
c
e Open Ports
T
a Medium - SSL Certificates Server Software — —
-3 otto
E VERY HIGH Bottom 23% of o 8 \/A\I >
E the Peer Group - ANy
£ SSL Configurations
a
>
i "
& Botnet Infections

Bottom 40% of o e 0\
HIGH the Peer Group (A) \A) >

DKIM

Desktop Software Server Software

Low - SPF
Insecure otto —
Bottom 15% of \
L the Peer Group \A) >
Mobile Software
Web Application Headers
Better than most of Peer Group In Line with Peer Group Worse than most of Peer Group 20

(in Top 25%) (in Bottom 25%) MEDIUM Bottom 38% of o D >
the Peer Groun



Schept transparentie in prestaties van
onderdelen van de organisatie

Enterprise Performance

4 Export (.csv)

Lens BitSight Rating + Time Period 6 Months ‘ Sort by Performance - Worst to Best v

Current Jan 2020 Dec 2019 Nov 2019 Oct 2019 Sep 2019 Aug 2019
g G D DD D D DN
ol

=

\'A 680 680 680 680 680 680 680
740 740 740 740 740 740 740
760 760 760 730 720 720 720

Basic (EEIN #205520) 530- 630 Intermediate (640=670) 680-700 710-730 Advanced (740=760) EZLEEED

View Ratings Tree

: View Your Impact Analysis -

| . Improve your company rating faster by analyzing which subsidiary issues are having the biggest impact




Verbeter meetbaar de organisatie op basis van
data en transparantie S

SIGHT Portfolio ¥ My Company v Reports Alerts Analytics v

Impact Analysis +(.csv)

) maximize parent company rating impact.

Step Current Parent Rating: 690 PrO](‘Cth Parent Hatmg 800
| X
2 @ Configurations
3 AbH

Web Application Headers

4 Desktop Software

5

Web Application Headers

6

SSL Certificates

Parent Rating Improvements 690 700 710 720 730 740 750 760 770 780 790 800 810

Basic (250 - 639) (640 - 739) Advanced (740 - 900)

22



Veracode Highlights Their Own Security Posture

as a Competitive Differentiator

THE CHALLENGE

Communicating complex cybersecurity topics to the company’s
board of directors, partners, prospective customers, and trusted
advisors.

THE SOLUTION

BitSight Security Ratings for SPM

Saperix, Inc. 520 Peer Group Distribution over Rating Ranges
Bottom 18%

of the Peer Group

Bottom 25% 560
40 points more
than Saperi,nc.

2 # § #
E s &
3 gl =
] 5
&
) 8
] 1% Mnax
= 10.5% ho1%
s 9% 87%
g 3
S
Median H ey
N En 5% 54N
120 points more M il
than Saperix,nc. 25% 245 2%%
- = -.
0% 0%
-—--  —
A S T R I S M S S s
Security Ratings Range

Top 25%

T200pontsmore 0 S S & & 8 8 & S &S &S S S S
v Sape .

7
VERACODE

Being able to show our board, leaders, and
even customers and partners how
Veracode is performing over time and
relative to others in our space is a powerful
tool for communicating our commitment to
security excellence, and has also become a
terrific competitive differentiator.

—— Bill Brown
(Former) CIO & CISO



Measurable Results from Security Performance

Management

Clear, concise communication to
Board on performance against
13 competitors/industry peers

Continuous monitoring of 31
subsidiaries

Results

Customer is better able to

) differentiate against
competition

Standard metric is used to
report to audit committee,
Board and other key executives

Subsidiaries now compete
amongst themselves

24



Onboarden van nieuwe
vendoren

Compare new vendors on security
risk,

use in depth data to enhance and
speed up current vendor
onboarding risk assesment

Historical Comparison

. BitSight Labs

Current Comparison

Security Rating
February 03, 2020

Compromised Systems

Botnet Infections

Spam Propagation
Malwa r

r ed Comr icat

Potentially Exploited

@ BitSight Technologies Corporate @ Saperix, Inc
BITSIGHT BITSIGHT
BitSight Labs BitSight Technologies Corporate
380 760
oesc
L3

B

Saperiy, Inc.




TPRM Risk Oversight at scale

Create real time security risk oversight at
scale to:

Manage by exception
Collaborate with vendors to

manage risk and improve their
security posture

\

All Companies ~

Portfolio Risk Matrix

Manage Tiers

Portfolio Overview*

Median Security Rating

Bus. Critical 10
companies companies
Companies in Portfolio
Pll Process...
£
Security Ratings Distribution =
g
530 46
medium im.. _ X
I 344 373 companies
Advanced Intermediate Basic low impact i i
Portfolio Range: 300-810
* Alerts-only companies are not included in Security Risk
d more about alerts .
Vendor Action Plan Monitor ] Review [ Escalate

40



Manage by exception:

Create flexible security alerts to

follow up when risk in the

supply chain needs action

Manage by Exception — ongoing monitoring

Select Risk Vectors

20 Results

Search for Risk Vectors

Botnet Infections
Compromised Systems.

Spam Propagation
Compromised Systems

Malware Servers
Compromised Systems

Unsolicited Communications
Compromised Systems

Potentially Exploited
Compromised Systems

SPF
Diligence

DKIM

Diligence

SSL Certificates
Diligence

SSL Configurations
Diligence

Open Ports
Diligence

Web Application Headers
Diligence

Patching Cadence
Diligence

File Sharing
User Behavior

cenee -

— Select Al

Q

0O 0 0 ¢

.

N
(+)
e

- X
Bus. Critical
Alert Preferences
Receive alerts for
Percent Change
When ratings change by a set percentage
J

Thresholds
When ratings reach or cross a set threshold

Risk Vector Grades
When grades reach or cross a set threshold

Selected risk vectors (16)

Botnet Infections, Spam Propagation, Unsolicited
Communications, Potentially Exploited,
SPF show 11 more

NIST CSF Grades
When NIST CSF grades reach or cross a set
threshold

Informational Risk Vectors
When new information is avallable for an
informational risk vector

27



Samenwerking

SIGHT

Portfolio v My Company v Reports Alerts

Analytics v

Blohm+Voss Blohm+Voss B.V. & Co. KG P

Overview

Invite Vendor to get 20 days
of access to their BitSight

rating and all functionality
to discuss:

1: is this risk impacting
our security or business
continuity

2: if yes — how fast can
you remediate

3: how can you
structurally improve?

Rating Details Compromised Systems Diligence

Invite this Vendor to the BitSight platform

Share one or more records from Compromised Systems,
Diligence, User Behavior, or Alerts details to make your invitation
more actionable.

They will have complete platform access for Blohm+Voss B.V. & Co. KG,
and will be able to see all IP address, Compromised System, and Diligence
information including advanced details provided by the Compromised
System Forensics and User Behavior Forensics add-ons

Enter vendor contact details in the form below to enable temporary access
to the BitSight Security Ratings platform for Blohm+Voss B.V. & Co. KG.

Contact Email

Contact Name / Alias

CC own organization (optional) v

Contact Phone Number (optional)
Message for Blohm+Voss B.V. & Co. KG (optional)
JANT9

MAR 19 MAY 19

User Behavior

Remediation

Vendor Access v Re

\tt
Findings et My Infrastructurs

y: Transportation Homepage: blohmvoss.com

Tier: Recommendation available ~

— Show Details

ption: Continuous Men® Switch ~ ‘

Highlights

Jan 6,2020 <2

10 point drop (500 . 490)

Export

490

Lowest on Jan 6, 2020

Patching Cadence: minor change,
grade remains C.

Nov 27,2019 =
10 point drop (550 “w 540)

Nov 25,2019 =f
10 point drop (560 “ 550)

Botnet Infection: Cooee (1

Nov 21,2019 <5
20 point drop (580 . 560)

Botnet Infection: Cooee (1)

28
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@ Nov 19,2019 <«

JAN 20



hunt (recent) risk in supply chain

SIGHT

All Companies

Companies m

Portfolio v

Apply all risk
vectors and data as
filter to hunt
(recent) risks in
supply chain and
contact those
vendors when
applicable

My Company v

Service Providers

Search filter options
+ Tier

+ Folder

-+ Subscription Type
-+ Rating Type

=+ Industry

<+ Country

< Rating Category
=+ Vendor Action Plan
= Risk Vector Grade
+ Infection

<+ Vulnerability

+ Open Port

+ Software

-+ Security Risk

= Service Provider

Reports Alerts Analytics v

Compare Vendor Access
Q
Filters used: CVE-2019-19781 X Clear all filters
Company Trend

Citric vulnerability
applied in this
example

Clear (1)

Security Rating

Vulnerability

1 Result
CVE-2019-19781

CVE-2019-19781

CVE-2010-1899
CVE-2017-7679
CVE-2010-1256
CVE-2016-8612
CVE-2016-4975
CVE-2010-2730
CVE-2010-3972
CVE-2012-2531
CVE-2012-2532
CVE-2015-9251
DROWN
CVE-2019-0220
CVE-2018-17199
CVE-2017-15710
CVE-2017-15715

MVE.IN1R.19872

Cancel

Deselect All
X

@

553
552
551
549
536
527
527
527
527
518
511
502
498
491

491

29




Cabela’s Gains Efficiency in Vendor Assessments J/

THE CHALLENGE

) J
Achieving scale with vendor assessments and keeping up with the //\é / 5

speed of the business to manage third party risk

THE SOLUTION

BitSight Security Ratings for TPRM
It used to take weeks to complete security

Portfolio Risk Matrix* Manage Tiers
381/5074 Companies Tiered . . .
assessments. Now it takes us hours. BitSight
-~ 50 Security Ratings facilitate security discussions
companies compames . . .
with potential vendors. It’s an integral part of

Criticality

rir2 | (AR - our vendor risk management program.
Tier 3 compaﬂlu eompunlu -

Security Risk

Michael Christian
— Information Security Manager
Vendor Action Plan wmonttor [ Review [ escalate Of RISk & Compllance




vd

Third Party Monitoring Produces @
Measurable Results at Scale for TransUnion® /

Goal: Monitor the information security disposition of critical third party service providers

Actions by BitSight Results

D_ Monitor thousands of third
parties

1 Evaluate risk rating for
d each provider

action . expansion coverage
with same FT employees

|
QII

l Determine risk areas for Third party

31



Impactful Results from Vendor Collaboration / \/

Onboarded 496 suppliers and engaged with BitSight Security Ratings as part of this process

56%

Saw a Rating
Increase

50

Average points
increased across

276 this group

"Suppliers on-boarded between May 15t and October
31. Ratings compared between May 15t and Dec 4th 32



Leading Organizations Use BitSight

20%

of Fortune 500
companies use
BitSight

INSURANCE GROUP

FACL

JHI/EIDO

4 40+ £

of the top 5 Investment  government agencies, of the Big 4

Banks use BitSight for including US and Global Accounting Firms
Vendor Risk Financial Regulators, use BitSight
Management use BitSight

GLOBAL, BLUE CHIP CUSTOMER BASE

HITACHI Z:)' BNP PARIBAS = S T E R I S

Healthcare

VERACO.I)E s TransUnion@

nnnnnnnnnn

pwe (obelus

A

50%

of the world’s cyber
insurance premiums
are underwritten by
BitSight customers

\IHAECO

MIZWHO

| —
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