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TLP:CLEAR

Traffic Light Protocol

Assignment Description TLP tag example

The information may only be shared with colleagues
within one's own organization on a need-to-know basis
and with customers who need to receive this information

TLP:AMBER E]
AMBER so that the_y can protect themselves or prevept further With restriction:
damage with it. The sender may place a restriction on the
dissemination of the information. The restriction must be TLP:AMBER - STRICT
included in the TLP:AMBER coding.
The information is not public but may be freely shared

GREEN within the work fenvironment. However, the information TLP:GREEN
may not be published.

Free distribution allowed, of course taking into account

CLEAR e.g. copyright. TLP:CLEAR

Security Operations Center 2
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® Technical Lead SOC Belastingdienst
Mentor DEF CON Blue Team Village

Chair anti-DDoS Coalition — WG Exercises
Liaison NCSC

18 Security Analysts
Started in June 2010

Karl Lovink
Technical Lead SOC

Dutch Tax and Customs
Administration

kw.lovink@belastingdienst.nl

Security Operations Center

BLVE TENM

@8] Anti-DDoS Coalition DILLAGE

@ No More DDoS


mailto:kw.lovink@belastingdienst.nl?subject=Blackhat%20USA%202019
https://twitter.com/Cyb0rg42
https://www.linkedin.com/in/karllovink/

TLP:CLEAR

x‘
MijnOverheid

.
Berichtenbox

In de Berichtenbox ontvangt u berichten van de overheid.

< Naar de Berichtenbox

® C(itizens and companies.

@ Customers within the service.

@ Customers outside the service.

Security Operations Center q
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TLP:CLEAR

"There are only two types of compames
tthe tha Ve Deen
and those th
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IV - Facts and Figures

(¢ -:)
(¢ -]
(¢ -:)
(¢ ..]
24 Petabyte > 2.000 Physical 3 locations 4;.00k0
notebooks/pc
storage >2.150 Virtual /P
D E
1.600 30 million LoC > 50.000 mobile >300 apps
applications devices
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Definition Security Operations Center

“A Security Operation Center (SOCQ) is a centralized function within an
organization employing
people, processes, and technology

to continuously monitor and improve an organization's security posture
while

preventing, detecting, analyzing, and responding
to cybersecurity incidents.”

Security Operations Center 7
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Main processes SOC

PURPLE-Team

Monitoring & Response Vulnerabilities & Hunting

Security Monitoring Vulnerability Management

Security Incident Management Hunting

wea]-3MN1d
weo] -d4y

Security Analysis & Forensics

Threat Intelligence

Security Operations Center



Main processes SOC

SOC-CMM services mapping to SOC processes.
Making it measurable.

Mapping to NIST Cyber Security Framework.
More on SOC-CMM at the end of this talk.

TLP:CLEAR

Organisational entity Security Operations Center

Domain

Security Operations Center

Roles &
Hierarchy
Knowledge
Mgmt

/

/_

Process Technology

SOC Mgmt

Operations

& Faciltes

Automation

Orchestration

Security
Monitoring

Inteligence

bility Mgmt
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UNIX IDS en Access

1.100.00
- events
Firewall Antivirus
762.000.000 events 12.000 e
Root cause analysg
/subtle event
detection

Triage and initial
research

Totals events

/ perational
Event Detection phase et Analysis phase
Detection !

point
Correlated events

Interesting events

Threat Intelligence Threat Intelligence Reports

Notable Events

Security Operations Center 10



TLP:CLEAR

A
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Monitoring & Response - Scope

The SOC deals with Security Monitoring, examples of which are :
® unauthorized account creation in the domain “Belastingdienst”;

® use of honey token account.

Examples not covered by security monitoring:
® an unexpected restart;

unexpected restoration of a backup;

@ availability of an application;

@ abnormalities in behavior.

Note: Availability lies with Operations Bridge

Security Operations Center 11
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Monitoring & Response — Use-cases

Whatis a SOCuse-case?

“Methodology used by the SOC team to identify and organize technical and organizational requirements for
detection and response to specific threats”

From 4 Terabytes per day to less than 25 incidents......

Security Operations Center 12
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Monitoring & Response - Use-case examples

@ Inside to inside:
@ unauthorized creation of users;

® use of "honey token accounts®.
@ Outside to inside:

® DDoS detection;

@ inbound malware;

® hacking attempts, exploiting vulnerabilities, Coordinated Vulnerability Disclosure.
® Inside to outside:

@ detection of network traffic to botnets, malware workstations.
@ Outside to outside:

@ reports from citizens about Phishing/Smishing.

Security Operations Center 13
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Use-case Framework

® Objective:

® why is the creation of this use case adding value to the business and what will it accomplish? Insight
for managers on current detection capabilities.

® Threat:

® what threats and security risks do we want to protect ourselves against?

® ginking to the MITRE ATT@CK framework. Possibility of additional classifications, for example Digid,
BIR;

@ gives a background as to why the use-case is being drawn up.

Source: SANS DFIR Summit Prague 2016 - RSA

Security Operations Center 14



MITRE Att@

ck Matrix for Enterprises

TLP:CLEAR

ATTECK'™ Navigator

example «
selection controls layer controis technique controls
- —_ A 7 S
Q. =, %X B, = |2 0m 7 2 m O
Persistence Privilege lati { i Credential A i y Lateral Movement Execution Collection Exfiltration Command And Control
51 items 27 items 49 items 18 items 17 items 17 items. 25 items 13 items 9 items 19 items
.bash_profile and bashre  Access Token Access Token Manipulati A M L Di y A AppleSeript Audio Capture A d Exfil Ci ly Used Port
Accessibility Features Bsrpymon Binary Padding Bash History Application Window Application Deployment nd-L) B A d Coll Data C g c jcation Through
AppCert DLLs ety ranues Bypass User Account Control Brute Force D' oy . Software , Data Encrypted Removable Media
Appinit DLLs Ar oL\ Clear Command History Credential Dumping Dhectory; g':;g" ::;,S, onsnt Execution through API Clipboard Data Data Transter Size g HonEYey
. oy Appinit DLLs G 3 e e . Limits Custom Command and
Application Shimming Code Signing Credentials in Flles Network Service Exploltation of Execution through Module  Data from Local Control Protocol
sontion Sk
Authentication Package A on 3 Component Firmware Exploitation of Scanning Vulnerability Loag Sy :;':":m MC- ? el Custom Cryptographic
2 Bypass User Account Vulnerability N Share DI Script Graphical User Interface Data from Network Protocol
Bootkit Control Cmmnl Object Model - etwork Share Discovery Logon Scripts g Shared Drive Exfiltration O
Browser Extensions UL Saarct: Orier Hijacking ) F°’°'.d Authentication ;Ma! Device Pass the Hash Instaliutil PR T e gommand and Control  Data Encoding
Change Default File Hijacking ,°'n,°°"’;?;"‘ Decode Fllesor  Hooking ey Pass the Ticket Launchct! Media "‘"'"'. Data Obfuscation
Association Oyiib Hiacking oo . Input Capture SEIOMO0 OCoups Remote Desktop Local Job Scheduling Data Staged Exfitration Over Other ¢, 5in Fronting
fi Disabling Security Tools Discovery Piowseol < Network Medium
Companent Ficaseae Exploitation of St Input Prompt : LSASS Driver Email Collection : Fallback Channels
5 bil DLL Search Order Hijacking 3 Process Discovery Ramots e Copy: | Exfiltration Over
Component Object Model  Vulnerability Keychain e Copy | Mshta WP Coptire Physical Medium Multi-hop Praxy
Hijacki DLL Side-Loading s Query Registry g
o e Windaw Memery LLMNRMET-NS Poisoning BTN SHces PowerSheit Maninthe Browser  Scheduled Transfer  Muiti-Stage Channels
Create Account Injection Exploitation of Vulnerability 2 Remote System lication Throuah
Network Snifting Discovery BepscALon.AXoug Regsvce/Regasm Sereen Capture Multiband Comemunication
DLL Search Order Hijacking File System Permissions  Extra Window jection Removable Media
Hijacking Memory Inj
R Weakness - Password Filter DLL Security Software oot Webros Regswvr32 Video Capture Multilayer Encryption
s Hooking Relaticn Private Keys Discovmry s Rundii32 -— —
External Remote Services File System Logical Offsets 3 'm” Information Haacking
Image File Execution e Replication Through m . Scheduled Task
File System Permissions Options Injectk Gatekeepor Bypass Removable Media . )/ Taint Shared Content
issimess Hidden Files and Directories  Securityd Memory System Network Third-party Software e
+idden Files and Lncy Desmon . Configuration Discovery 3 Service Execution Standard Cryptographic
Directories New Service Hidden Users Two-Factor e Nataa Windows Admin Shares SR Protocol
. Authentication ; 2
- . i g C ions DI Standard Non-Application
Hooking Path Interception ::5::' :’:‘::" Interception Y2 ) tanagement Space after Filename Layer Protocol
Hypetisor Piist Modification STCONTROL Hsialidstine ) Third-party Software Uncommondy Used Port
Image File Execution Part Monitors Imagé File Execution Options Trap Web Servi
Options Injection < Injection System Service rvice
precessinjecion Fiieator Bl Discovery Trusted Developer Utiities
Launch Agent Scheduled Task 54 System Time Discove
Indicator Removal from Tools " Y Windows Management
Launch Dsemon Service Registry Instrumentation
Launchetl Parmise! .. fon Windows Remate
LC_LOAD_DYLIB Addition Setukd and Setgid Install Root Certificate Management

1 neal loh Schaduling

SID-History Injection

Instaliutil

Security Operations Center
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Use-case Framework

® Stakeholders:
mapping stakeholders; are not necessarily the owners of the use case;

examples are HR, security officers etc;

format by stakeholder matrix.

® Data Requirements:

® what raw log/packet/flow/endpoint data sources are required for the use case;
requirements for high and low level data.

Source: SANS DFIR Summit Prague 2016 - RSA

Security Operations Center 16
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Use-case Framework

@ Logic:
® here the source data is displayed to give an understanding of how the use case is structured;

@ configure tools, screenshots to clarify aspects.

® Testing:
® verification phase whether the use-case generates the right hits with reliable alerting;

® possibility to perform tests based on scenarios.

Source: SANS DFIR Summit Prague 2016 - RSA

Security Operations Center 17
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Use-case Framework

@ Priority:
® prioritizing the use case to determine urgency and impact;

collaboration with customer and SOC;

based on policy and business requirements;

® remains an ongoing process, requires good collaboration between the SOC and customer.

® Output:
®» final events generated, dashboards, workflow actions, incident review, response plans etc.

Source: SANS DFIR Summit Prague 2016 - RSA

Security Operations Center 18
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@ The MaGMa Use Case Framework (UCF) is a framework and tool for use case management
and administration on security monitoring

~

® Now: Use-case: bottom-up
® Future: Risks/Compliance: top-down

Threats

Regulations Vulnerabilities

Controls

Security Monitoring Infrastructure

Security Operations Center

Source: https://www.betaalvereniging.nl/en/safety/magma/ 4 _
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Security Incident and Event Management system

Incident Review
E

Security Operations Center 20
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Outside to inside: DDoS detection

Rulebase & Screening Rulebase Screening Amplification Type Src IP session Limits Dest IP session Limits
331609 72684 317831 | 0 Hits | 47 Hits
ieke IP’s Unieke IP's UDP packets Src IP session Limits Dest IP session Limits
O O
's from NL IP's from NL IP's from NL #1 Attack UDP

96%

IP's from other Country’s IP’s from other Country’s

TCP/53169 (2%)

Russia | Russia Australia

RUSSia(ZS%) United States(25%)

#1 Non NL Country #1 Non NL Country #1 Non NL Country

Security Operations Center 21
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Outside to Inside - RED-/BLUE-TEAM DDoS Exercise

® Twice ayear:

NET de volksbank
® volume-based DDoS test;

® applicative DDOoS test.

& "M Nationaal Cyber Security Centrum
{_@ﬁ Ministerie van Veiligheid en Justitie

Rijkswaterstaat
Ministerie van Infrastructuur en Milieu

g% &9 Ministerie van Defensie

93 Logius
Ministerie wan Binnenlandse Zaken en
Koninkrijksrelaties

M Belastingdienst
m ——

Ni..ef
UNIVERSITY
OF TWENTE. PGLITIE

an £ kpn TELEZ

EQUINIX

Security Operations Center 22
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Outside to inside - DDoS Exercise - Preparation

® Settargets and inform customers.
@ RED/BLUE-team exercise.
® Roles: RED-team, BLUE-team, Observers, Game Leaderg

® Peering mapping and configuring (routing over the

@ Internet).
® Prepare indemnification statements.
® Arrange catering.

® Communication to providers and internet nodes
® (AMS-ix and NL-ix).
® Gameboard and Test Bed (PURPLE-Teaming).

Always expect the unexpected (things can always happen that
were not foreseen).

Security Operations Center 23
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® 4 major DDoS numbers (February, July and November 2020, March 2021)
@ Dependency external parties for example: DNS Providers
® Two months and continuing of PSRD DNS dictionary attacks

bps(-Inj +0ut) Mon Mar22 2021

0G
-10 G
-20 G
306G

A0G B ee @ o e

()
28

506G
-60G

75,000

MonJané  Monlan20 MonFeb3  MonFebt?  MonMar2  MonMaris  MonMar30 Mondpri2 Mondpr2?  MonMayf  MonMay25 Monldun®  MonJun22  MonJul & MonJul 20 MonAug3  Monhugi?  Mondug3  MonSeptd MonSep28 MonOct12 MonOct26  MonMov®  MonMNow23  MonDec7  MonDec
2020

_lime
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Outside to Inside - External Mail

Totals 2021
— Threat Messages 34.010.631 55,21%
Gray Messages 11.66.683 18,94%
- Clean Messages 15.928.775 25,86%
Total 61.607.089 100.00%

7.000.000
6.000.000
5.000.000
4.000.000
3.000.000
2.000.000
1.000.000

® Clean Messages  m® Threat Message = Gray Messages
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Totals 2021
e Malware 5799
e Hacktools 29

1.200

1.000

800

600

400

* Hacktools Malware
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Inside to outside - Proxy servers

Viruses found - last year

150
100
5
o
]
SU .
= = o A z 2 5 g 2 2 A A
= ™ = ) o = 1 [=] [= ] E E
o L - = [T o] T [T

Viruses found-Last - last year

200

=1
&

e — . e
I I I

25 2 £ = 2 2 g g 5 g ¥
28 2 = 5 3 z £ g £ £
= = = e [ Li T o
- & =3 = ] P

o Fa [a]

_time
- EN-AR-AV-Tast r'r'E”-'DrUdip-.r'l - MLE|-'LIIkDIUp_" Mal/ObBl s 1',_.‘_—]:,“@;_1.‘[}&.;ll'\‘.-'i'\_-.h-.ﬁ. - PUE:.-"\[J[.'I-'DH'.’ETUI}:-H - P S:ﬁpp-'P:EKEC-GEr'
Pus:AppPekil-Gen [l TroplSinject-C [l TrojPHPRedi-B [l OTHER MIULL
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Inside to outside - Proxy servers

Category: Malicious Sources/Malnets Deceptive site ahead

Attackers on unanalytics.com may trick you into doing something dangerous like

installing software or revealing your personal information (For example, passwords,
phone numbers or credit cards). Learn more

E| Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy Policy

DETAILS Back to safety

Category: Phishing

1500

egostrippen.nl gidsZ.nl

dissidenbLone

1,000

caunt

500

Totals events

“ Correlated events
Interesting events

v Notable Events

hillegandus.nl dmwsconnectorn

upcloudobjects.com
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Outside to outside - Phishing, SMishing, and SPAM

valse-email@belastingdienst.nl 7.791 162.624 63.200

10,000

202'I

20000

10,000

January

500
B 2017
L — 1 I L1 I
o1 02 03 04 05 06 07 08 09 10 mn 12
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0.0K/s X = (343 06:36

/! Vodafone NL Wi-F & & 20:23 ‘ - KPNNL T 1338 + BN (_ |
{5 = | View details
239 Bijgaand screen shot v... < g

Belastingdienst: Uw

openstaande schuld van
EUR 412,65 met kenmerk
BDC003299 is na meerdere
herinneringen nog niet

[ Belastingdienst ]: Uw openstaande schuld
van EUR 612,89 met kenmerk 92746 is na
meerdere herinneringen nog niet voldaan. Op
16 april 2020 zal de gerechtsdeurwaarder
overgaan tot conservatoir beslag. Door onze

: openstaande h
voldaan. Op 7 april 2020 schuld van EUR nieuwe voorzorgsmaatregelen i.v.m. het corona
zal de gerechtsdeurwaarder 498,71 met kenmerk: (COVID-19) virus wordt ons speciaal team
overgaan tot conservatoir B6382649 is na meerdere ingezet, hierdoor zullen er nog extra kosten
beslag. Door onze nieuwe herinneringen niet voldaan. Op bijkomen.
voorzorgsmaatregelen 2 2020 zal de Voorkom inbeslagname en betaal direct via
i.v.m. het corona virus wordt gerechtsdeurwaarder overgaan iDEAL: https:/tinyurl.com/BELASTINGDIENST-
ons speciaal team ingezet, tot conservator beslag. U kunt NL
hierdoor zullen er nog extra de beslagprocedure
kosten bijkomen. voorkomen door direct het _

gehele bedrag te voldoen via

Voorkom inbeslagname en DEAL: hitps-//bit do/B6382641

betaal vandaag via iDeal:
https://cutt.ly/verzoekbetali

. ngsachterstand
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Outside to outside - Phishing, SMishing, and SPAM

i T-Mobile NL = 16:33

Evolutie van Phishing naar SMishing/Phishing

@ QO 29%8_ )

Wl KPNNL T 2202 (N 28%e
]
< <0 I
Belastingdienst Alert Belastingdienst Alert
staand huld
,‘f;’&'fn“me‘,i“ ks Uw schuld met
BD6781966 is, na kenmerk BD6645689
meerdere herrineringen, is, na herinneringen,
niet voldaan. Op 21 mei niet voldaan. Op 12
2019 zal de augustus 2019 zal de
gerechtsdeurwaarder gerechtsdeurwaarder
overgaan tot overgaan tot
conservatoir beslag. U conservatoir beslag.
kunt de U kunt de
heslagprocedura beslagprocedure
voorkomen door direct K d
het gehele bedrag van T ORI
gel
€348,75 te voldoen via direct het gehele
uw betaallink: Hitos./ bedrag van §375,26
1o te voldoen via: hitp:/
belastingdienst,com/ bitdo/
landelik/incasso/ Belastingdienst6645
BD8721968 689

@ O

() (O WA (1)

Geachte heer/mevrouw,

Uw openstaande schuld met kenmerk BD770076 is na meerdere herinneringen nog niet voldaan.
Op 9 april 2020 zal de gerechtsdeurwaarder overgaan tot executoriaal beslaglegging. U kunt
beslaglegging voorkomen door het gehele bedrag direct te voldoen.

Via onderstaande knop kunt u het openstaande bedrag direct voldoen met iDeal.

Betaal openstaande schuld

Let op: bij executoriaal beslaglegging wordt de hoofdsom verhoogd met proceskosten en de
wettelijke rente.

E-mail Phishing

Security Operations Center

TLP:CLEAR

<Mailw T 2314 T

aA & belastingdlenst.com @]

29 Belastingdienst

A = Meu Q 2

Openstaande schuld betalen

U heeft een openstaande schuld van €469,19 met
kenmerk BL957661. U kunt het openstaande bedrag
betalen via iDeal. Nadat u het openstaande bedrag heeft
voldaan, ontvangt u van ons een e-mail ter bevestiging.

! Letop!
Betaal uw openstaande schuld direct. Hiermee
voorkomt u executoriaal beslag op uw
bankrekening en/of loon.

Indien u de openstaande schuld niet direct voldoet, gaan
wij over op beslaglegging op uw bankrekening en/of
loon. De hoofdsom wordt hierbij verhcogd met

proceskosten en de wettelijke rente.
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Outside to outside - Phishing, SMishing, and SPAM

PN w20 -

s o)

[ BELASTINGDIENST ALERT )

Uw openstaande schuld met
kenmerk: H16769 is, na meerdere
aanmaningen niet voidaan. Op 13
April 2020 zal de
gerechisdeurwaarder overgaan tot
conservatoir beslag op uw inboedel.
U kunt de beslagprocedure
voorkomen door direct het gehele
bedrag van EUR 44768 te voldoen
via uw betaal ink: Hitps /
tinyurl.cony/mB769

Yo

B
S
<
2

<
~

X\ \
N

X

S
——

B
s -
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\\\
L .

Security Operations Center
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Outside to outside - Phishing, SMishing, and SPAM

Bank accounts blocked [total]

695

OCR actions over time by type

Mobile numbers blocked [total]

1,466

SM5 screenshots

109,863

Bank screenshots

January February March April May June Juiy August September
020
tirme
Emails containing Smishing keywords in the subject
7500
5,000
2,500
January February March April May June July August September
2020
ne

Security Operations Center

October

October

TLP:CLEAR

2,235

Movember

— SM5
— Bank
December
count
December
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Ik heb helaas dit bedrag overgemaalc!

Muwg L. L2
Telde-27. 2222 % o .
i é** b ’M -fm f ’
il f21 ™
Verstimurd vanaf mijn iPhone # e i) % - T
Begin doorgestunrd bericht:

Van: "Belastingdienst” <belastingaangifte(@ belastingdienst.nl>
Datum: 23 angnstus 2015 11:05:10 CEST

Aanze- . al 7{ olrl Lot C{ff//‘k
Onderwerp: Belastingaangifte 2014 :
Antwoord aan: belastingaangifte @belastingdienst.nl ag ooetet .

S o e e v et Rew A W

Van:Belastingdienst <belastingaangifte@belaétingdiénst.nb
Antwoord-naar:belastingaangifte@belastingdienst.nl
Aan:i

BETAALD FE:: - 5 AUG 2015
BETAALD Mic b, 05 AUL 701
Geachte heer/mevrouw,

Bij controle van onze administratie hebben wii pernnctateard dat ar ann hataline  ~ ol m oot . 1
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Outside to outside - Phishing, SMishing, and SPAM

DigiD Je eigen inlogcode voor de hele overheid

Belastingbetaling (1/3)

1Persoonsgegevens 2 3

Burgerservicenummer *

Geboortedatum * [] onbekend ~ [ |

Postcode * | I

Uw e-mailadres = | I

Geen antwoord op uw vraag?

12 Bekijk de overige veelgestelde wagen [opentin een nieuw venster] of nee
op [opentin een nieuw venster] met de DigiD helpdesk.

Rabobank

594

—

DigiD Je eigen inlogcode voor de hele overheid

— E’em.t.-’dl—
I ]

Belastingbetaling (2/3)
1 2 Betaling
Verplichte veiden 23 ge
Bedrag 46,00 Euro
Kies uw bank * v
Volgende

Geen antwoord op uw vraag?

12 Bekijk de overige veelgestelde wagen [opentin een nieuw venster]
op [opentin een nieuw venster] met de DigiD helpdesk.

Security Operations Center

Betalen met iDEAL
R

Ondertekenen Betalen Bevestigen Terug naar webwinkel
Begunstigde Stichting Mollie Payments inzake Bitonic
Omschrijving BTC 0,09519700 aan 19Hg...

Bedrag €46,

Bankpas Rekeningnummer/[BAN

Pasnummer (1]

Ga verder Annuleren Help

Ga alleen verder als de adresregel begint met https://betalen.rabobank.nl/...
> Hoe controleert u de veiligheid van uw verbinding?
> Lees meer over veiligheid

35



A
25

Outside to outside - Phishing, SMishing, and SPAM

[Success] BTC Address: <bitcoin wallet>

A} TLP:CLEAR

idc:<ssn>

dbd: 01

dom: 9 Success] BTC Address: <bitcoin wallet>
dby: <geboortejaar> .

. . idc:<ssn>

Z|p:<2|pcode.> dbd: 27

eml: <email adres> dbm: 11

bid: ideal_RABONL2U

IP :84.26.XX.XX9

USERAGENT : Mozilla/5.0 (Windows NT 6.1; WOW64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/35.0.1916.153

Safari/537.36
__________________________________________ P : 77.169.XXX.XX8

USERAGENT : Mozilla/5.0 (compatible; MSIE 10.0; Windows NT
6.1, WOW64; Trident/6.0)

dby: <geboortejaar>
zip:<zipcode>

eml: <email adres>
bid: ideal_RABONL2U
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Outside to outside - Phishing, SMishing, and SPAM

Belastingteruggave
Geachte b.schrijver@xmsnet.nl,

Na de laatste jaarlijkse berekeningen van uw fiscale activiteit, hebben wij vastgesteld

dat uin aanmerking komt voor belastingteruggave. De belastingteruggave dient u aan te vragen dit wordt
binnen 14 werkdagen verwerkt.

In uw situatie is geconstateerd dat u belasting ontvangt over het jaar 2016. Om uw belastingteruggave aan
te vragen klikt u op de DigiD logo en doorloopt u de stappen.

Een teruggave kan worden uitgesteld voor een verscheidenheid van redenen.

Bijvoorbeeld het indienen van ongeldige records of toepassen na de deadline.

.
Dlg Bewaar deze brief/e-mail bij uw andere papieren.

Je eigen inlogcode voor de hele overheid Zo hebt u belangrijke informatie over de Belastingdienst bij de hand.
Met vriendelijke groet,

Jos Paal

Belastingdienst

Afdeling Administratie
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ide to outside - Phishing, SMishing, and SPAM

o . |

DigiD

i voordat uw aanvraag ingediend kan worden hebben wi) enkele
aanvullende vragen

Inloggen bij MijnOverheid

verplichte velden *

MijnOverheid maakt gebruik van eenmalig inloggen. Bezoekt u
hierna een andere website die dit ondersteunt, dan hoeft u niet Beroepsgegevens aanvrager
opnieuw in te loggen. Inkomstenbron *

kvt 7]

Verplichte velden *

Beroep + Sinds *
Inlogmethode * T
° Ik wil inloggen met alleen gebruikersnaam en wachtwoord Wk jaar? Wetke masnd?
B 1999 Bige M

DigiD gebruikersnaam * o -

c
Wachtwoord * 13 Maana/vaste bonus *

c

Dienstverbana *
Onthoud mijn DigiD gebruikersnaam

Funme Pamime
U kunt tot 00:10 uur (Nederlandse tijd) inloggen. Daama verioopt uw Soort contract *
D Veelgestelde vragen  www.digid.nl R — _'J

| S —

> Wachtwoord vergeten? Tvpe woning *
> Nog geen DigiD? Vraag uw DigiD aan Mask een keuse B

DigiD Je eigen inlogcode voor de hele overheid

Vraag en antwoord I_\ Heeftu Inwonende kinderent? +

’ Ik ben mijn gebruikersnaam vergeten MNee Ja, i hed raonense s Aderen

Maandetis te betalen simentatie
Geen antwoord op uw vraag? Aanvraag verstuurd

€0

Bekijk de overige veelgesteide vragen [opent in een nieuw venster] of Uw aanvraag (van de toeslag) is succesvol ontvangen.
neem contact op [opent in een nieuw venster] met de DigiD helpdesk.

* Verpicht veid

Uw zult binnen 14 een van uw aanvraag
ontvangen .

- U kunt nog 00:10 uur (Nederiandse tjd) inloggen. Daama verloopt uw

sessie,

Pagina ID: IN.10A -

Annuleren
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Outside to outside - Phishing,

c o W a 192.168.201.45
@ PANELVANLAHSJ VIO .. |w] Mijn Overheid | Belasti...

Static information & Settings

Browser & Access | Comment  Jabber Settings  Op. Settings

User Agent

P

Dynamic data & Live chat

Logs 2 Documents @

2021-11-15 11:5403
Logins saved

20211115 115333
User on Home page

Visitor Waiting

op. Patterns @

Operations

fjansen

L] Mijn Overheid | Belastin: X+
ZeerComplexWachtoowrd123!

<« ¢ @ Qa

belasting-betaling.nl
© PANELVANLAHSIVIO... |l Miln Overheid | Belasti...

Persoonlijk Zakelijk

Totaal

Kies je bank

‘Aangeboden door [> oNUNE BETAALPYATFSRM van MediaMedics BV
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Outside to Outside - Phishing, SMishing, and SPAM
By e

Belastingdienst/Toeslagen

1 Vind ik leuk 3\ Volgen A Delen

Bericht maken Community Alles weergeven
‘ 2L Je vrienden uitnodigen om deze pagina leuk
\ ’ Schrijf t ht te vinden
W 639 personen vinden dit leuk
Fotolvideo g Vrienden tag... ° Inchecken see N 684 mensen voigen dit
Belastingdienst/Toe
Info Alles bekijken
slagen .
™5 Community
Startpagina :
¢ Bewerkingen voorstellen
Info
Foto’s 0 Paginatransparantie Meer weergeven
Facebook toont informatie om je een beter inzicht te
Community

geven in het doel van een pagina. Bekijk acties die zijn
uitgevoerd door de mensen die inhoud beheren en

Een pagina maken plaatsen

{9 Pagina gemaakt: 26 oktober 2010

Gerelateerde pagina's

Belastingdienst

2 [ ok Vind ik leuk
Undercover in...
= L g ol Vind ik leuk
De Hoogstraat...

- , o " vl Vind ik leuk
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' Schrijf een opmerking. [CHCNCN]

rwee sere-.—..d ¥ BelastingdienstToeslagen
13 november om 19:15 - G

Now | am in R Moldova how is posibile to pay.?
Helpll

Belastingdienst/Toe
slagen

Startpagina

Info

Foto's

Community

TLP:CLEAR

‘ﬂ 't TTeteemakas Uaa- Coaate D Belastingdienst/Toeslagen  ***
g S =+ Q)

Deze Pagina is niet van de Belastingdienst,
dus misleidend!

g Leuk () Opmerking @ Delen
-
L ) ( Schrijf een opmerking... © @ @2
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TLP:CLEAR

R |/ &
44 5
STIN

Outside to Inside - Coordinated Vulnerability Disclosure

® 69 Responsible Disclosure notifications received.

® 41 trophies awarded to the reporter for a vulnerability found. ¢ - | -
En de ludieke beloning van de
® Multiple reports received about the same vulnerability (e.g. clickjacking). belastingdienst is? een trofee!

- v“"’”“

Thankyou @BDzakelijk for the Letter of
Appreciation & & .
[ —

| Lutter of Appreciation
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Example of Cyber Criminal Network

Leader

' Head of the

Money Mulles
Service

Virus writer /
Programmr

Traffic dealer Spammer Downloads Money Mules

Manager
System .
Administrator Assistent

Money Flow ’ '

Manager

Money Mules

Security Operations Center
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TLP:CLEAR

Partnerships

National Response Network

goal: The National Response Network (NRN) is a collaborative effort with the goal of strengthening the
joint response to cybersecurity incidents;

based on a sighed covenant;
published in the Dutch Government Gazette.

Belastingdienst

Nationaal Cyber Security Centrum v N G

Ministerie van Justitie en Veiligheid

z ¥ Rijkswaterstaat
Ministerie van Infrastructuur en Waterstaat

¥ Ministerie van Defensie

COMPUTER EMERGENCY
RESPONSE TEAM
VOOR DE ZORG

Link: https://zoek.officielebekendmakingen.nl/stcrt-2020-12976.html
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TLP:CLEAR

Partnerships

® Dutch antiDDoS coalition.
@ Dutch Tax and Customs Administration is chair of the working group Exercises

o8 Anti-DDoS-Codalitie
2 No More DDoS

@ Working group on fighting SMishing with banks, prosecution office, law enforcement, and internet
providers. Chair is the COIN association.

vereniging co|N '
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TLP:CLEAR

Partnerships
@ o0-IRT-o, public-private partnership between SOC/CERT within the Netherlands.

@ NCSCliaison consultation, PPS at tactical level.

® |ISACs, including the RijksISAC.

® Splunk Working Group with Tax Administrations of Norway, Denmark, Netherlands and the UK.
@ TAX-ISACwith Tax Administrations of the UK, USA, Canada.

® J-SOC, operational cooperation between SOCs within the Dutch National Government.
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TLP:CLEAR

Joint Security Operations Center

2010 - Establishment of SOC BLD 2017 - Threat Intel Platform
2013 - SOC Phase ? 2017 - VERIS Incident Taxonomy
2013 - Establishment of SOC RWS 2017 - Joint training plan

2014 - Nuclear Security Summit 2018 - Best practice 2.0

2014 - Establishment SOC SSC-ICT 2018 - Connecting DICTU

2014 - The Virtual State SOC (Noordbeek) 2019 - Blue Team Working Group

2015 - GCCS & ONE Conference 2020 - Connecting DUO

2015 - Idea Joint SOC R 2020 - Start J-50C Best P.ractice 3.0
2016 - CTO Coundil )) 4 )) 2021 - JenV SOC connection
A
Nuclear- A o n e
Security GCC520‘|5
Summit conference

2014 The Hague NCSC2015
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4
Origin of J-SOC

® Research of Min BZK into the Virtual Governmental SOC
® (BZKSOC4 Report Virtual Government SOCv1.0
® Operational cooperation between:

® Tax Authority
® Rijkswaterstaat S
® Shared Service Center ICT
DICTU
DUO
National Cyber Security Center o
® SOCMinJ&V i ——
Ministry of Defense

m Mindsterie van Binenlandse Zakeo en
Ll Kninkifocelaties

Directoraat-generaal Organisatie en Bedrijfsvoering Rijk

® Knowledge sharing and alignment of processes/organization
® Virtueel SOC. Own responsibilities.

Definitieve versie: 1.0
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TLP:CLEAR

@ The follow-up to SIM3 measurement. SIM3 measures for CERT less for SOCs.

® We need to compare the maturity of various services.

® Starting point:

@ Starting from the SOC-CMM model (version 2.1 "'advanced’), where can the J-SOCimprove?*“

@ Strengthen each other " Where are you good in and | a little less and how can you help me?'
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;
SOC-CMM, Dutch Tax and Customs Administration, and J-SOC

® Run as self-assessments and then compare results. Not a good plan. The problem is the interpretation of
questions.

@ The self-assessment was done by SOC Team Lead with support from the SOC Manager and SOC Analysts.

® The approach was:

® can a measurement result be substantiated ("Tell me");
® s the necessary evidence available for it ("Show me").

® Can be resolved by having one organisation perform all SOC-CMM measurements in line with SIM3
maturity measurements.
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TLP:CLEAR

SOC-CMM, Dutch Tax and Customs Administration, and J-SOC

® Process implementation SOC-CMM self-assessment:

kick-off session with agreements on delivery of evidence to make comparison easier;
conduct self-assessment by SOC-Leads;

group interview per domain;

® the highest-scoring organisation compared with the lowest-scoring organisation.

Lowest score

Org4a High Score

Domain

1. Business Drivers

5. Privacy

Overall |Business

|People 1. Employees

5. Training and Education

Overall |People
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TLP:CLEAR

® Follow-up steps:

® feedbackis given by domain for improvement SOC-CMM;

@ looking for one organisation to conduct SOC-CMM measurement for all participants;

® conduct the SOC-CMM assessment yearly;

® Investigate whether that applies to all domains or a focus domain per year;

® the basis for the new J-SOC Best Practice. The good news is that there will also be a LERAILY version.
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tions Center

Security Opera
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