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Above the clouds
protecting Microsoft

Jelle Niemantsverdriet
National Security Officer

Source: https://flic.kr/p/KYmnkC (Creative Commons) 



Reliability?

Or Trust?



It’s Friday, 5pm: “We think we have a problem…”

Source: https://flic.kr/p/HW56Nr (Creative Commons)





Diplomacy Defence Disruption
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Diplomacy

Source: https://aka.ms/ukrainespecialreport - https://aka.ms/ukrainereportearlylessons - https://aka.ms/ThreatIntel-Russia



Disruption

Source: https://www.politie.nl/nieuws/2023/april/5/operation-cookiemonster-nl.html 

https://www.europol.europa.eu/media-press/newsroom/news/takedown-of-notorious-hacker-marketplace-selling-your-identity-to-criminals



Defence: Are we talking about security of the cloud…

Source: https://www.publicdomainpictures.net/en/view-image.php?image=338689 (Creative Commons)



…or security in the cloud?

Source: https://www.publicdomainpictures.net/en/view-image.php?image=338689 (Creative Commons)



Defence: Microsoft protecting Microsoft



But it’s a shared responsibility

Source: https://flic.kr/p/5hdXSR (Creative Commons) 



One cloud is not like 

the other

Source: https://flic.kr/p/6zoMtn (Creative Commons) 



The (almost) 10 laws of Cybersecurity Risk

Source: https://learn.microsoft.com/en-gb/security/compass/ten-laws-of-security



#1 Security success is ruining the attacker’s 

Return on Investment

Source: Strategyzer



Attackers have switched to (unsolicited) 

Backup Awareness Training™

Source: https://flic.kr/p/wupomH (Creative Commons)



Source: Microsoft Digital Defense Report (https://aka.ms/MDDR)

Fundamental hygiene matters



#2 Not keeping up is falling behind



So take the first leap to just get started…!

Source: https://flic.kr/p/PMW9fP (Creative Commons)



#3 Productivity always wins

Source: https://flic.kr/p/bNU5cF (Creative Commons)



#3 Productivity always wins

Source: https://flic.kr/p/6833R6 (Creative Commons)



#4 Attackers don’t care



#5 Ruthless prioritisation is a survival skill

Source: https://flic.kr/p/7i4Xdw (Creative Commons)



Focus on what really causes harm

Source: https://flic.kr/p/fk4Eyx (Creative Commons) 



So: better Buienradar or just take your umbrella?

Source: https://www.publicdomainpictures.net/en/view-image.php?image=338689 (Creative Commons)



Security “the museum way”

Source: https://flic.kr/p/mo4cYK - Creative Commons)



Resilient: be able to respond and recover

Source: https://flic.kr/p/oREwdW - Creative Commons



#6 Cybersecurity is a team sport



Data sharing across our supply chain…

Source: a third party risk template near you



Are we partner or supplier?

Source: https://flic.kr/p/oVoJSP (Creative Commons)



Scale matters

Source: https://flic.kr/p/xAZ7ac (Creative Commons) 



#7 Your network isn’t as trustworthy as you think it is

Source: https://flic.kr/p/7KY3mj (Creative Commons) 



Zero trust: Assume breach

Source: https://www.youtube.com/watch?v=O69JOh1iojc



Zero trust: Assume breach & minimise impact

Source: https://www.youtube.com/watch?v=O69JOh1iojc



Zero trust: Verify explicitly

Source: https://twitter.com/Efteling/status/1035135919358181376/photo/1



Zero trust: Use least privileged access

Source: https://flic.kr/p/5zPpQL (Creative Commons)



#10 (yes, we skipped 8 and 9) Technology doesn't solve people and 

process problems

Source: https://unsplash.com/photos/4IxPVkFGJGI



Source: https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot#demo 



#11 (bonus)

Let security be 

the keel 

to control drift

Source: https://flic.kr/p/6WAFYy (Creative Commons) 



Which questions 

can I answer for you?



How can we get our organisations on their bikes?

Source: https://flic.kr/p/6opsy3 (Creative Commons)



Thank you!

Source: https://flic.kr/p/6opsy3 (Creative Commons)
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