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Reliability?

Or Trust?




It's Friday, 5pm: “We think we have a problem...”
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A hyperscale cloud provider inherits...

Customer Adversaries

%&&&

Customer Regulations
o 1m0 1m0 (O O e =

e @ 6 @ - Q Vg Q BIRS
D B wow 0. ez @ MY DA cws 5 @ @ +
= o @ 8 @y oo Yop e S Seve & el E W




Microsoft's Security Strategy

Diplomacy Disruption Defence
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Diplomacy

Source: https://aka.ms/ukrainespecialreport - https://aka.ms/ukrainereporteérlylessons - ht



Source: https://www.politie.nl/nieuws/2023/april/5/operation-cookiemonster.
https://www.europol.europa.eu/media-press/newsroom/news/takedown-of

Disruption

IED

Viarket’s domains have been seized by the FBI pursuant to a seizure warrant
s the United States District Court for the Eastern District of Wisconsin. These

ctive on Genesis Market? In contact with Genesis Market administrators?

s [EurojusT

SITE HAS BEEN SEIZED

OPEHATIIIH COOKIE MONSTER

were possible because of international law enforcement and private sector
coordination involving the partners listed below.

To determine if you have been victimized, visit:
haveibeenpwned.com or politie. nI/checkyourhack

Email us, we're interested: FBIMW-Genesis@fbi.gov

= EURTPOL




Defence: Are we talking about security ofthe cloud...

Source: https://www.publicdomainpi . s.ne en/view-image.php?imé‘g;é ;"""I Cr
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...or security /n the cloud?
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Defence: Microsoft protecting Microsoft

Hardening (Physical, OS l l Continual Scanning
App/Data, etc) Penetration Testing
Whitelisting Red Team Ops

Auto-Patching Bug Bounties

and more... E”;”;I I_E-I{n
Traditional UE : I Attackers View &)

Defenses

Corporate Infrastructure Cloud Infrastructure

. Automated Assessments :
‘L@ People @ Least Privilege Secure DevOps toolkit :
. P : CDOC
Background Checks Least Privilege Access and more... :
Security Training Just-in-time Access 3
Conferences and more... :
Security < />
2)\ Authentication [ Privileged Access Workstations Development
Multi-factor Auth Secure Access Workstations Lifecycle
Anomaly Detection isolation from web/email risks
| A :
Rigorous Security Monitoring &
For Privileged Access Vigilance O
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Source: https://flic kr/p/6zoMtn (Creative Commons)

One cloud is not like
the other




The wmesy 10 laws of Cybersecurity Risk

Source: https://learn.microsoft.com/en-gb/security/compass/ten-laws-of-secur



#1 Security success is ruining the attacker’s
Return on Investment

Key Partners Key Activities Value Propositions ﬁ Customer Relationships ' Customer Segments ’

Key Resources Channels




Attackers have switched to (unsolicited)
Backup Awareness Training™




—————— . Enable multifactor

Fundamental hygiene matters ) aliveniation

= Apply Zero Trust
-1 “principles

7y Use modern
A anti-malware
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98%

Basic security hygiene
still protects against
98% of attacks

Source: Microsoft Digital D



#2 Not keeping up is falling behind




So take the first leap to just get started...!




#3 Productivity al
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#4 Attackers don’'t care




w #5 Ruthless prioritisation is a survival skill
\\ dut D o [RS8 (5855




Source: https://flic.kr/p/fkAEyx: Creative Com



So: better Buienradar or just take your umbrella?
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Source: https://flic kr/p/mo4cYK - Creative Commons)

Security “the museum way”




esilient: be able to respond and recover
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#6 Cybersecurityis.c




Data sharing across our supply chain...

i VENDOR TYPE GOVERMNG BODY DATE OF LAST UPDATE

(==

ID No. CATEGORY QUESTION REFERENCE ADDITIONAL INFORMATION

=S

b
7 1.0  Information Security
8 |.] Dees your organization maintain a security program#?
9 1.2 Wha is responsible for managing the security program?@
10 1.3 Does your organization have a public Infermation security policy? Request a link to policy
11 1.4 What guidelines does your security program follow?
12 20 Data Center Security
13 2.1 Do you work in a shared office space?
14 2.2 ls there a protccel in place for operations when yvour office is inaccessible?
15 2.3 Is there a policy in ploace for physical security reguirements for your business?
6 2.4 What are the gecgraphic locaticns of your dota centers?
17 3.0 Web Application Security
3.1 What is the name of your web application? Whaot is its function?
3.2 How do you report application security vulnerakbilities?
3.3 Does your web application have an SSL certificate?
3.4 Does yvour application offer single sign-on (S5C) 2

40 Infrastructure Protection
youLlce o VPN National Institute of Standards and Technoloagy [NIST)
Source: a third party emplate near you | ETEESES
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#7 Your network isn’t as trustworthy as you think it is

Source: https:/flic.kr/p/i



Zero trust: Assume breach




Zero trust: Assume breach & minimise impact




Zero trust: Verify explicitly
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Source: https://twitter.comy/Efteling/st
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Zero trust: Use least privileged access

e: https://flic.kr/p/SszQ-tiveQmon
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#10 ........... lechnology doesn't solve people and
process problems

>




B¢ Microsoft

Microsoft Security

Source: https://www.microsoft.com/en-us/security/business/ai=machi



Source: https://flic.kr/p/6WAFYy (Creative Commons)

#11 ...

Let security be
the keel

to control drift




Which questions
can | answer for you?




How can we get our organisations on their bikes?




Jelle Niemantsverdriet
Tha n k you ! M jelle.niemantsverdriet@microsoft.com
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