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Disclaimer



A small trip on memory lane



1996: first CISO

Steve Katz

THE WORLD’S
FIRSTCISO

KING > UNION & Syeemcem



The classic approac

Waterfall




Security Fixed
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Development and Security: how we view ourselves




Why security Is failing

R

Robustness vs. Complexity
Systems View

Domain of the Robust

\ Domain of the fragile

Paax

Increasing number of policies, protocols, configurations and interactions
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Why software development is failing
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The illusion of agility
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Development and Security: how we view the other






One way to do it







DevSecOps

SECDEVOPS WWW.TOONDOO.COM

P!
Hmm, DevSecOps, DevOpsSec? sl .

Great but there is more

to it than just a name




DevOps Is not just putting everything in 1 team

y Giulio Carrara - 3rd+
} Software Engineer
LN 1d ¢ @

Dear recruiters,
if you are looking for:

b £E2 A0

OUR BUDGET WON'T ALLOW
€ P, S0 THE AUDITOR SAID

- Java, Python, PHP

- React, Angular

- PostgreSQL, Redis, MongoDB
- AWS, 83, EC2, ECS, EKS

- *nix system administration

- Git and Cl with TDD

- Docker, Kubernetes

LR TS

That's not a Full Stack Developer.
That's an entire IT department.

Yours truly

@Xet“q OO 3,301 391 comments Xebid

Academy Security



Security & Agile”

- “Itis not the
-strongest of the
species that
survives, nor the
most intelligent,

P but the one most
" responsive to
change.

~Charles Darwin, 1809

The agile move and

The robust can handle adversit



Why Security?




100% secure
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While preventingthis
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The real goa
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AUTONOMY MASTERY PURPOSE




DevOps Core Principles

' ‘ Customer-Centric

Action

Create with
the End in Mind
End-to-End
Responsibility
Cross-Functional g & $
Autonomous 7 <
Teams A ? LN
' = ( Continuous
.4 Improvement

Automate
Everything
You Can

ATy



Agile




DevOps




DevSecOp




Agile? DevOpsRevSecOp@3

De I o i tte . The Agile Landsca pe v3 Developed by Christopher Webb

Scaled Agile Framework (SAFe] : Management 3.0
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Large Enterprise N
Scaled Scrum (LeSS)
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Discover
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Agile: the important bits
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Agile Security
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How Is Secure Agile Development Different?

Traditional / Agile
Waterfall

« Distinct security-focused
project phases, often at
beginning and end of
project.

- Every iteration considers
security, but is not
limited by it.

- Every team member is
responsible for security.
Security skills are
embedded in the team.

« Security skills brought in Security
from outside project, Resources
often disconnected from
dev/test resources.

. . .  Hybrid security and
- Specific security testing Security functionality testing,
phase, often at end of Validation throughout project.

project.




Security Educatior
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SOFTWARE DEVELOPMENT Make a plan

- SAMM Overview -

/\
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AN

Governance
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VAN

ENVIRONMENT OPERATIONAL
HARDENING EMNABLEMENT
POLICY & IMPLEMENTATION
COMPLIANCE REVIEW

/N

STRATEGY
& METRICS




Start a Security Guil
Tribe

88888




Start hacking yoursel

I MEEs B = N\

Java [Source] m Restart Lesson

ERREE B
How To Work With WebGoat

Welcome to a brief overview of WebGoat.

Environment Information = AR M EIINEs INVVE= R PR RRERRER REIm Y

WebGoat uses the Apache Tomeat server but can run in any application
server. It is configured to run on localhost although this can be easily
changed, see the "Tomcat Configuration” section in the Introduction

OUR GOAL IS TO WRITE 1 HOPEL '™ GOMNA
BUOGFREE SOFTWARE . THLS LWRITE ME A
T'LL PAY A TEN-DOLLAR DRIVES MEL) MINIVAN

BONUS FOR EVERY BUG
YOU FIND AMND FIWL,

THE RIGHT  THIS AFTER-
BEHAVIOR. MNOON!

|
S B 1906 United Fasturs Syndicate, Ing [K¥I)

5. Ams E-mail: SCOTTADAMSSAOL COM




SecurityStakeholdership
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Who?

(who? |

How? _

How?

How?

How?

Name Date
STORY MAP
Main Characters Setting
—
¥ 17
] Problem
Supporting Title and
Characters Author
Solution
<

What?

(1

What?

- Library
user

q

Libeary
Admin

Seach
for books

Story mapping

HE

T P oy Sy
‘ from lat

Sotbook | | 1ot

In Progress

Backlog

send.

What is in Scope

Complete

Not in scope - What you wont get
this release



Threatmodelthe story map

Secur Technical Business
Controls Impacts Impacts

KNOWING
THE ASSETS

RISK
BASED
STRATEGY

SPOOFING CONFIDENTIALITY
TAMPERING INTEGRITY
REPUDIATION AVAILABILTY
INFORMATION DISCLOSURE AUTHENTICATION

DENIAL OF SERVICE
ELEVATION OF PRIVILEGE

AUTHORIZATION
AUDITING



Agile Risk Self Assessme

Impact | Probability

5 e

4 c RN
3 o N
2
1




“As an employee,
| can search for

other employees
by their last

rarme.”

Y
a
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Adding Security User Stories

User Story Security Story
As a customer, | want to As a fraudster, | want to
track the shipment of my see the details of an order
order so that | know when it that is not my own so that |

will arrive. can learn another person’s
private information.
"As a hacker, | >
can send bad ’ \
data in the
content of
requests,” ) )
195 Security 195
| Stea/ Credit Card Info
“Hee hee..” | —
A ‘ . =l As a Malicious Hacker I coant
| an/emen? Security for User | = e
‘ Information 1 informddion So thal I can
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