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Disclaimer




A small trip on memory lane



1996: first CISO

Steve Katz

THE WORLD’S
FIRSTCISO

KING > UNION & Syeemcem



The classic approach

Waterfall




Security Fixed!
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Development and Security: how we view ourselves




Why security is failing

R

Robustness vs. Complexity
Systems View

Domain of the Robust

\ Domain of the fragile

Paax

Increasing number of policies, protocols, configurations and interactions
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Why software development is failing
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The illusion of agility

DEFLATION
BY REALITY

AGILITY

-e"
-
"
-
we"
-

TIME

\_ (Gunther Verheyen - Ullizee-Inc) ¥




Development and Security: how we view the other






One way to do it







DevSecOps

SECDEVOPS WWW.TOONDOO.COM

P!
Hmm, DevSecOps, DevOpsSec? sl .

Great but there is more

to it than just a name




© Xebia
Academy

y Giulio Carrara - 3rd+
} Software Engineer
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Dear recruiters,
if you are looking for:

b £E2 A0

- Java, Python, PHP

- React, Angular

- PostgreSQL, Redis, MongoDB
- AWS, 83, EC2, ECS, EKS

- *nix system administration

- Git and Cl with TDD

- Docker, Kubernetes

That's not a Full Stack Developer.

That's an entire IT department.

Yours truly

OO 5,301

DevOps is not just putting everything in 1 team!

391 comments
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Security & Agile?

¢ It18s not the

-strongest of the
species that

survives, nor the

. most intelligent,
¢ but the one most
®  responsive to
change.”

~Charles Darwin, 1809

The agile move and

The robust can handle adversit



Why Security?




100% secure?
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A change from this
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While preventing this
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The real goal

/)

AUTONOMY MASTERY PURPOSE




Create with
the End in Mind

Cross-Functional S K
Autonomous 7 <

Teams Pal A L

Automate
Everything
You Can

P

DevOps Core Principles

' ‘ Customer-Centric

Action

End-to-End
Responsibility

( Continuous
. 4 Improvement
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Agile




DevOps




DevSecOps




Agile? DevOps? DevSecOps?

De I o i tte . The Agile Landsca pe v3 Developed by Christopher Webb

Scaled Agile Framework (SAFe] : Management 3.0
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Large Enterprise N
Scaled Scrum (LeSS)

Brargiorming

Discover
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Agile: the important bits
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Agile Security
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How Is Secure Agile Development Different?

Traditional / Agile
Waterfall

« Distinct security-focused
project phases, often at
beginning and end of
project.

- Every iteration considers
security, but is not
limited by it.

- Every team member is
responsible for security.
Security skills are
embedded in the team.

« Security skills brought in Security
from outside project, Resources
often disconnected from
dev/test resources.

. . .  Hybrid security and
- Specific security testing Security functionality testing,
phase, often at end of Validation throughout project.

project.




Security Education
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SOFTWARE DEVELOPMENT Make a plan

- SAMM Overview -
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AN

Governance

OéO

=]
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ENVIRONMENT OPERATIONAL
HARDENING EMNABLEMENT
POLICY & IMPLEMENTATION
COMPLIANCE REVIEW

/N

STRATEGY
& METRICS




Start a Security Guild
Tribe

88888




Start hacking yourself

I MEEs B = N\

Java [Source] m Restart Lesson

ERREE B
How To Work With WebGoat

Welcome to a brief overview of WebGoat.
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The WebGoat Interface
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Security Stakeholdership
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Who?

(who? |

How? _

How?

How?

How?

Name Date
STORY MAP
Main Characters Setting
—
¥ 17
] Problem
Supporting Title and
Characters Author
Solution
<

What?

(1

What?

- Library
user

q

Libeary
Admin

Seach
for books

Story mapping

HE

T P oy Sy
‘ from lat

Sotbook | | 1ot

In Progress

Backlog

send.

What is in Scope

Complete

Not in scope - What you wont get
this release



Threat model the story map

Secur Technical Business
Controls Impacts Impacts

KNOWING
THE ASSETS

RISK
BASED
STRATEGY

SPOOFING CONFIDENTIALITY
TAMPERING INTEGRITY
REPUDIATION AVAILABILTY
INFORMATION DISCLOSURE AUTHENTICATION

DENIAL OF SERVICE
ELEVATION OF PRIVILEGE

AUTHORIZATION
AUDITING



Agile Risk Self Assessment

Impact | Probability
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“As an employee,
| can search for

other employees
by their last

rarme.”

Y
a

Usar

Adding Security User Stories

User Story Security Story
As a customer, | want to As a fraudster, | want to
track the shipment of my see the details of an order
order so that | know when it that is not my own so that |

will arrive. can learn another person’s
private information.
"As a hacker, | >
can send bad ’ \
data in the
content of
requests,” ) )
195 Security 195
| Stea/ Credit Card Info
“Hee hee..” | —
A ‘ . =l As a Malicious Hacker I coant
| an/emen? Security for User | = e
‘ Information 1 informddion So thal I can
| ‘ rmcke Fracdet/ent c/7ar3e5
Evil Usar




Addina risk stories 7o make risk vis /Zv/e
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Security Engineering
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2) IDE Security
Plug-Ins

1) Address Technical
Security Debt, DevSec
Metrics, Threat Modeling,
Security Tool Training

N\,

Create

Monitoring
and
Analytics

Security
Champs

3) SAST/DAST/
IAST, SCA

4) Chaos Monkey,
Input Fuzzing,
Integration Test

5) Software Signing

Automate everything

10) Security Technical 6) Signature Verify, 7) RASP, UEBA/

Debt, Modify Incident Integrity Checks, Network Monitoring,

Response, Modify DND Defense In-Depth Penetration Test
Measures

/
F

Monitoring
and
Analytics

Detect

Log and Perimeter
Monitoring
RASP Feedback

AP| Gateway
Security and
Performance Logs

Respond

/ \

9) Dev Consumable,
Correlated Vulnerability
Analysis, oC/TI STIX TAXII

8) Security Orchestration,
RASP/WAF Shielding,
Obfuscation

© 201



Why patching is hard
l:lean code

LA

»
-
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Locations in &%
the code
base that
require )
modification #
for a new
feature

Time to implement ¥
o new feature

Probability of breaking
existing functionality




Classical deployments




OTAP in DevOps




Patching 2.0

v
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emagenarator.net



Provide sandboxes for experiments



Set some groundrules

<%Decipe for a Safe Kitchen

Ingredients:

Prepare a “kid-free zone” of at least 3 feet (1 meter) around the stove.

Never dash out while cooking. Keep an eye on what you fry. Always cook with a

&
fi-
' Reduce chances of a fire. Keep anything that can catch fire away from stovetop.
BT,
S lid beside your pan. If you have a fire, slide lid over pan and turn off burner.

Prep your kitchen by having a working smoke alarm. Keep smoke alarms at least
10 feet (3 meters) from the stove to reduce false alarms.




Define thresholds




Set some groundrules

Plane Dragonfly




Assess new blocks

The International terminal block has recessed
screws and terminals

International NMorth Amearican
terminal block tarminal block



Segregation of duties new style

Continuous Continuous
Merge Legends Integration - Deliverv
Reauest
Cl
Exit Criteria Exit Criteria
Met Met a
Role Based Access Control { Build H Unit Tests %:;> Quality Gatel Code Qualityg=>>  Quality Gate 2 zubilshﬂ o>  QualityGate 3
ontracts

Exit Criteria |

Roles
s Component Test Environment Create & Publish Met
ROLE-BASED Use the build :ackages & build Quality Gate 4 - .I;:::tgsra on
3 4
AUTHORIZATION qusityne s o [ Veriy i == L
LAYER Contracts releases

Exit Criteria
Met

Allow
© Access

Component Performance Environment On Demand E2E / Staging
Exit Criteria

Met B a
Quality Gate 7 et Eaapoaend - Quality Gate 8 -
Tests

Exit Criteria
Met

Component d

Quality Gate 6
Tests &

R ) Deny

0 Access

Production
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Quality Gate 11 %/)

System Performance UAT
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Alerts Per Location by Type

Alerts over Time ~

un1s

Alerts by Location and Security... ¥

Palo Alto NG
Splunk

Log Rhythm
Koapersky

IBM Proventia
Bn9

Tenable SC4
SourceFire
RSA Netwitness
Kibana

Bive Coat

Monitoring

cVE
Data Loss
Investigation
Loss oc Theft
Matwvere
Pl Data Spu

B Reconnaissance

W System Compromise

Show &
NYC OMA PHO SEA

Open Alerts by Traffic Light Value ~

572

total
148 |127 1136 |161

Red Amber

26% 22% 24% 28%

reon White

Alerts by Application ~

598

Ind Party

32

Kapersicy




Make it a feedback loop

£ = -

Planning Training 24x7 Incident
Monitoring Response

‘




Managing the Application stack as code

App Stack

APPLICATION

COMPLIANCE

INFRASTRUCTURE

Complete application lifecycle managed as code with a
frictionless path from laptop to production

Codify how the application is built, how it runs, and all of
its dependencies to free the app from underlying
infrastructure

Define policies as code to detect issues before production
and discover non-compliance for fast remediation

Manage infrastructure as code to provision, harden, and
maintain configuration state




Audit Automation

Work items Version Contl'nuous
control Delivery
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Continuous security

CODE REVIEW
(TOOLS)

SECURITY REQUIREMENTS RISK-BASED
SECURITY TEST

PEMETRATION TESTING

ABUSE CASES SECURITY OPERATIONS

REQUIREMENTS ARCHITECTURE TEST AND FEEDEACK FROM
AND USE CASES AND DESIGN TEST RESULTS THE FIELD



DevSecOps: summary

Align Dev, Sec, Bus, and Ops

e Standardize and simplify

* Automate, automate, automate
* Know your value

» Attack yourself

* Learn, teach and train



More information!

 Whitepaper: ‘The IT manager guide to DevOps’

— https://xebialabs.com/resources/whitepapers/the-it-managers-guide-to-devops/

* Whitepaper: ‘Becoming an agile security officer’

- https://pages.xebia.com/becoming-an-agile-software-security-officer
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