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THIS WAS A CYBER SECURIT

FACT: IT WAS A DUAL POWER FAILURE THAT CAUSED THE SHIP TO LOSE CONTROL
CAUSE: JUST BAD SYSTEMS OR...?



PETER SKOV

® Danish citizen living in the
Netherlands since 1991

® Executed multiple IT, automation,
~ robot & computer vision purchases
rojects and always in full

yber Security

®* Now Partner at the Logistics
Consultancy company UC Group
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MODERN (I)OT

WHAT IS THAT?




ROBOTS ARE ALSO O
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DIGITAL TWIN LAYOUT

Not Just Visualization
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COMPUTER VISION
SIB SOLUTION — SEEING [S BELIEVING
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SECURITY “DOGS”
BOSTON DYNAMICS SPOT
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AUTONOMOUS DRIVING / FLYING
NOT EVEN SCIENCE FICTION ANYMORE
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| IMPLEMENTED AUTONOMOUS
DRIVING 3 YEARS AGO IN THE US

Kodiac Robotics is runni"‘
from coast to coast. The
commercial networl
incorporates more

18,000 miles

most freig

"Human-operated for local

~ pickup and delivery.

Autonomous trucks complete
the 24-32 hours drives
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Autoinomous Trucking Projects in Europe

OEM Use case 2018 2019 2020 2021 2022 2023 2024 2025
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Root Cause O Impact
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txOne: Anatomy of Robots: Cybersecurity in the Modern Factory



MCKINSEY’S KEY FACTORS TO SUCCEED WITH OT
CYBERSECURITY

Strengthen technological Ensure value-driven OT Increase cyber-aware
foundations operations capabilities and minds

nternal OT
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capabilitie

* Configuration of security SRS S S C P OCES5e s Programmed cybersecurity
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/) McKinsey: How to enhance the cybersecurity of operational technology environments -




Wselection at the end -
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.- OPERATOR CLASSES

MY CONCLUSION FOR
THE CYBER SECURITY
TEAMS

There are 4 immediate areas that should be =

assessed and addressed:

o

on of OT assets

r firewalls around OT assets

. Network segmentation, within OT and

between OT/IT



