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Where dowe place NIS 2 G DORAIn the legislative landscape?

NIS 2 and DORA fall into a complex web of laws and regulations as it encompasses
various principles and regulatory frameworks applicable to (financial) institutions.

Cybersecurity

Regulation

DORA

Operational resilience within
the financial sector.

Cvber Solidarity Act

Cvbersecurity Act

Mandating ENISA and
further allocation of
resources and powers.

Cvber Resilience Act

Establish European

Cybersecurity requirements
cybersecurity shield

for products with digital
CEMERS

Directive

NIS2

Network and information
security requirements

— — European cyber strategy
Further policies and initiatives » Protecting Europe from cyber attacks

) Integrated approach with all stakeholders
Cyber Diplomacy European Cvher Creation of European cyber security center
Toolbox Defense Policy

Stimulation of research and development
International cooperation and common standards
and guidelines
Strengthen collaboration .
military/civilian cyber
communities

e o o o

Harmonization and unified
approach to cyber policy
issues

Integration of cybersecurity into all aspects of
business
» Enforcement of regulatory frameworks and laws.

Data & Privacy

Regulation

GDPR

Rules for processing
personal data

DataAct

Measures for a fair and
innovative data economy

Digital Services Act

Legal framework on e-
commerce to be updated

Directive

ePrivacy Regulation

Protection of personal data
in electronic
communications

Data Governance

Facilitate data sharing
across sectors

Digital Markets Act

Regulation of online
platforms

Further policies and initiatives

DataSpaces .

The EU data strategy seeks a unified market for
data, where data is shared openly and securely.

Initiative to facilitate data
exchange within EU

Other

AlAct EU Strategic
Rules regarding products

with Al GomDaSS

CERDirective European Chips Act

Improve competitiveness and
resilience with regard to
chips.

Strengthening the resilience
of critical infrastructure.




DORAVS. NIS2

NIS2 article 4 1

“Where sector-specific Union legal acts require
essential or important entities to adopt cybersecurity
risk-management measures or to notify significant
incidents and where those requirements are at least
equivalent in effect to the obligations laid down in this
Directive, the relevant provisions of this Directive

[NIS2], including the provisions on supervision and DORA is a sector-specific legal act and

enforcement laid down in Chapter VII, shall not apply
to such entities. Where sector-specific Union legal
acts do not cover all entities in a specific sector falling
within the scope of this Directive, the relevant
provisions of this Directive shall continue to apply to
the entities not covered by those sector-specific Union
legal acts.”

covers the entities in the financial sector.




LeX specialis toNIS2

However, as this Regulation increases the level of harmonisation
of the various digital resilience components, by introducing
requirements on ICT risk management and ICT-related incident
reporting that are more stringent in comparison to those laid

down in the current Union financial services law, this higher level
constitutes an increased harmonisation also in comparison with
More specific rules will prevail the requirements laid down in Directive (EU) 2022/2555.

over more general rules. Consequently, this Regulation constitutes lex specialis with

regard to Directive (EU) 2022/2555. At the same time, it is crucial
to maintain a strong relationship between the financial sector and
the Union horizontal cybersecurity framework as currently laid out
in Directive (EU) 2022/2555 to ensure consistency with the cyber
security strategies adopted by Member States and to allow
financial supervisors to be made aware of cyber incidents \
affecting other sectors covered by that Directive.” \




Digital Operational

Resilience Act
(DORA)




DORA'S key areas

) ¢

Governance requirements

Internal controls and governance
structure

M7

Information sharing

Az

Exchange of cyber threat
information and intelligence

o_0
LA
Third party risk

Lifecycle based supervision of
ICT third party providers

Third party

)

Governance
requirements

Information
sharing

risk
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ICT risk
management

Incident
reporting

AN

ICT risk management

ICT risk system and tools,
including business continuity and
disaster recovery

-
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Incident reporting

ICT incident classification and
reporting thresholds to
communicate to regulators and
users

4

—

Operational resilience testing

Risk based testing for preparedness
and weakness identification
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Roadmap to compliance

| 2022 | 2023 | 2024 | 2025
I I I I

(A TWO YEAR WINDOW (B

DORA is final - Additional guidance — Implementation
Level 1 Level 2 Threat Led Pen Testing (TLPT)

Regulatory Technical Standards (RTS) &
Implementing Technical Standards (ITS)




Gompetent Authorities

@ AFM DeNederlandscheBank

EUROSYSTEEM



Whatis the difference with existing laws and regulations and

Information
Security GP

EBA Guidelines on
major incident

EBA Guideline "ePorting
on ICT &

Security Risk
Management PCI-DSS Digital Operational
Resilience Act (DORA)

Guidelines
on
Outsourcing

EIOPA Guidelines
on outsourcing to
cloud service
providers

EIOPA Guidelines on
information and
communication
technology security and
governance

1ISO27001
NIST CSF
DLV, a Dutch limited liability company and a membgr#
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Whatis the difference with existing laws and regulations and

DNB
Information
Security GP

EBA Guidelines on
EBA major incident

Guidelines reporting

on EBA Guidelines
Outsourcing on ICT &
Security Risk

Management COBIT PUHREE Digital Operational

Resilience Act (DORA)

EIOPA Guidelines
on outsourcing to
cloud service
providers

EIOPA Guidelines on
information and
communication
technology security and
governance

1ISO27001
NIST CSF




Maindifferences

« DORA s directed at broader Digital & Operational Resilience whereas emphasis of many existing regulations
is often more on one domain only (i.e. Outsourcing, ICT Risk)

« DORA's depth is far reaching (23 articles, with many sub-articles)
« DORA brings new topics and additions on existing topics

» DORA places strong emphasis on managing ICT Third Party Service Providers over the whole lifecycle,
whereas existing regulations and frameworks often focus on management of current third party relations.

« DORA increases reporting requirements towards to the competent authority through ICT major incident
reporting, reporting on ICT third party service providers.

=

e
= o=l

Digital Operational
osi

Resilience Act (DORA)




How toapproach DORA?

Determine Relevant Estimate current status of
Requirements compliance

Planning to solve the GAPs




Lessons Learne

« Basic fundamental elements are often not in place and hinder a structured and timely implementation.
These include:

» Definition of critical of important functions and underlying chain of ICT assets, tools and ICT Third Party
Service Providers.

» Structured ICT risk policy house

* ICT Risk & Control Framework

» Digital Operational Resilience Strategy

* Qutsourcing Policy

* Centralized administration of ICT Third Party Service Providers

« Pillar Third Party Risk is the most challenging and time consuming as it requires amendment of
contractual arrangements with ICT third party service providers.

« Operational resilience testing is often result of cherry picking without a risk based approach.






Introduction

Ronald Heil
Partner, KPMG Cyber, The Netherlands - ey conX 20
Global Lead Risk Advisory in ENRC sector o Fe

“It is my personal mission to help society to become more cyber resilient”

S
MG

. Industrial Security

. Thought leader on security and improvement journeys
. Security operations

. Blue, Purple, and Red Teaming

. Certified for GICSP, |IEC 62443, CISSP
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NIS2101



NIS2101-part 1

Revision of the initial NIS
Directive from 2016

Extends Entities In-scope — 7 new
sectors fall within the broadened
scope

Introduces new reporting and
information sharing mechanisms

Promise of stricter oversight from
the EU

Modernises the scope, widening
the rules

Article 20 - Governance

bodies

Sets out governance requirements
for entities and their management

The potential of physical
cybersecurity incidents is set to
grow due to IT and OT
infrastructure integration

As a result, the NIS2 Directive
underlines the EU’s motivation
to put cybersecurity at the
forefront of the agenda.

Article 21 - Risk Management measures

Determines requirements for cyber-
security risk-management measures
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Detailed requirements will be released on 17t
October 2024. Member States must apply
measures from 18" January

2016 Jan 2025
NIS 1 Today Peer Review

Dec 2022 Oct 2024
NIS2 Signed Detailed Requirements
and NIS2 into force

Article 23 - Reporting obligations

Imposes reporting obligations on
entities for incidents
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Detailed requirements will be released on 17t
October 2024. Member States must apply
measures from 18" January

2016 Jan 2025
NIS 1 Today Peer Review

Dec 2022 Oct 2024
NIS2 Signed Detailed Requirements
and NIS2 into force

Article 23 - Reporting obligations

Imposes reporting obligations on
entities for incidents

Document Classification: KPMG Confidential | 19



NIS2101- part2

Annex|

D =B o

Energy Transport Health Drinking
Water

Financial Banking Digital Service

market Infrastructure Management
infrastructure

Annexi

Postal Services Waste Research
Management

DDHHHDDDD a0

Digital Manufacturing Chemicals

Providers

Essential | Proactive Supervision

+ Annex | Large Enterprises >€50m annual revenue; 250+

* Qualified Trust Service Providers, Top Level Domain (TLD) Name Registries,
DNS Service Providers

* Public Administration Entities
+ Operators of Essential Services (Incl. 2016/1148)
* Member State Selected Entity

Essential entities

€10m or 2% of total annual turnover*

Important | Reactive Supervision

* Annex | — Medium Enterprises >€10m annual revenue; 50+ employees
* Annex Il - Medium and Large Enterprises

* Member State Selected Entity Any size; selected based on risk profile

€7m or 1.4% of total annual turnover*

Important entities

*depending on which is higher




NIS2101- part 3 - implications by and for the supply chain

Customer Group(s)
within the scope of NIS2

., Company

Passes down NIS2 requirements

If contractual agreements or SLA’s
between Company and customers cover

NIS2 compliance, there is the possibility -R .}.
that part of that fine can be passed on if the Toumle -
customer faces financial penalty for non-

compliance Company can also pass down Suppliers

NIS2 requirements to their
suppliers if required contracts
and SLAs are in place

EHZE | 21




Preparing for
NIS2Inpractice



NIS2102 - pragmatic approach

Today @ - 042024 ------- >
03 -Roadmap (MVP)

01-NIS2 Scope Analysis 02-Gap Assessment

» Use customer entities and locations as Gain insights regarding the NIS2 scope Creating a practical roadmap with short-

inputs to conduct an applicability
assessment to understand what falls
within the NIS2 scope.

In doing so, consider, amongst others:
» Customer entities/sites
* Supply chain
Based on the above, determine which of

the organisation's services fall within the
scope of NIS2.

and coverage of the client's policies with
respect to NIS2 requirements (to the
extent currently known).

These insights are used to develop
short-term action plans, set outin a
pragmatic compliance roadmap.

Compliance
Readiness &Response

term and long-term action plans.

In addition to operational and technical
measures, we advise on how to build an
NIS2-compliant governance function
(including requirements for cyber
training, accountability, reporting, etc.).

04 -NIS2 Roadmapimplementation

Implement improvement actions according to the roadmap




Whatwe see inthe market

Required NIS2 Input Common challenges

Governance

Scope
Workshops

Risk Assessment

Required Services

Management Training

GRC Tooling

Policy Design

Identification of Stakeholders, Processes, Entities

Legal Entity Structure, Size and Sites

Documentation

Documentation
review

l

Detection & Response

Gap analysis Incident Management & Reporting

Validation
session

Assessments, Audit, Testing Work IT / OT segmentation

OT Security
TPRM

Third Party Risk

i

Supply chain contracts

Program Management PMO (NIS2-as-a-Service)

... do not look back ...
just start!
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Three-stage incident reporting obligation - explained (2)

1) Early Warning 2) Create incident notification 3) Submit final report (including):

A detailed description of incident

» Send early warning notification » Create an incident notification within

within 24 hours of becoming 72 hours * Type of threat or root cause
aware of significant incident « Initial assessment including severity «  Applied and ongoing mitigation
e Indicate whether incident is and impact measures

suspected of being caused by
unlawful act

* Indicators of compromise (where
possible)

The cross-border impact of the
incident

>

0 hours 24 hours 72 h.ours 1 ménth
Incident

Incident Management Governance Incident Management & Reporting Governance

Incident Detection Management Training Incident Response

Documentation

Policy Design

Third Parties OT Security

Management Training

Supply chain risk OT segmentation

GRC Tooling

® Challenge ® Required service
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Our Insights



KPMG

How to deal with increasing compliance pressure

% Unified into your own|

Unified control
title

Cybersecurity
roles &
responsibilities

Privileged access
management

ISO 27001/2

Unified control description

Roles and responsibilities are clearly defined for ~ 1SO 27001:2022

functions throughout the organisation related to Clause 5.3

cybersecurity. Demonstrate that certain roles

exist, have been appointed by management, are

communicated to the relevant parties, and are

clearly documented.
ISO 27002 8.2
Privileged access
rights

Privileged account types / roles are identified and
documented. Associated user accounts are
approved and documented per privileged account
type / role. A review on privileged accounts is
regularly performed. Systems shall:

- have low-privileged user account(s) that are used
for regular / daily operations;

- only have high-privileged user accounts for
uniquely identifiable system administrators;

- require strong passwords for high-privileged user
accounts;

- require users that log in remotely (from outside
the netwotk) to use Multi Factor Authentication
(MFA).

© 2024 KPMG Advisory N.V., een naamloze vennootschap en lid van het KPMG-netwerk van zelfstandige ondernemingen die
verbonden zijn aan KPMG International Limited, een Engelse entiteit. Alle rechten voorbehouden

CRA Article 10
for Manufacturers  Element 4.3.2.3 20

CRA Article 6

IEC 62443 NIS2

IEC 62443-2-1

IEC 62443-3-3 NIS 2 Article 21
SR 2.1
Authorization
enforcement
Document Classification: KPMG Public | 27

NIS 2 Article 7 &



NiS2local transiations

The status of the NIS2 local translation of some EU countries, based on KPMG insights across the EMA network.

Belgium
, _ _ France
Law of April 26t 2024 (local translation) published on the 17t of o o o
May: Belgisch Staatsblad (fgov.be) @ @ Draft law relgased - Limited put.>I|c information;
Law coordinated by CCB and Prime Minister’'s Cabinet Implementation through ANSSI;

FAQ available on scope and obligations;

Netherlands Poland
Draft law published May 21, 2024; Implementation by RDI: Key Markets Draft publlshed Aprll 2024 - Amends e?(lstlng NCSSA Iaw;
. . . ISO 27001 and 22301 standards mentioned;
Consultation period until July 2nd

Audit obligations;
Complex regulation structure

ﬁ A Italy
Germany O(O) E] No draft known - Timeline unknown;

consultation with businesses ongoing, commencement of — U
law likely to be delayed

Sweden

Report containing proposals with the necessary adjustments to
Swedish law to implement the NIS2 directive published March 2024.
Implementation through PTS


https://www.ejustice.just.fgov.be/cgi/article.pl?language=nl&sum_date=2024-05-17&lg_txt=n&pd_search=2024-05-17&s_editie=1&numac_search=2024202344&caller=sum&2024202344=4&view_numac=2024202344f

(Frequentlv Asked) Questions?

Governance

*  What constitutes appropriate training for
management bodies?

*  Where lies the liability and responsibility when
operating with multiple legal entities and/or a
Board in the US?

Documentation

*  What are the specific documentation
requirements for NIS2 compliance?

*  When does documentation meet compliance
requirements?

happened or starting the time is identified /
classified as significant impact

Does the reporting requirement include potential
incidents?

Should organisations report significant incidents if
it is not caused by criminal intent? (e.g. floods)

Third Party Risk Management

*  Are there any specific templates or formats that | '

should use for NIS2 documentation?
Incident Management

*  When is something a ‘significant’ incident?

What can we expect from third parties (e.g.
customers or suppliers)?

What can we require/demand from third parties?

How will NIS2 influence contracting/SLA?

Generic

*  Where should my organization report an incident?e

* Isthere a reporting requirement for incidents
happening at 3 parties affecting my
organization?

*  24h reporting timeframe from the time it

KPMG

Can | wait until more detailed requirements are
published?

How will the audit/supervision take place?
Will there be a NIS2 compliance attestation?

How do you (KPMG) know what is required/what
NIS2 compliance requires?

How can we

keep up with Does our company have a
increased designated person
demand to responsible for managing IT

adhere to all and OT together?
regulations?

How do we ensure reliable
insights into the OT environment
to identify potential vulnerabilities

and threats?

How can we remediate the
gaps between the current
state and our target state?

How can
we
effectively
manage
associated
costs?

2\



KPMG

Some or all of the services described herein may not be permissible for KPMG audit clients and their affiliates or

related entities.

Ronald Heil Ali Alam
Partner Cyber & Privacy Senior Manager FS
Heil.Ronald@kpmg.nl Alam.Ali@kpmg.nl

© 2024 KPMG Advisory N.V. a Dutch limited liability company and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved

Document Classification: KPMG Confidential

Meret Keeris

Senior Tech Consultant
Keeris.Meret@kpmg.nl



	DORA & NIS2 voor nu en later – �Wat betekent dit?
	Introductions
	Where do we place NIS 2 & DORA in the legislative landscape?
	DORA vs. NIS2
	Lex specialis to NIS2
	Digital Operational Resilience Act (DORA)
	DORA’s key areas 
	Roadmap to compliance
	Competent Authorities
	What is the difference with existing laws and regulations and frameworks?
	What is the difference with existing laws and regulations and frameworks?
	Main differences
	How to approach DORA?
	Lessons Learned
	NIS2
	Introduction
	NIS2 101
	NIS2 101 – part 1
	NIS2 101 – part 1
	NIS2 101 – part 2
	NIS2 101 – part 3 – implications by and for the supply chain
	Preparing for NIS2 in practice
	NIS2 102 – pragmatic approach
	What we see in the market
	Three-stage incident reporting obligation – explained (2)
	Our insights
	How to deal with increasing compliance pressure
	NIS2 local translations
	(Frequently Asked) Questions?
	Slide Number 30

