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ONLINE _/ Information security
pRESENCE! | Ry ) . is as simple as

‘Ave a word
with yourself
about your
email security

Cyber criminals can use your
email to access many of your
personal accounts and steal
your identity.

#CyberSafeBusiness Tip 3

Encourage smart clicking

O | o 5 /| By controlling my internet Your employees should be
L Al b At 2l  suspicious of unknown links,

IcanfShaﬁonLy V\_'ha“m or familiar ones with
comfortable sharing. odd forms.
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van Steen, T., Norris, E., Atha, K., & Joinson, A. (2020). What (if any) behaviour change techniques do government-led
cybersecurity awareness campaigns use? Journal of Cybersecurity, 6(1). https://doi.org/10.1093 /cybsec/tyaa019
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Green
behavior

Do new behavior,
one that is unfamiliar

Dot GreenDot

behavior | Do new behavior one
time
is done i
one-ime Install solar panels
on house

GreenSpan

Do new behavior
for a period of time

Span
behavior

has du[atm, such as

40 days Carpool to work

for three weeks

Path GreenPath

behavior Do new behavior
from now on

is done from now on,

rt growing ow
a permanent change | >/ £77"78 0"

vegetables

WAT IS JE DOELGEDRAG?

Blue
behavior

Do familiar behavior

BlueDot

Do familiar behavior
one time

Tell a friend about
eco-friendly soap

BlueSpan

Do familiar behavior
for a period of time

Bike to work for
two months

BluePath

Do familiar behavior
from now on

Turn off lights
when leaving room

Purple
behavior

Increase behavior
intensity or duration

PurpleDot

Increase behavior
one time

Plant more trees
and local plants

PurpleSpan
Increase behavior
for a period of time

Take public bus for
one month

PurplePath

Increase behavior
from now on

Purchase more
local produce

Gray
behavior

Decrease behavior
intensity or duration

GrayDot

Decrease behavior
one time

Buy fewer boxes of
bottled water

GraySpan
Decrease behavior
for a period of time

Take shorter
showers this week

GrayPath

Decrease behavior
from now on

Eat less meat
from now on

Black
behavior

Stop doing a

behavior

BlackDot

Stop doing a
behavior one time

Turn off space
heater for tonight

BlackSpan

Stop a behavior
for a period of time

Don’t water lawn
during summer

BlackPath

Stop a behavior
from now on

Never litter again
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* Implementatie intenties; self-persuasion; loss aversion; framing etc.




1\@ VOORBEELD: SOCIALE BEWIJSKRACHT

Keep Your Account Safe

O | You can use security settings to protect your account and
make sure it can be recovered if you ever lose access.

Improve Account Security

1 S Keep Your Account Safe
108 of your friends use extra security settings. You can also
protect your account and make sure it can be recovered if you

ever lose access.

Improve Account Security

Figure 1. Image of the control (top) and Raw # (bottom) social prompts rendered onto users’ news feeds.

Das, S., Kramer, A. D. I., Dabbish, L. A., & Hong, J. . (2014). Increasing security sensitivity with social proof: A large-scale
experimental confirmation. Proceedings of the ACM Conference on Computer and Communications Security, 739-749.

https://doi.org/10.1145/2660267.2660271
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s — [Dear Guest —

Due to the popularity of our guest room amenities,
our Housekeeping Department now offers
these items for sale:

@ Alarm Clocks . .. .$ 25.00 @ Bath Towels. .. $ 20.00 :
@ Coffee Maker. . ..$50.00 ¢ Hand Towels...$ 15.00 -
W @ Hairdryer. ...... $ 45.00 @ Sheets/per set . . $ 60.00 |
X8 @ Iron/Board(ea). . . $ 30.00 @ Blankets...... $ 50.00
& Pillows......... $ 25.00 € Comforters....$ 80.00

Each guest room attendant is responsible for

¥ AR AN maintaining the guest room items. Should you

N e decide to take these articles from your room

= ¢ instead of obtaining them from the
Executive Housekeeper, we will assume you

approve a corresponding charge to your account.

Thank You.

<~ denhaag.n

Taléecgrake

vanaf 1 oktober
stalling tijdelijk
dicht

Door bouwwerkzaamheden gaat deze
stalling tot december 2024 dicht.

Haal uw fiets voor zondag 1 oktober
20.00 uur op uit de stalling. Na sluiting
Worden alle fietsen verwijderd.

@432
- 5
de website: @‘i

Kijk op I /kjstalling
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® Voordeel: m anders kiezen

* Nadeel: mensen kunnen nog steeds iets anders kiezen
.
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Privacy-by-default Shared-by-default I

Privacy-by-default Shared-by-default

Privacy Preference Privacy Preference

VWho can see your future posts on your personal page? Who can see your future posts on your personal page?

Only Me Everyone

Privacy Preference Privacy Preference

Who can see your future posts on your personal page? Who can see your future posts on your personal page?

Only Me Everyone

Everyone
Close Friends Friends of Friends

Friends Friends
Friends of Friends Close Friends

| Everyone Only Me

Cho H, Roh S, Park B. Of promoting networking and protecting privacy: Effects of defaults and regulatory focus
on social media users’ preference settings. Comput Hum Behav. 2019;101:1-13.




The password that you chose on the previous page is weak,

please choose a stronger one below.

Worker ID:

Password: *

Confirm Password: *

Cramgerasmors - Control

Password: *

] Very Weak

Meter

Password: *

] Crack-Time

It would take a hacker approximately 7 years to guess your password.

Password: * .
Insertion

Tip: you can increase the strength of your password
by adding random symbols or numbers to it.

For instance, changing “foobar” to "foo%bar3"
would dramatically increase its strength.

Password: * .
Social Norm

This password is weaker than 86% of other users.

Password: *

Tip: you can create a strong password that is easy to
remember by typing four or more short words together.
For instance: "anyone male story voice"

Peer E, Egelman S, Harbach M, Malkin N, Mathur A, Frik A. Nudge me right: Personalizing online security nudges
to people’s decision-making styles. Comput Hum Behav. 2020;109. doi:10.1016 /j.chb.2020.106347
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You have received an email! Please make sure to check it out, it might provide you with information...

Administration <administration-
2276439834u-a8dh@Qjpe.com>
Wo 4-3-2020 21:54

no-reply@microsoft.com

A VIP GUEST IS COMING TO YOUR GATE

A VIP guest announced to make use of your gate. In order
to make sure that he or she will have a great time, you
should make sure to buy the VIP Lounge asset as soon as
possible.

If you do not have this asset before they arrive, you will lose
smileys.

Do you want to buy the VIP Lounge asset?

LEISURE

Yes!

O No, thank you!

Panel A: Example of incident in the cybersecurity game

Hmm.. unfortunately, this was a phishing email! Through this email, you have paid a very big amount for an asset which only makes

one traveller happy :( ...

Looking back to it, what parts of the email were dangerous or safe for you? You can hover your mouse over the email to find

different regions. Click once to label it as safe, and twice to label it as dangerous.

Administration <administration-
2276439834u-a8dh@Qjpe.com>
Wo 4-3-2020 21:54

no-reply@microsoft.com ¥

AVIP GUEST IS COMING TO YOUR GATE

A VIP guest announced to make use of your gate. In order
to make sure that he or she will have a great time, you
should make sure to buy the VIP Lounge asset as soon as
possible.

If you do not have this asset before they arrive, you will lose
smileys.

Which part of the email address was especially important in determining this? Highlight parts of the email address.

Administration <administration- 22764398347-a8dh @Qjpe.com>

Panel B: Example of partially completed reflection after the incident

vein Steen, T., & Deeleman, J. (2021). Successful gamification of cybersecurity training. Cyberpsychology, Behavior and Social Networking, 24(9), 593-598.
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(/?/) Primmer, J., van Steen, T., & van den Berg, B. (2024). A systematic review of current cybersecurity training methods. Computers & Security
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