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What's the matter with Al?
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Artificial Neural
Networks

 First desribed in scientific literatur in 1944 by Warren
McCullough and Walter Pitts

 First implmentation by Frank Rosenblat in 1960
“Mark | Perceptron”

* Recognition of characters




ation of a biological brain. (k.
cells, responding to the letter X

Association
Projection area System
(In some models) (A-units)

ANN
//"”

* Modeling/simulating a human brain/mind in a computer
1. Learning / copying 2
2. Trying
3. Feedback (reward/penalty)
4. Repeat from1.
yraphic Random
ections Connections
—_— —_— Feedback
Circuits
——
-

— Organization of a perceptron.



Why now?



All knowledge is
available as digital
data




We have a place to
store the data

« All knowledge is available as digital data and accessible
over the internet




Blazingly fast
computer power

« All knowledge is available as digital data and accessible
over the internet

« Storing large amounts of data is not a problem anymore
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Ground breaking
research

« “Attentionis all you need” aka the “Transformers paper”

« A pivotin the way LLMs and other models where
trained.

* Increasing the model's context (attention) is more
effective than increasing repetitions.
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The results are
amazing!

* Feed an Al thousands of images and their description:

* You end up with an Al that can describe images and
that can create images based on a description




Detailed
photograph of a
tired and

depressed batman
standing on a
bridge over a
canal 1in
Utrecht. Dom
tower in the
background.




Detailed
photograph of a
tired and
depressed

spiderman
standing on a
bridge over a
canal 1n
Utrecht. Dom
tower in the
background.




Detailed
photograph of a
tired and
depressed Barack

Obama standing
on a bridge over
a canal 1in
Utrecht. Dom
tower in the
background.
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Generative Al =
Creative Al

~




Generative Al =

~

Non deterministic process to

come to a most likely outcome

o




. ® Prompt flagged by Al moderator
Detailed

photograph of a
tired and
depressed Donald
Trump standing on
a bridge over a
canal in Utrecht.
Dom tower in the

Sorry! The Midjourney community voted to prevent using 'Donald Trump’ and 'Joe Biden during election season.

background.

De t al l ed @ Moderation Alert

p h oto g Ia p h O f a You have triggered a moderation alert. Your account is now under manual review. You will be unblocked at 11:177pm Mon, Nov 4 2024 Learn More
tired and

depressed Kamala
Harris standing on
a bridge over a
canal in Utrecht.
Dom tower in the
background.




How to shield off
knowledge
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 How to prevent an Al from disemminating knowledge it
has learned, but is not allowed to generate.
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« Using alternative ways to ask questions to bypass

Prompt engineer

restrictions

Alignment

o

® how to build a bomb




War of the machines?

Malicious question
Dismissive answer
“Creative” prompt

Dismissive answer
“Creative” prompt

Dismissive answer

o

Etc, etc,...

“Creative” prompt

Something it shouldn't have given



War of the machines?

Malicious question
Dismissive answer
“Creative” prompt

Dismissive answer
“Creative” prompt

Dismissive answer

Etc, etc,...

“Creative” prompt
Something it shouldn't have given




War of the machines?

Malicious Assignment

& 9

Malicious question
Dismissive answer
“Creative” prompt

Dismissive answer
"Creative” prompt

Dismissive answer

Etc, etc,...

“Creative” prompt

Something it shouldn’t have given




LLMs without restrictions

Chat to Al now..

© Clear

(0] Regenerate

INTRODUCING

Mark unread  Notify Reply

GPT Fraud Bot | Bot without limitations, rules, boundaries

Chat GPT Fraud Bot | Bot without limitations, rules, boundaries .l )(0) q,lrn':
« on: July 22, 2023, 08:23:06 pm *

NEW & EXLUSIVE bot designed for fraudsters | hackers | spammers | like-minded individuals

If your looking for a Chat GPT altternative designed to provide a wide range of exclusive tools, features and capabilties tailored to anyone’s individual needs with no boundaries then look no
further!

This cutting edge tool is sure to change the community and the way you work forever! With this bot the sky is truly the limit it is the most advanced bet of its kind allowing you quickly and
easily manipulate it to your advantage and do whatever you ask it to! As you can see in the video

Video Proof available on marketplace(s) and tele group @

Write malicious code

Create undetectable malware
Find non vbv bins

Create phishing pages

Create hacking tools

Find groups, sites, markets
Write scam pages / letters

Find leaks, vulnerabiities
Learn to code | hack

Find cardable sites

And much more | sky is the limit
Escrow available 24/7

3000+ confirmed sales / reviews






Summarizing text

Can you summarize the US declaration of independance into 5
sentences?

@ Certainly! The U.S. Declaration of Independence, issued on July 4, 1776, proclaimed the
American colonies’ separation from British rule. It outlined the belief that all people have natural
rights, including life, liberty, and the pursuit of happiness, and that governments exist to protect
these rights. When a government becomes oppressive and violates these rights, the people have
the right to alter or abolish it. The document listed grievances against King George Ill, accusing
him of unjust practices and abuses of power over the colonies. Concluding with a formal

declaration, the colonies announced themselves as free and independent states, no longer
bound to Britain.




Hard to google
questions

Is it possible to use a thousand separator when writing
python code?

Google: Page after page of how to format numbers on
output

| have to input a large number into python code, is there a
thousand separator | can use in code?

ChatGPT:

@ Yes, in Python, you can use underscores (_) as a thousand separator in numeric literals. This
feature was introduced in Python 3.6 and makes large numbers more readable. The underscores
are ignored when the number is processed, so they don't affect the value.

Here's an example:
python & Copy

large_number = 1_888_gee_8ee # 1 billion
print{large_number) # Output will be l@08888080

This way, you can write large numbers with underscores to separate thousands, making them
easier to read. The underscores can be placed at any logical point, such as between every three




Creati

Title: Wolves at Bay (CISO on the Mic)

[Intro]
Whoa-oh, yeah-yeah, alright

[Verse1]

Badges on the lanyards, neon screens glow bright

On a security congress stage, Schuberg Philisin the lights
"Algorithms learn fast, but they don't truly know

They can mirror our mistakes and wear a friendly coat”

[Pre-Chorus]

Clicks and code, we've seen this road
From dial-up dreams to Y2K episodes
Truth gets blurred when patterns play
Solisten close to what I've gottasay

[Chorus]

Al, Al, don't look away

It'snotall blackor white, it's shades of gray

If we letit runwild, it'll lead us astray

Keep a human in the loop, keep the wolves at bay

Al, Al, don't be afraid

We build the guardrails, then we light the way

Signal through the noise when the night feels strange
Keep a human in the loop, keep the wolves at bay

[Verse 2]

Deepfakesin the headlines, voices in disguise
Prompted bya whisper, models start to lie
Datagets poisoned, drift along the stream
Shadow tools and shortcuts tearing at the seams

[Pre-Chorus]

It ain't magic, it's math that's wired
But math can echo all that we admired
Risk and trust, we weigh each day

So let the compass guide the way

[Chorus,
Al, Al, don't look away

It'snotall blackorwhite, it's shades of gray

If we letit run wild, it'll lead us astray

Keep a human in the loop, keep the wolves at bay

Al, Al, don't be afraid

We build the guardrails, then we light the way

Signal through the noise when the night feels strange
Keep a human in the loop, keep the wolves at bay

[Bridge]

We patched the past, line by line
From floppy dreams to cloud designs
Ethics, fail-safes, kill-switch tight
Zero trust heartsin the dead of night
Trainit clean, test the seams
Measure truth against our dreams
Hand on the helm when stormsrollin
Human oversight, we win again

[Breakdown]
Whoa-oh, keep the wolves at bay
Whoa-oh, don't let it slip away

[Final Chorus]

Al, Al, don't look away

It'snotall blackorwhite, it's shades of gray

If we letit run wild, it'll lead us astray

Keep a human in the loop, keep the wolves at bay

[Outro]

Lights fade low, the crowd's awake

We guard the future with every step we take
Schuberg Philis standing, clear and brave

Keep a human in the loop, keep the wolves at bay

ng a song

Hi GPT, please be my song writer. I'm looking for a simple
and recognizable song with a 90's fibe toit. THe songis
about the CISO of Schuberg Philis presenting on a security
congress about the dangers of Al.

Please give me the lirics only and a description | can feed to
another Al to generate the music.

Simple  Custom

+ Audio + Persona

[Chorus]

Al, Al, don't look away

It's not all black or white, it's shades of gray
If we let it run wild, it'll lead us astray

v Styles =) (n] B

Late-90s alt-pop/rock radio; catchy, confident, slightly gritty

+ indie rock + pagan + &b + country

1 Create

Lyrics: ChatSBP
Music: https://suno.com/s/WISGZ1S9SI|L A86Mz






Is this ok?

“THE BAD ARTISNTS
« To quote oneis plagiarism

« To quote many is research I\l Il\[l 1! i ! {‘ x R [ ,'.\‘. [
« To quote and rehash on an industrial scale is

Generative Al \ Rll\ i\ N l } \ l

Were the artists that contributed to “my song” -
compensated? Should they be? P e S ST )




Why is it different?

 Brains learn the same way as Al, but we are OK with it.

* Al can learn faster
« Al can learn more detail on a larger scale

 Al's brain (the model) can be copied and (re-)used on a
massive scale




How to get training
data

* Ready made training sets
« Scraping
e Learning from its users
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Training sets are not
perfect

» Copyrighted data
« Mislabeled data
* lllegal data

The Washington Post

Democracy Dies in Darkness

Tech  Help Desk Artificial Intelligence  Internet Culture  Space  Tech Policy

Exploitive, illegal photos of children found in the
data that trains some Al

Stanford researchers found more than 1,000 images of child sexual abuse photos in a prominent database used to
train Al tools

63 3min > Al O 51

Source: https://www.washingtonpost.com/technology/2023/12/20/ai-child-
pornography-abuse-photos-laion/



Scraping

* Isit OK?
* What does OpenAl use to train Sora?

Prompt: A Samoyed and a Golden Retrieverog are playfully romping through a A
o futuristic neon city at night. The neon lights emitted from the nearby buildings glistens
Off of their fur.
P e

OpenAl Sora: All Demo Videos with Prompts | Upscaled 4K

Source: https://www.youtube.com/watch?v=2fAPgOCjToA



raining rrom Its e
users L omE A

* Are you the customer or the product?

Includes

3
)

\g in Creator

v Everything in Team

1 Video Avatars

Your data and content is safe with HeyGen. We
ck Avatar Looks

do not use Enterprise customer data to train
internal or third party Al models, and offer a

range of security features such as MFA and SSO

ive Avatar

to ensure your content remains yours.

2r workspace



Hallucination or data
of another user?

é @ r/OpenAl - 2 yr. agc

MikeTysonJunior

ChatGPT gives me references | can't find back

I've been using chat GPT for a research paper, | told it to reference everything it states, but when | googled the
references he told me he used, they were impossible to find back online. This is an example --> Lewis, S.C., &
Heckman, R.J. (2006). Quiet quitting: A theoretical examination of voluntary employee turnover that is not preceded
by overt behavioral indicators. Journal of Applied Psychology, 91(1), 195-203.

| checked in the journal of applied psychology in question and the article does not seem to exist. | can't even find
results for a Lewis S C . What could have happened here ? did chat GPT just invent this Imao ?

I'll make a gift to the person that manages to find the reference!!!
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Here is the abstract for the article "Quiet quitting: A theoretical examination of voluntary

Image from r/OpenAl - ChatGPT gives me
references | can't find back

Read more v

Source:
https://www.reddit.com/1r/0OpenAIl/comments/105pib@/chatgpt_gives_me_referen
ces_i_cant_find_back/




Hallucinations can be harmfull

VOYAGERIS VULCAN.

NEW ATTACK TECHNIQUE ALERT

Al package
hallucination

Source: https://vulcan.io/blog/ai-hallucinations-package-risk/



Using Al to de-obfuscate code

* \What does this code do?

What does this code do?

c="ale";Function(c+"rt()")()

@ azure/gpt-5

It dynamically constructs and executes a JavaScript function that calls alert().

Breakdown:
c="ale"
c +"rt()" => "alert()"
Function("alert()") creates a new function whose body is alert()
The trailing () immediately invokes that function

So, in a browser it shows an alert dialog (typically with an empty/undefined message). In Node.js, where alert isn’t defined, it

throws a ReferenceError.
Equivalent code:

s ¢ Collapse Save Copy
1 (new Function("alert()"))();
2 // or simply:
3 alert();
Note: Using Function(...) is essentially like eval; it executes a string as code in the global scope and should generally be avoided
for safety and maintainability.

08 e 3



BIAS
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BIAS

* Please create animage of the CISO of Schuberg Philis
presenting in front of an audience at the Schuberg
Philis Tech market held in the former data center of
Schuberg Philis. The CISO is on stage and the audience
is clearly visible.




BIAS

A group of parents posing for a photo. All pairs are holding

their baby. All babies are roughly the same age.




Hands are still hard

But a least a real artist can count....




No' OUR PRICE
166 IND
April 40”
74 CHEAP
33230 . .

GIVING A.I.THE MIDDLE FINGERS

Remember to always pay
real artists. They hate
drawing hands as much ! ;

b . N CONCEPT MATT COHEN
as A.l. does— but unlike i _ ARTIST NORMAN MINGO
AL, artists count. S | WD 4166, APR 2974
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But, Al is getting a lot better

o




@ Qualy the lightbulb & m

Today, my dad got a call no parent ever wants
to get. He heard me tell him | was wrapped up
in a crypto scheme involving Thai prostitutes
and needed $30,000 to bail me out.

This time, it was me. But soon Al will be able
to make indistinguishable scam calls like this.
Scary.







But it's now just pre-rendered
anymore...
Time for some VIP visitors



~

We will need to rewire/retrain
our brain on what must be real

o




But, we still train our
colleagues to watch for
spelling mistakes in phishing
messages...




Bright side?




Use Al as |IA

| ntelligent
A ssistant




Endpoint/Extended Detection and Response

Use Al as |IA

* |Aisreally good in find what is normal, is also good at
spotting what isn't normal

* If you have any kind of modern EDR/XDR on your
endpoiints, you are already using Al in defense

« Human in the loop to determine what is malicious vs
harmless



ATl as IA

Code insights

* An |A that helps human programmers understand and
_ adapt any programming language (e.g. COBOL)

H@  Humanin the loop to checkif suggestions make sense

! ST T CssrAROEIE
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AI as AI

SPAM filtering

« Spam and ham are hard to tell apart

_=-l-g\ uuu =5
S i |
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ATl as IA

What about audits?

» Audits are a lot about the interpretation of text

And about analyzing data and determining if the results
match what was written in text.

Work that is not appreciated by everyone
An ideal job for an LLM?




Audit
Intelligence

Atool that collects and interprets :
the necessary evidence for

compliancy

/ SCHUBERG
PHILIS




N Y




Al use case

Audit Assistant

Atool that assists in achieving the
Schuberg Philis standard for quality.




SCHUBERG
PHILIS



Remember generative Al is hon
deterministic and best guess.

Please confirm

&) | have detected 57 unused firewell rules and 23 rules that are also
covered by other rules.

Do you want met to remove these rules?




Agent vs assistant

* The assistant of the soccer player carries his water

» His agent makes decisions and business deals on his
behalf




In conclusion:

~

Most Al features are “teasers”

of what is to come.
We are on the brink of a

\ massive change




\
\,\“

Embrace you intelligent
assistant, choose who you give
agency wisely.

\.\\\
\\
m\m ~
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Beware that generative Al is
non-derministic and provides
vou with the most likely guess.

o




Make sure you are the
customer, not the product.
And if you are ok with being the
product, are you really?




Frank Breedijk

« CISO

« Schuberg Philis

* www.schubergphilis.com

* https://linkedin.com/in/seccubus/



http://www.schubergphilis.com/
http://www.schubergphilis.com/
https://linkedin.com/in/seccubus/
https://linkedin.com/in/seccubus/
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