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AI for cyber defense
Security-Congress 7-10-2025
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What’s the matter with AI?
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Is AI new?
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Artificial Neural 
Networks
• First desribed in scientific literatur in 1944 by Warren 

McCullough and Walter Pitts

• First implmentation by Frank Rosenblat in 1960 
“Mark I Perceptron”

• Recognition of characters
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ANN
• Modeling/simulating a human brain/mind in a computer

1. Learning / copying

2. Trying

3. Feedback (reward/penalty)

4. Repeat from 1.
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Why now?
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All knowledge is 
available as digital 
data
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We have a place to 
store the data
• All knowledge is available as digital data and accessible 

over the internet
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Blazingly fast 
computer power
• All knowledge is available as digital data and accessible 

over the internet

• Storing large amounts of data is not a problem anymore
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Ground breaking 
research
• “Attention is all you need” aka the “Transformers paper”

• A pivot in the way LLMs and other models where 
trained.

• Increasing the model’s context (attention) is more 
effective than increasing repetitions. 
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The results are 
amazing!
• Feed an AI thousands of images and their description:

• You end up with an AI that can describe images and 
that can create images based on a description
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Detailed 
photograph of a 
tired and 
depressed batman 
standing on a 
bridge over a 
canal in 
Utrecht. Dom 
tower in the 
background.
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Detailed 
photograph of a 
tired and 
depressed 
spiderman 
standing on a 
bridge over a 
canal in 
Utrecht. Dom 
tower in the 
background.
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Detailed 
photograph of a 
tired and 
depressed Barack 
Obama standing 
on a bridge over 
a canal in 
Utrecht. Dom 
tower in the 
background.
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Generative AI
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Generative AI ≠ 
Creative AI
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Generative AI =
Non deterministic process to 

come to a most likely outcome
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Detailed 
photograph of a 
tired and 
depressed Donald 
Trump standing on 
a bridge over a 
canal in Utrecht. 
Dom tower in the 
background.

Detailed 
photograph of a 
tired and 
depressed Kamala 
Harris standing on 
a bridge over a 
canal in Utrecht. 
Dom tower in the 
background.
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How to shield off 
knowledge
• How to prevent an AI from disemminating knowledge it 

has learned, but is not allowed to generate.
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Prompt engineering
• Using alternative ways to ask questions to bypass 

restrictions
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War of the machines?
Malicious question

Dismissive answer

“Creative” prompt

Dismissive answer

“Creative” prompt

Etc, etc,…

“Creative” prompt

Dismissive answer

Something it shouldn’t have given
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War of the machines?
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War of the machines?
Malicious question

Dismissive answer

“Creative” prompt

Dismissive answer

“Creative” prompt

Etc, etc,…

“Creative” prompt

Dismissive answer

Something it shouldn’t have given

Malicious Assignment
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LLMs without restrictions
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I love my AI assistant
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Summarizing text
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Hard to google 
questions
Is it possible to use a thousand separator when writing 
python code?

Google: Page after page of how to format numbers on 
output

ChatGPT:
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Creating a song
Title: Wolves at Bay (CISO on the Mic)

[Intro]

Whoa-oh, yeah-yeah, alright

[Verse 1]

Badges on the lanyards, neon screens glow bright

On a security con gress stage, Schuberg Philis in the lights

“Algorithms learn fast, but they don’t truly know

They can mirror our mistakes an d wear a fr iendly coat”

[Pre-Chorus]

Clicks and code, we’ve seen this road

From dial-up dreams to Y2K episodes

Truth gets blurred when patterns play

So listen close to what I’ve gotta say

[Chorus]

AI, AI, don’t  look away

It ’s not all black or white, it ’s shades of gray

If  we let it  run wild, it’ll lead us astray

Keep a human  in the loop, keep the wolves at bay

AI, AI, don’t be afraid

We build the guardrails, then  we light the way

Signal through the noise when the night feels strange

Keep a human  in the loop, keep the wolves at bay

[Verse 2]

Deepfakes in  the headlines, voices in disguise

Prompted by a whisper, models start to lie

Data gets poisoned, drift along the stream

Shadow tools and shortcuts tearing at the seams

[Pre-Chorus]

It  ain’t magic, it ’s math that’s wired

But math can echo al l that we admired

Risk and trust, we weigh each day

So let the compass guide the way

[Chorus]

AI, AI, don’t  look away

It ’s not all black or white, it ’s shades of gray

If  we let it  run wild, it’ll lead us astray

Keep a human  in the loop, keep the wolves at bay

AI, AI, don’t be afraid

We build the guardrails, then  we light the way

Signal through the noise when the night feels strange

Keep a human  in the loop, keep the wolves at bay

[Bridge]

We patched the past, line by line

From floppy dreams to cloud designs

Ethics, fail-safes, kill-switch tight

Zero trust hearts in the dead of night

Train it clean, test the seams

Measure truth against our dreams

Hand on the helm when storms roll in

Human oversight, we win again

[Breakdown]

Whoa-oh, keep the wolves at bay

Whoa-oh, don ’t let it slip away

[Fin al  Chorus]

AI, AI, don’t look away

It ’s not all black or white, it ’s shades of gray

If  we let it  run wild, it’ll lead us astray

Keep a human  in the loop, keep the wolves at bay

[Outro]

Lights fade low, the crowd’s awake

We guard the future with every step we take

Schuberg Phil is standing, clear and brave

Keep a human  in the loop, keep the wolves at bay

Lyrics: ChatSBP
Music: https://suno.com/s/WISGZlS9SILA86Mz

Hi GPT, please be my song writer. I’m looking for a simple 
and recognizable song with a 90’s fibe to it. THe song is 
about the CISO of Schuberg Philis presenting on a security 
congress about the dangers of AI.
Please give me the lirics only and a description I can feed to 
another AI to generate the music.
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Is this OK?
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Is this ok?
• To quote one is plagiarism

• To quote many is research

• To quote and rehash on an industrial scale is 
Generative AI

Were the artists that contributed to “my song” 
compensated? Should they be?
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Why is it different?
• Brains learn the same way as AI, but we are OK with it.

• AI can learn faster

• AI can learn more detail on a larger scale

• AI’s brain (the model) can be copied and (re-)used on a 
massive scale
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How to get training 
data
• Ready made training sets

• Scraping

• Learning from its users



30, 128, 237

232, 242, 253

30, 232, 237

2, 12, 23

8, 38, 70

255, 219, 78

255, 112, 0

Primary 
colours

Secondary 
colours

42, 192, 161

109, 95, 257

255, 0, 137

Tertiary 
colours

255, 109, 140

13, 235, 165

Source: https://www.washingtonpost.com/technology/2023/12/20/ai-child-
pornography-abuse-photos-laion/

Training sets are not 
perfect
• Copyrighted data

• Mislabeled data

• Illegal data
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Scraping
• Is it OK?

• What does OpenAI use to train Sora?

Source: https://www.youtube.com/watch?v=2fAPgOCjToA

?
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Training from its 
users
• Are you the customer or the product?
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Source: 
https://www.reddit.com/r/OpenAI/comments/105pib0/chatgpt_gives_me_referen
ces_i_cant_find_back/

Hallucination or data 
of another user?
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Hallucinations can be harmfull

Source: https://vulcan.io/blog/ai-hallucinations-package-risk/
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Using AI to de-obfuscate code

• What does this code do?
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BIAS
You cannot discuss AI and not discuss bias.
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BIAS
• Please create an image of the CISO of Schuberg Philis 

presenting in front of an audience at the Schuberg 
Philis Tech market held in the former data center of 
Schuberg Philis. The CISO is on stage and the audience 
is clearly visible.
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BIAS
A group of parents posing for a photo. All pairs are holding 
their baby. All babies are roughly the same age.
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Hands are still hard
But a least a real artist can count….
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But, AI is getting a lot better
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But it’s now just pre-rendered 
anymore... 

Time for some VIP visitors
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We will need to rewire/retrain 
our brain on what must be real
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But, we still train our 
colleagues to watch for 

spelling mistakes in phishing 
messages…
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Bright side?
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Use AI as IA

I ntelligent 
A ssistant
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Endpoint/Extended Detection and Response

Use AI as IA
• IA is really good in find what is normal, is also good at 

spotting what isn’t normal

• If you have any kind of modern EDR/XDR on your 
endpoiints, you are already using AI in defense

• Human in the loop to determine what is malicious vs 
harmless



30, 128, 237

232, 242, 253

30, 232, 237

2, 12, 23

8, 38, 70

255, 219, 78

255, 112, 0

Primary 
colours

Secondary 
colours

42, 192, 161

109, 95, 257

255, 0, 137

Tertiary 
colours

255, 109, 140

13, 235, 165

AI as IA

Code insights
• An IA that helps human programmers understand and 

adapt any programming language (e.g. COBOL)

• Human in the loop to check if suggestions make sense
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AI as AI

SPAM filtering
• Spam and ham are hard to tell apart
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AI as IA

What about audits?
• Audits are a lot about the interpretation of text

• And about analyzing data and determining if the results 
match what was written in text.

• Work that is not appreciated by everyone

• An ideal job for an LLM?
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Remember generative AI is non 
deterministic and best guess.
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Agent vs assistant
• The assistant of the soccer player carries his water

• His agent makes decisions and business deals on his 
behalf
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In conclusion:
Most AI features are “teasers” 

of what is to come.
We are on the brink of a 

massive change
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Embrace you intelligent 
assistant, choose who you give 

agency wisely.
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Beware that generative AI is 
non-derministic and provides 

you with the most likely guess.
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Make sure you are the 
customer, not the product.

And if you are ok with being the 
product, are you really?
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Frank Breedijk
• CISO 

• Schuberg Philis

• www.schubergphilis.com

• https://linkedin.com/in/seccubus/ 

http://www.schubergphilis.com/
http://www.schubergphilis.com/
https://linkedin.com/in/seccubus/
https://linkedin.com/in/seccubus/
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