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AI for cyber defense
Security -Congress 7 -10-2025
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Whatȹs the matter with AI?
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Is AI new?
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Artificial Neural 
Networks
ÅFirst desribed in scientific literatur in 1944 by Warren 

McCullough and Walter Pitts

ÅFirst implmentation by Frank Rosenblat in 1960 
ȻMark I Perceptronȼ

ÅRecognition of characters
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ANN
ÅModeling/simulating a human brain/mind in a computer

1. Learning / copying

2. Trying

3. Feedback (reward/penalty)

4. Repeat from 1.
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Why now?
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All knowledge is 
available as digital 
data
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We have a place to 
store the data
ÅAll knowledge is available as digital data and accessible 

over the internet
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Blazingly fast 
computer power
ÅAll knowledge is available as digital data and accessible 

over the internet

ÅStoring large amounts of data is not a problem anymore
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Ground breaking 
research
ÅȻAttention is all you needȼ aka the ȻTransformers paperȼ

ÅA pivot in the way LLMs and other models where 
trained.

ÅIncreasing the modelȹs context (attention) is more 
effective than increasing repetitions. 
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The results ar e 
amazing!
ÅFeed an AI thousands of images and their description:

ÅYou end up with an AI that can describe images and 
that can create images based on a description
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Detailed 
photograph of a 
tired and 
depressed batman 
standing on a 
bridge over a 
canal in 
Utrecht. Dom 
tower in the 
background.
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Detailed 
photograph of a 
tired and 
depressed 
spiderman 
standing on a 
bridge over a 
canal in 
Utrecht. Dom 
tower in the 
background.
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Detailed 
photograph of a 
tired and 
depressed Barack 
Obama standing 
on a bridge over 
a canal in 
Utrecht. Dom 
tower in the 
background.
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Generative AI
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Generative AI ʋ 
Creative AI
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Generative AI =
Non deterministic  process to 

come to a most likely  outcome
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Detailed 
photograph of a 
tired and 
depressed Donald 
Trump standing on 
a bridge over a 
canal in Utrecht. 
Dom tower in the 
background.

Detailed 
photograph of a 
tired and 
depressed Kamala 
Harris standing on 
a bridge over a 
canal in Utrecht. 
Dom tower in the 
background.
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How to shield off 
knowledge
ÅHow to prevent an AI from disemminating knowledge it 

has learned, but is not allowed to generate.
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Prompt engineering
ÅUsing alternative ways to ask questions to bypass 

restrictions
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War of the machines?
Malicious question

Dismissive answer

ȻCreativeȼ prompt

Dismissive answer

ȻCreativeȼ prompt

Etc, etc,Ɂ

ȻCreativeȼ prompt

Dismissive answer

Something it shouldnȹt have given
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Dismissive answer

ȻCreativeȼ prompt
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Malicious Assignment
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LLMs without restrictions



30, 128, 237

232, 242, 253

30, 232, 237

2, 12, 23

8, 38, 70

255, 219, 78

255, 112, 0

Primary 
colours

Secondary 
colours

42, 192, 161

109, 95, 257

255, 0, 137

Tertiary 
colours

255, 109, 140

13, 235, 165

I love my AI assistant
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Summ arizing text
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Hard to google 
questions
Is it possible to use a thousand separator when writing 
python code?

Google: Page after page of how to format numbers on 
output

ChatGPT:


