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CONTINUOUSLY ¢
IN CONTROL L

Due to automated and efficient
cyber and appsec security solutions.

Translate cyber risks into business risks.
Ensure commitment to your plans and
priorities.

Meet compliance with industry standards
and regulations while knowing your security
posture instantly.
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ARE YOU FAMILIAR WE ALREADY DO
VULNERABILITY

SCANNING.
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INCOMPLETE ASSET INVENTORY
Identifying all assets is essential, as
unseen elements cannot be patched

Automating discovery and linking owners
helps ensure comprehensive coverage.
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BUSINESS ALIGNMENT & RISK

g (YCCEPTANCE
Linking technical vulnerabilities to
business risks aids understanding.
Documented exceptions with clear

ownership and expiry dates facilitate
informed decision-making.

Vulnerability management

PRIORITIZATION WITHOUT
CONTEXT

elying solely on CVSS scores can
misrepresent risk levels. Consider
exposure, data sensitivity, and
alternative metrics like EPSS/KEV for
better prioritization.

OISE AND FRAGMENTED
TOOLING

Too many alerts can overwhelm teams.
Centralizing findings, deduplicating data,
and auto-assigning issues to owners
streamline the remediation process.
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Continuous Threat Exposure
Management
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Threats Vulnerability Risk
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Continuous Threat Exposure

Management
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Organisatie

PROJECT OVERVIEW

Financién

Boekhouding
Software A Software B Software C

Computersystemen

Non Classified In progress

NT SUMMARY PROJECT RISK BREAKDOWN
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Scan Tools Profile Help

Europe/Berlin © Q| | @ Sign out in: 29:3

Assets
Target: [192.168.100.%

: [nmap 192.168.100.*

Host name 1P address Operating system Appliance name Asset ID Criticality Action

Servi Nmap Output Ports / Hosts | Topology | Host De

Hosts Viewer || Fisheye || Controls Save Graphic
192.168.100.60 5 : .. | Action
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(]

Dashboards

(6)

Scope

O]

Discover

Validate

=]

Prioritize

®

Reports

®

Settings

Vulnerability Prioritization

CVEs by severity

® Critical

Try searching for...

]

O

CVEID

CVE-2017-8464

CVE-2023-22527

CVE-2024-1709

CVE-2013-3900

CVE-2023-38831

CVE-2024-26169

@High @Medium @Low @ Info

77N
12.5K

CVEs

Q &) Date Range 2= Filters

CVSS >> Analyzed severity 1!

aD - D
D - aED

10.0 Critical JE3

aD > @D

aD - amD

CVEs by asset tier

Y crown Jewel
@ Tier1
@ Tier2
@ Tier3

© Unassigned

12,540 results Select all

Assets count Tl Asset types

2 © Host
1 © Host
1 3 Host
24 O Host
12 O Host
5 © Host

Business context

@ Finance & Revenue Systems +

@ Identity & Access Management

@ Crown Jewels

(@ Compliance Systems | +4

@ Finance & Revenue Systems +2

@ Finance & Revenue Systems +1

CVEs prevention ratio

@ Prevented @ Not Prevented

Testable Tl

Testable

_ Testable

Testable

J Testable

Testable

_ Testable

27%

Prevention ratio

Prevention ratio Tl Detection ratio Tl
0%
13%
38% 8%
0%
0%

@ Default

CVEs exploitability breakdown

& 0o

(e

® | & AskAl

{8 Table view settings

All CVEs 3 13K
Exploited CVEs [ ] 541
APT groups exploited | 65
APT groups targeted | 29
Show severity calculation @ D Columns [4 Export
Business owner Exposures count Tl  Affecte
N/A 2 Micros:
N/A 1 Atlassi
N/A 1
N/A 24 Micros:
N/A 12
N/A 5 Micros:
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Exposure Validation

(B Templates (8] Attack Simulation ¢ ThreatFeed & Assessments @ Resources

-
Dashboards
Quick scenario fifters
® : @ Search scenarios Q £3 Date Range 8,975 Scenarios Select all + Create scenario

New scenarios

Scope No pre-requirements @ | 'menock L ana
This scenario focuses on the use of obfuscated PowerShell commands and the creation of malicious shortcuts to ensure persistence on a Windows system. It simulates the encoding of commands into Base64 and the creation of a shortcut in the startup folder, which executes the malicious payload
@ Shared scenarios @ upon system reboot. The harmful activities simulated include the use of obfuscation to evade detection and the establishment of persistence through malicious shortcuts, highlighting the tactics employed by attackers to maintain access to compromised systems. >
INscover: Security controls C N’D W HIGH  2actions QO @ 28
8 O Antivirus @ CDR Q cwrp.
Vasdata o (=2 | )
@® s /s G x8s @ SEM This scenario focuses on the installation of remote access tools and the of malici files usi of AnyDesk and the use of the MsXml COM object to download files from untrusted sources. The harmful activities simulated include the unauthorized
B instaliation of software that can facilitate remote access and the potential downloading of malicious files, whach can lead to further explonaﬁon of the system and unauthorized access to sensitive information. >
@ soar I'a @ swe
Prioriti L -
ortize O (New) [l HIGH 2acions O @ &
a Platforms
1item selected $2
R
oo O File D and
This scenario focuses on the use of various PowerShell methods to download files and exfiltrate sensitive data from a Windows system. It simulates muitiple for files, Includnq the use of Invoke-WebRequest and RClone for FTP exfiltration. The harmful activities simulated inc
@ Windows Q lude the ing of ially malicious files and the transfer of sensitive data to remote servers, demonstrating how attackers can exploit il to steal system integrity. >
Settings =
(1) Selected Clear al O m@ I HIGH  2acons G} O @ 28
(] 48 windows
[T) Interlock Ransomware: Remote Access and File Download
This scenario focuses on the installation of remote access software and the downloading of files using PowerShell to facilitate unauthorized access and data It simulates the ion of ScreenConnect, enabling attackers to remotely control the l:ompromlsed system, and tests the abilit
FPT Grolps' ¥ to download files from external sources. The harmful activities simulated include the establishment of a Command and Control (C2) connection through remote access software and the potential theft of sensitive data via file the ri with remote ac >
cess.
1item selected o
C | New ] Il HGH 2actions 3 @ o 88
Scattered Spider Q
(1) Selected al O ing and File Dy
This scenario focuses on the of software and file to capture sensitive information and potentially install further malicious payloads. It simulates the downloading of a keylogger that records user keystrokes, allowing attackers to harvest confidential dat
D Scattered Spider asuchas and personal i i it tests the system's defenses against file using The harmful activities simulated include the capture of user input through ing and the of files, which can lead to data br >

eaches and further exploitation of the compromised system.

O (New) [HICRTICAL |2actons QO @ | 8

Destination country

1item selected v C] Registry and Pay
This scenario focuses on the use of PowerShell to establish persistence and execute malicious payloads on a Windows system. It simulates the creation of a RunOnce registry entry, which ensures that a specified program or script runs at the next system startup, thereby allowing the attacker to mai
Netherlands Q ntain access to the system. Additionally, the scenario includes downloading malicious code and executing it, demonstrating how attackers can infiltrate and compromise systems. The harmful activities include the of through registry manipulation, downloading an
d executing malicious files, and all of which are common tactics used in ransomware attacks. 2
(1) Selected Clear a

New ) [l HGH 4acons 3O @ =8

Netherlands

Select item v < 1 2 3 4 5 >
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N\

|  Finding Name

| Insufficient Endpoint Security protection

| Misconfigured security control detection

Remediate

Scenario Name Timestamp T! End Time Tl

Add New Local Admin User 4/3/203% WALS
03:46:58 03:47:12

Add New Local Admin User 4/3/2025 4/3/2025
03:46:58 03:47:12

add’a new user to the local administrators group

Endpoint Detection and Response (EDR) rules monitor and take actions on endpoints. They are used for detecting and responding to threats at the device
level, such as unusual file executions or process behaviors.

Cymulate's universal EDR mitigation Query translator

EDR RULE

@ Copy »

SentinelOne

'Process.CommandLine CONTAINS "net localgroup administrators” AND Pr @ Copy
ocess.CommandLine CONTAINS "/add™*

8 October 2025

Status 1! Detection

Not Prevented

Not Detected (®) No alert or event triggered

_—

Rule type: Single event *(tgt.process.cmdline contains 'net localgroup admi
nistrators' and tgt.process.cmdlina contains '/add’)"

18
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‘,,I Finding Name

| Insufficient Endpoint Security protection

Cymulate Dashboard
o Ll AT s
0 v b Tl
@ 3
)
a Secre Web Gatonsy
2 - -
) p)
®
SERAN ) SN e e
ecure [rrad Latweny
50
ey hpghcatew
Freas
e

e et

Scenario Name

Add New Local Admin User

Add New Local Admin User
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Timestamp 1! End Time 1!
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Previous Status 1.

Not Detected

Not Prevented
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Test ontdekte
kwetsbaarheden op
waarheidsgetrouwe

exploitatiemogelijkheden.

s
/,:/
/

Verbind
kwetsbaarheden met
bedrijfsrisico’s voor
betere prioritering.

Gebruik prioritering
om backlog
beheersbaar en
overzichtelijk te
houden.

oy
\ Begin met een

/, duidelijke scope voor
gerichte analyses en
focus.

CTEM moet als
proces gezien
worden, niet enkel
als tool.
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Drift Monitoring
Watch for deviations from
baseline due to emerging

threats.

Continuous Assessment
Regularly reassess risks in a
dynamic landscape.

loC Remediation
01 Quick wins—automated or
manual resolution.

Broader Remediation
0788 Address deeper issues and
minimize the gaps.

8 October 2025

CTEM Program by Cymulate

Scoping
Align on priorities, reporting
metrics, and action plans.
Stabilize &
Monitor Initial Assessment
Understand the baseline and
Set the identify quick wins.
foundation for
Baseline Capturing
03 Define your new secure
state.

SuUcCcess
Gap Analysis
Identify where your defenses
fall short.

Prioritize Risks
02 Focus on what matters most
based on criticality and

exposure.

Ensure long
term
resilience

Remediate

Start fixing

& reducing
risk Evaluate

current state
& exposures

22
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O & -
SCAN ME

MEET OUR EXPERTS

WWW.CERT2CONNECT.COM

INFO@CERT2CONNECT.COM
+31(0)20 8208631
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