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ENISA Threat Landscape 2025
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ENISA Threat Landscape 2025- Common Weakness EnumeraBon (CWE)
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THREAT RISK (I*L) IMPACT LIKELIHOOD

1. Supply Chain Compromise of Software Dependencies 17,71 4,21 4,21

2. Skill Shortage 17,20 4,10 4,20

3. Human Error and Exploited Legacy Systems within Cyber-Physical 
Ecosystems

16,69 3,96 4,22

4. Exploitation of Unpatched and Out-of-date Systems within the 
Overwhelmed Cross-sector Tech Ecosystem [Optional]

16,21 4,05 4,00

5. Rise of Digital Surveillance Authoritarianism / Loss of Privacy 15,34 3,96 3,88

6. Cross-border ICT Service Providers as Single Point of Failure 15,12 4,14 3,65

7. Advanced Disinformation / Influence Operations (IO) Campaigns 14,38 3,42 4,21

8. Rise of Advanced Hybrid Threats 14,03 3,68 3,81

9. Abuse of AI 13,22 3,43 3,86

10. Physical Impact of Natural/Environmental Disruptions on Critical Digital 
Infrastructure [Optional]

12,99 3,68 3,53

Table 1. New prioritisation of threats

ENISA Foresight cybersecurity threats for 2030 – update March 2024
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Vacatures HSD-partners 2025-’26 (t/m 12 maart) securitytalent.nl
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Veel gevraagde taken, skills en kennis

Onderzoek cybersecurity arbeids- en opleidingsmarkt, EZK/Dialogic/PTvT, 2023
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h:ps://pauljerimy.com/security-cerBficaBon-roadmap/
Onderzoek cybersecurity arbeids- en opleidingsmarkt, EZK/Dialogic/PTvT, 2024

CIPM

ECSA
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Identified number of trends requiring 
competence 

Cyber hubs - country reports 
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A.1.   IS and Business Strategy Alignment          1 2% 
A.2.   Service Level Management           0% 
A.3.   Business Plan Development           0% 
A.4.   Product/Service Planning           0% 
A.5.   Architecture Design        1 2  8% 
A.6.   Application/Product Design          1 2% 
A.7.   Technology Trend Monitoring          1 2% 
A.8.   Sustainability Management           0% 
A.9.   Innovating           0% 
A.10. User Experience           0% 
B.1.   Application/Product Development         2 1 7% 
B.2.   Component Integration  1 1        2% 
B.3.   Testing        6 1  21% 
B.4.   Solution Deployment           0% 
B.5.   Documentation Production  1 1        2% 
B.6.   ICT Systems Engineering 1 3 2 1 2 1 1  1  14% 
C.1.   User Support           0% 
C.2.   Change Support           0% 
C.3.   Service Delivery           0% 
C.4.   Problem Management 1 3 2 1 2   4 2 1 28% 
C.5.   Systems Management 2 2 2 1 2 1 2 4 1 1 29% 
D.1.   Information Security Strategy Development        2   6% 
D.2.   Quality Strategy Development           0% 
D.3.   Education and Training Provision        6 2  23% 
D.4.   Purchasing           0% 
D.5.   Sales Development           0% 
D.6.   Digital Marketing           0% 
D.7.   Science and Analysis   1      4 1 13% 
D.8.   Contract Management           0% 
D.9.   Personnel Development        5  1 17% 
D.10. Information and Knowledge Management        1   3% 
D.11. Needs Identification           0% 
D.12. Security Consulting         1 1 5% 
E.1.   Forecast Development           0% 
E.2.   Project and Portfolio Management           0% 
E.3.   Risk Management  2 2  1   4 2 1 24% 
E.4.   Relationship Management         2 1 7% 
E.5.   Process Improvement           0% 
E.6.   Quality Management and Compliance 1 1 1  1 1   4 1 17% 
E.7.   Business Change Management        1 1  6% 
E.8.   Information Security Management  1 1  1 1 1 4   17% 
E.9.   Information Systems Governance 1  1    1   1 5% 
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 GAP in %  
Competence/ Proficiency level Level e-1 Level e-2 Level e-3 Level e-4 Level e-5 Overall Rank Overall  
A.1. IS and Business Strategy Alignment        -2% 1% -4% 24 
A.2. Service Level Management      0% 0%   -1% 9 
A.3. Business Plan Development      -2% -1% -1% -4% 25 
A.4. Product/ Service Planning    -4% -1% 0%   -6% 27 
A.5. Architecture Design      -5% 2% 7% -12% 34 
A.6. Application/ Product Design  0% -5% -9%     -17% 40 
A.7. Technology Trend Monitoring      -6% 2% 1% -7% 28 
A.8. Sustainability Management      -3% 0%   -3% 22 
A.9. Innovating        -2% 0% -3% 19 
A.10. User Experience    -4% -5% -1%   -10% 32 
B.1. Application/ Product Development  5% 1% -12%     -20% 41 
B.2. Component Integration    -6% -8% 2%   -16% 37 
B.3. Testing  16% 18% 9% 17%   -1% 10 
B.4. Solution Deployment  -4% -2% -9%     -15% 36 
B.5. Documentation Production  2% 1% -7%     -8% 29 
B.6. ICT Systems Engineering      -4% 8%   -10% 30 
C.1. User Support  -3% 0% -1%     -4% 23 
C.2. Change Support    0% -2%     -2% 16 
C.3. Service Delivery  0% -1% -2%     -3% 20 
C.4. Problem Management    23% 22% 21%   10% 3 
C.5. Systems Management  24% 22% 10%     -1% 12 
D.1. Information Security Strategy 
Development        4% 5% 3% 4 
D.2. Quality Strategy Development        -2% 0% -1% 14 
D.3. Education and Training Provision    25% 21%     23% 1 
D.4. Purchasing    -1% 0% 0%   -1% 13 
D.5. Sales Development    0% 0% 0%   0% 6 
D.6. Digital Marketing    0% 0% 0%   -1% 8 
D.7. Science and Analysis    10% -4% 3% 13% -17% 38 
D.8. Contract Management    0% 0% 0%   0% 7 
D.9. Personnel Development    16% 13% 16%   11% 2 
D.10. Information and Knowledge 
Management      -1% 1% 3% -3% 21 
D.11. Needs Identification      -9% -2% 0% -12% 33 
D.12. Security Consulting      0% 2%   -3% 18 
E.1. Forecast Development      -4% -1%   -4% 26 
E.2. Project and Portfolio Management    -9% -6% -2% -1% -17% 39 
E.3. Risk Management    19% 13% 16%   0% 5 
E.4. Relationship Management      0% 5%   -2% 15 
E.5. Process Improvement      -9% -3%   -12% 35 
E.6. Quality Management and 
Compliance    16% 4% 12%   -2% 17 
E.7. Business Change Management     0% 5% 5% -1% 11 
E.8. Information Security Management    4% 2% 5%   -22% 42 
E.9. Information Systems Governance        -7% 2% -10% 31         
Table AA. Overall Gap Analysis per level. Based on country data, literature review, trend analysis, focus groups and 
vacancy analysis (n=606) and development oBers (n=249). Green = Opportunities for education: demand exceeds the 
supply of current educational oBers. Yellow = Education is on par with demand. Orange/Red = Surplus: the supply of 
current educational oBers exceeds the demand in job vacancies now and in the future.   
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current educational oBers exceeds the demand in job vacancies now and in the future.   
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Interventies 
en acties

Training en opleidingsontwikkeling
• Module gebaseerde aanpak voor professionals

Monitoring van arbeidvraag en opleidingen
• Dynamisch veld, inzichten delen

Outreach: vergroot de talentpool
• Bredere selectie, zij-instromers & helpers

Competenties voor matching
• E-CF, CompetentNL, skills framework EC, ECSF

Onderhoudt de workforce
• Ontwikkel individuen, vergroot de pool, behoudt talent



Wrap-up

• Veranderend veld
• Onvolwassen arbeidsmarkt
• Rela4ef stabiele vaardigheden
• Steeds beter zicht op actuele vraag
• Gebrek aan talent is veiligheidsdreiging
• Hoe te ontwikkelen (Rick)
• Wie te kiezen & ontwikkelen (Ferry)



Mark Ruijsendaal
mark.ruijsendaal@securitydelta.nl


