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“WE MUST HARNESS THE POWER
OF AI TO FUNDAMENTALLY
TRANSFORM IDENTITY SECURITY”

IDENTITY SECURITY MUST SCALE

WITH TH

= MODERN ENTERPRISE

Al ENABLES US TO MOVE FROM
REACTIVE GOVERNANCE TO
PROACTIVE SECURITY
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Ontwikkeling van IAM

Maturity model

Al in IAM / SailPoint
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de SITS Group

BRONZE | Top 35%

ecovadis

JAN 2025

Een voortdurend groeiende organisatie
van toonaangevende aanbieders in
cyberbeveiliging en bieden u meer uitgebreide
oplossingen dan welke andere
beveiligingsleverancier dan ook.

Een sterk team

van meer dan 700 medewerkers in
Europa en allemaal gericht op
beveiliging.

SiTS | TRAXION

IAM Practice lead

Onze missie

Gemoedsrust en vertrouwen dankzij 360° beveiliging.
Wij garanderen governance, identificatie,
bescherming, detectie, respons en herstel voor uw
bedrijf - van middelgrote tot grote ondernemingen.

IAM Practice lead

SITS | Traxion is de practice leader voor
|JAM. SITS | Traxion is al meer dan 25 jaar
succesvol in de Benelux-markt en
opereert in 7 landen.

Een sterk team
Meer dan 140 IAM-experts.

Breed klantenportfolio
Bescherming van meer dan 2.000
Europese bedrijven, van MKB'S tot
grote corporates en van de
Publieke sector tot de
gezondheidszorgsector.

Langdurige ervaring
De leden van de SITS Group zijn al meer
dan 25 jaar succesvol actief in 7 landen.

SITS | TRAXION



Introductie

SITS|Traxion IAM practice portfolio
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Ontwikkeling van IAM




Begin 2000

r-4

-

ﬁﬁe Edt  Actions Tools Help

O N

Invite Send Fil Files Wideg Voice Activities Games

To:

A 8- Ovoedp - G- &- (&) |

| S

JIA

P e S
| -
Send _d
‘ Search | J
[ Mase Sl |
\ J

Click for new Emoticons and Theme Packs from Blue Mountain




Begin 2000

= Opkomst van enterprise IAM

= |[dentity and Access Management (IAM) als term en als
productcategorie

= Microsoft Identity Integration Server (MIIS)
= Regelgeving duwt IAM vooruit
= Van handmatige processen naar automatisatie




2010-2020
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2010-2020

= 2010-2020: Explosie van IAM door cloud & mobiele technologie

= Uitbreiding naar IGA, PAM, CIAM
o IAM splitst in meerdere specialisaties:

= |GA (Identity Governance & Administration) voor audit,
certificaties, SoD

= PAM (Privileged Access Management) voor admin- en kritieke
accounts

= CJAM voor consumentidentiteiten




2010-2020
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2020-2024



2020-2024: Zero Trust & identity-first security
wordt de norm

= Zero Trust (“never trust, always verify”)
= |DaasS en cloud-native IAM
= Einde van klassieke netwerken
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2024-2026

18



2024-2026: Identity Security als control-plane voor
cybersecurity

= Al & machine identities nemen over
= |dentity Threat Detection & Response (ITDR)
= |AM verschuift naar een strategische beveiligingslaag




Maturity Model




Maturity Model

Spoorboekje

« Maturity Model per onderdeel
« Meer dan een tool

« Waar sta ik als organisatie?

21




IGA Building Blocks

Wat is belangrijk voor een organisatie?

Hoe staat het met de awareness, kennis en
capaciteit van de organisatie?

Governance

Hoe ondersteunt
technologie de

Compliance

Processes

Hoe worden
gebruiken en
autorisaties beheerd?

Information

Zijn de rollen en verantwoordelijkheden
duidelijk?

Welke compliance requirements zijn
er?

Hoe betrouwbaar is de informatie?




—— 1GA Maturity Model

SITS | TRAYION










Take-away

/1

De technologie is volwassen —
net zijn de stakenolders die het
verschil maken”




Take-away

‘De zwakste schakel bepaalt de
volwassenheid van Je hele
| GA-programma”




Al in IGA/SailPoint



Waarom Al?

Al maakt IAM begrijpelijker voor de business
Schaalbaarheid

Versnellen implementaties

Herkennen van patronen

...0p naar de voorbeelden!
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Using Recommendations to Make Access Decisions
« Peer group analysis

More than 70% of the identities in the peer group
have the access.

The access is unique within the identity's peer
group, or 70% or less of the identities in the peer
group have the access.
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1 | - ]

A - k - -"-. .‘- . '/.

1 r ) "'\-_ ./... - LY F, - ...\

v v | (X e
.\.. N ._/" "x_. ) A h z

30




Access Recommendation

« Peer group analysis

Rueamimerdaed

My Recommendations
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Harbor Pilot

Workflow schrijven
Documentatie
Transform schrijven

Report

4 SailPoint

Active Completed

Overdue Certification

Overdue Certification

Overdue Certification

 Harbor Pilot Y voX

©

Give me a 2 sentence explanation of a certification campaign?

Acertification campaign is a set of reviews that allows
designated people, such as managers or system owners, 1o
evaluate users' access to enterprise systems and data. These
campaigns improve data security by reducing inappropriate
access and helping organizations satisfy audit and regulatory
requirements,

References
« Certifications Qverview




Al application onboarding
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Account_Carrelatinn Recommendatinng

AcCcour

Applica

Sources

Discovered Applications

Discovered Applications

Manual Upload Discover Applications

Q, Search for a source

7 Results

Name

Active Directory

Example Application

Example Application

Example Application

Example Application

Workday

Rows per page 50

Description

Active Directory

Example Description

Example Description

Example Description

Example Description

Workday

1-Tof7

Discovery Source

template (3).csv

template.csv

template.csv

template (4).csv

template (1).csv

template (3).csv

template (3).csv

Discovery Source ...

csv

csv

csv

csv

csv

Last Discovered 1

Apr 5, 2024, 4:42:10 PM

Apr 16, 2024, 3:47:32 PM

Apr 16,2024, 4:27:25 PM

May 22, 2024, 2:01:41 PM

Apr 16,2024, 4:13:56 PM

Apr 55,2024, 4:42:10 PM

Apr 5, 2024, 4:42:10 PM

First Discovered 1

Apr 5,2024, 4:42:10 PM

Apr 16, 2024, 3:47:32 PM

Apr 16,2024, 4:27:25 PM

May 22, 2024, 2:01:41 PM

Apr 16,2024, 4:13:57 PM

Apr5,2024, 4:42:10 PM

Apr5,2024, 4:42:10 PM
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Access Modeling
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« Role Discovenj

Role Insights

Discover Com

< Role Insights

Define a Group of Identities

Use filters to define a group of identities that you expect to have shared entitlements through roles. Learn

Filter Identities

Discover Roles vV

1 Discover Common Access Roles
(X N .
@®® Broad, cross-functional access

al

Discover Specialized Roles

Y o

Location: Miami €@ AND Department:IT ©

38 identities match your filter

Display Name First Name Last Name
Alaina Gaylord Alaina Gaylord
Alcide Gutmann Alcide Gutmann

Specific, functional-area access

Q (m)
Work Email Created Lifecycle State Accounts
"~
alaina.aylord... 2020-12-03 2
alcide.utmann... 2020-12-03




Access Insights

« |dentity Outliers
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Identity Outlier Dashboard

Total Qutliers

Identities with low similarity to other identities in your organization

2 l /347 (6%)

22 8 (629%) more outliers in last 30 days

Recommended Actions
Take the following actions to remediate the identity outliers in your organization. Learn More

Certify All OQutliers
Create a certification campaign to certify all identity outliers




GenAl
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Ntitlamaontc

« 10.000+
* FIN_GL_A
« Mag groc

GenAl Entitlement Descriptions

Q Search by Display Nan
n My Descriptions Pending Approval
65 Results
Hame I Source Name

2

Generated Description

Grants the ability to view teams, projects and resources for
coordination purposes but no access to identity data, user
records or configurations. Read-only access for high-lavel
oversight and planning.

Grants read-only access to employee directory and contact
information for internal communication purposes. Dees not share
any persenal details of employees without their consent.

Provides administrative access to manage and configure the
identity governance system itself. Permissions include adding or
removing connected applications, modifying policies and
approval workflows.

Status

Pending Approval

Actions

View Details




Agent Identity SecuritE IS

Create Al Agent

AWS SaasS Amazon Bedrock
° -
Wa1 Human Identities Al Agents
° Al ,A Machine Identities A -
I\ Q. Search Al Agents
Al Agents
« Ow g
Applications 4 Results
« Cer]
°
AU q Name 1 owners User Entitlements
Inventory Analysis Agent Aaron Nichols...+1 more 3
Recruiter Agent Aaron Nichols...+2 more 1
Sales Support Agent Dawn.Oliver...+1 more 1
Security Agent Adam.Kennedy...+1 more 3
Rows per page 50 | 1-40f4

Modified 1 Actions

Sep 17, 2025, 9:38:55 AM
Sep 17,2025, 9:34:57 AM
Sep 17,2025, 9:36:35 AM

Sep 17, 2025, 9:39:43 AM

Web Services Saas Not applicable
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Identity Graph

Agent Identity Security -

Identity Graph
o) Viewing identity Noralee X

campusAccess

Access Request Playlist

A1 Agent - Payrol

8 Direct Entitlements

Owner Selection

® Recrulter Al Agent

=

(0] Recruiter Al Agent
AD Group used to assign the individual
workers, which need ocoess to the
Recruiter Al Agent.
* Entitlements gronts occess to an Al Agent

Nora.lee

1(100%) Privileged Entitlernents

Empioyees

London Office

3 Roles

payroll Dept

]




Recap & Take-aways

Ontwikkeling van IAM
« Van Hippo's naar Al-agents

 |dentity is the perimeter, Al ondersteunt

Maturity Model

e« |AM is teamwork

Al in IGA / SailPoint
» Gebruik Al waar het echt waarde toevoegt
« Al neemt nog niet over!

« Niet alleen een hulpmiddel, maar ook om Al te managen

39




Einde!

Pieter de Loos

SITS | Traxion
pieter.de.loos@traxion.com
+32 486 566 588

https://www.linkedin.com/in/pdeloos
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