- Auteur: Paul WM. Oor is freelunce Security & Dutu Protection Manuger/Consultant, Paul is te bereiken viu paul@shared-
experiences.nl. Dit artikel is eerder verschenen op de ISACA NL Chapter https://isucu.nl/nieuws/cisos-enubling-business/#_ftn1.

CISO’s enabling business
The 10 commmandments for CISO's in 2022

In June 2021 ISACA NL dllowed me 1o publish my opinion on what business leuders
should do to take ownership for security and endble their CISO’s to be more effective:
‘CEO’s enubling CISO’s; the 10 commundments for CEO’s when positioning u CISO in
their orgunization...” (1) In this sequel I'll explauin My sense of urgency und how we heed
to change security governhance, how presenting: ‘The 10 commandments for CISO’s in
2022 (2). Adupting our orgunizations to survive und prosper in an increusingly
complex, chuotic world.
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he mentioned article friggered discussions with business
munagers dand my security peers. Manuagers
challenged me on them taking full owhership of cyber-
security and duta profection while my  professional
peers suw the chunce of u sedt in the bourdroom vaporize.
Both audiences urged me to expluin why this chunge is
required now? A hopeful sigh! We need dll the attention we
cun yet fo close the yup between orgunizationdl leuders und
security professiondls, managing expectations on both sides.

Piracy and an increasingly complex world

We live in u time where our uctivities in the pust ure re-
evdluated und excuses offered. With the vision of hindsight, the
dactivities of my (Dutch) ancestors were often debutable to say
the leust. A ot of our weulth und fortune originutes from piracy
(3) when meusured by toduy’s standards. In those days
however, my uncestors were tolerated und respected in their
society. Their uctivities were considered of vital importance for
the nation’s prosperity us they were developing globul supply
chains und colonies by semi-legit dctivities. Tolerated und
supported by governments aund large commercial orgunizu-
fions like the VOC (4). Toduy’s developments and threats
reluted to ylobul cyber-supply chains und dutu colonies huve
d lot in common with this period of history. Huckers i.e., pirutes,
force us to colluborute, innovute und drive us to maturity. At
the sume time, we're in business with the nations and multina-
fionul compunies who buck und protect tfoduys pirautes while
loot und ransom are still being used to become more powerful.

Taking back control

During severdl centuries pirate activities proved to un essentidl
driver for the development of the colonies und trade-routes. In
the end nutions took buck control by tredties und nhavies,
profecting legitimate merchant fleets and fortified, confrolled
cifies in the colonies. History seems to repeut itself in cyber-
spuce. Some hatfionhs provide profection to today’s pirates;
hackers are respected, extremely rich and popular. Their
comfortuble position is how more und more chullenged und
fensions dre rising due to the vital importance of global cyber
supply chains und datu-colonies. This complex landscupe has
thus become u topic to be effectively tracked by leudership in
dll orgunizutions.

Laws and regulations vs. effective cybersecurity

History has shown that protecting interests and sovereignty with
legitimacy i.e., laws and reguldfions has ifs limitations.
Nevertheless Chinu, the USA, Russiu, the EU und others ure
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developing sfringent laws dund regulations fo protect their
digitul sovereignty and duta, But on top of that everyone, even
the EU (5), is stepping up their defensive and offensive cyber-
cupubilities. We've come to redlize that laws and regulations
dlone dre not effectively profecting our digitdl interests and
sovereignty. Developments in this increusingly complex
landscupe; compliunce combined with effective protection is
d topic reyuiring direct involvement of leadership in any organi-
zation too, supported by security and data protection professi-
ondls.

Global politics, cyber and business

Orgunizationdl leuders must monitor the impuct of this fust-
moviny, unpredictuble, war-like landscupe. Like the military do:
OODA: Observe, Orient, Decide und Act (6). Cybersecurity hus
become u mutter of national security in many countries and
has o direct impact on uny organizational strategy and
operation. With whom can and may your organization conduct
business foduy und in the future? Who's fo be trusted, legully
und effectively reliuble in the lony run? Where cun und may
we process our dutu, in which dutu-colony? Business leudership
is uccountuble und responsible; us professionuls we must
support them. With the emphusis on support, there’s no way
cybersecurity und dutu-protection professionuls cun or  will
curry dll of the burden, no mutter how well we ure puid.
Leudership must integrate cyber in their governance. Business
munagers have to talk cybersecurity und dutu-protection if
they want to trude supported by professiondls like us, ds
described in the '10 commundments'’!

Address complexity: tangible advise for a
challenging job

Managers cun’t maintuin their traditional atffitude; “I've hired
expensive security professionuls und services; let them tuke on
their responsibility und deul with it". Security must be integrated
in the orgunizational governunce and the DNA of the orguni-
zution. Everyone wus well aware of the threuts und deult with
it. Commercial companies, stafe sponsors and everyone in the
crew, from cuptuin to deckhund, were dlways dlert and
responsive. Protecting their lives, trade und business profits.
Considering an uhpredictable future und the evolving threat
landscupe meuns that our organizations and we, ds professi-
onuls, must reuch a similar level of vigilunce. | hope you will find
‘The 10 of commundments for CISO’s in 2022" helpful to dlign
with your leadership und support them to effectively infegrate
security in your orgunization.
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The 10 commandments for CISO's in 2022

10.

Tuke yood cure of yourself. Like uny first responder or person working in high pressure environments; ensure good physicul
und mental health. Only when you ure sufe und in yood shupe, you cun be of service und support others.

Don’t usk for u security budget. Security is the responsibility of the entire orgunization, not of u single depurtment. Adeyuute
funding und reluted cybersecurity-KPI's (7) should be requested by und ullocuted to divisions und depdartments. |'ve hever
understood the bill of mauteridls of security costs us referred to in surveys or demunded by finunciul controllers. The sulary
and expenses of the CISO and perhdps some very specific services exempted. The mdjority of security costs and invest-
ments are tucticul und operutionul costs, to ensure business continuity of the whole orgunization. You don't specify costs
for brakes, mirrors and seutbelts in a car as optiondl security cost, do you?

Forget dbout 100% security assurance. Some colleagues dre sfrugdling in their orgahization and even considering
employment elsewhere us they consider the orgunizution’s efforts not in line with their professionul stundurds. As u CISO you
must accept to live with uncertainties aund risk ucceptance by munagement. Which is alright, s long ds you provide
fangible, pragmuatic professional advice und risks are seriously evaluated und explicitly uccepted, not ignored. Embrace
risks, chunges und innovation without becoming reckless.

Develop und muintain un excellent information position. Invest heavily in your professional network to maintain situational
uwaureness und keep ubreust of developments relevant for your orgunization. Not limited fo technology! Globul politics und
compliahce developments (8) included! Try fo recognize und be awdare of plans within plans, schemes within schemes in
the landscupe to identify relevant developments and support your orgunization o address potentidl risks.

Invest in continuous educution. Our profession requires ut leust u busic level of knowledge in muny dreus und this
khowledge must be maintained, despite rigorous changes. Security certification helps s it provides at least a Common
Body of Knowledye (CBK) (9) und will get you recognized for your professionul drive und — ut leust — busic knowledyge und
cupubilities.

Track environmental und sociul developments. Security und dutu protection ure increusingly importunt for orgunizations us
they must live up fo the changing expectations und standards in society. Noft limited to formal compliance; be awdre of
what’s socidlly, politically and ethically acceptable how. Tracking e.y., polifics is essential in our job to advice e.g., in which
dutu-colonies (clouds) your orgunization’s duta cun be processed, toduy und in the lony run!

Declussify duta und information. Reconsider heed-fo-know to increuse resilience und vigilance of your organization. Make
information more widely available within your organization. Declussification information where possible; enabling Teums of
Teums (10) in foduy’s dynumic environment. Only u very smull amount of dutu in the orgunization redlly needs strict
protection; focusing on the protection of these Crown Jewels will reduce workloud und costs.

Stop fighting for a CISO-sedt in The Board. It's a distraction and waste of your precious time and ehergy. Focus on having
ohe or more board members becoming awdre and familiar with your security agenda. Support these sponsors in the board
to yet security implemented, finuhced und controlled in the whole orgunization. Get them us inferested in security KPI's us
they dare in the financial performance of the orgunization.

Forget ubout compliunce, rules und regulations. OK, that sounds u bit harsh but DO focus on effectiveness; ho pirute-
hacker will be scured uwuy by laws or security certification. On the other hand, don’t ignore developments on stundards,
laws und regulutions. Get und stay familiar with these und freut potential non-compliunce us u potential, serious threut to
the orgunization.

Focus on orgunizationul reudiness. Avoid becominyg too complucent und too dependent on structures und processes.
Hackers und their sponsors ure unpredictuble; mauke sure your orgunization is prepured for the unexpected; simulute und
exercise. Think evil and out-of-the-box. Always supplement PENetration tests with frequent Red/Blue Teum exercises.
Practice will muke everyone in the orgunization better understaund what's dt risk. By doing so your organization will be in o
strony position when dan inevituble incident occurs. During un uctudl situation stress will be higher becuuse it's real. But
nothing will be fotdlly new!
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CISO’s enabling business

Can we still learn from the past?

The world hus become more complicuted, but the redl
chdllenge is its complexity. I've lost my ‘been there, seen that,
done thut’ dttitude. Experience counfs but even seusoned
business managers und security professionals must admit that
experience is hot enouygh unymore. It hus to be complemented
with a new dffitude, genuine interest in developments in many
dreus und the input of the hew generation in our orgdnization.
Leading us fo increused orgunizationdl vigilahce dnd
commitment of leudership on security to ensure orgaunizational
resilience.

There is some comfort in the pardllels with Piracy in the old days.
Dedling with continuous piracy by Jupuanese pirates raiding the
cousts of Chinu und Koreu in medieval times rulers reulized that
piracy wus something to be considered us something nuturdl
that could hot be avoided but hud to be reacted on. Dedl with
it, even mauke use of it. This resulted in u kind of eqyuilibrium, o
balance, formalized by d freaty (11). Compromising with, even
pardonhing and hiring pirates und at the same time disrupting
their business cuses. By challenging sovereignty and ceusing
ground und other possessions of rulers in areus where pirates
were sheltering und protected.

Today’s piracy is complex but applying this approach foday
might be effective aguin. It's sfill dll about wedlth, power,
controlling supply chuins und sovereignty. I'm embrucing
tfomorrow with optfimism, confident that our security
community, working with munugement can dedl with today’s

threuts und challenges. As lony us we udupt our modus
operandi fo cope with a dynamic and complex world. Like in
the duys of globul exploration by seufaring nations we're going
through d fuscinating period of change, only uite d bit faster
than our ancestors... This mukes security a greut and
challenging job never a dull duy!
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