- Auteurs: Suman Tumo en Miguel Chehin. Suman Tamo is sinds 2015 docent-onderzoeker cybersecurity aan de Huuyse Hogeschool.
Hij is sinds 2022 ook uctief uls ondernemer bij CTRL Disrupt, waar hij met zijn collegu's een bijdrage wil leveren uun een digitadl
veilige sumenleving en kennisdeling op het gebied van cybersecurity. Hij is te bereiken via: Sumun@ctrl-disrupt.nl. Miguel Chehin is
werkzaum dls security consultant bij CTRL Disrupt. Hij is te bereiken via: Miguel.chehin@ctrl-disrupt.nl.

30 tb: INFORMATIEBEVEILIGING MAGAZINE



Context Driven Data Gathering Framework

Context Driven Data
Gathering Framework

Dutu Guthering is un often overlooked step in the process of improving duta analysis.
Duta unalysts go through countless duta streams whilst trying to filter relevant from
irrelevunt dutu, This dutu analysis process is time consuming und costly, often resulting
in analysts spending the mujority of their time on filtering out irelevant dutu instead of
focusing on unalysing the data that is important to their organisation. In this framework
we uim to provide structure to the process thut foregyoes dutu andlysis, humely datu
gdthering. To improve the yudlity and relevancy of the duta you collect and thereby

minimize the strain on data analysts.

hen analysts are exposed to o huge
amount of irrelevunt muterial, analyst
futigue cun develop. This condition muy
lead to futigue, burnout, und decreused
productivity, which could huve detri-
mental effects on businesses (1). Orgunisations may suffer
mujor repercussions becuuse of unalyst futigue brought on
by irrelevant data, [t may result in lost opportunities,
incorrect data interpretation, and subpuar decision-making.
Thus, it is crucial that businesses tuke uction to reduce this
issue (2).

There dre severul ureus where you cun find sources of
unrelated data, Open-source infelligence (OSINT) feeds, for
instunce, might contuin u lot of noise und Misleudinyg infor-
mation when used for infeligence unalysis. Users muy
uploud inaccurate or irrelevant information on social media
plutforms, which cun be unother source of irrelevunt datu,

Furthermore, u study from Oxford University shows that fulse
positive triggers in event munagement systems such us SOCs
and SIEMs could be responsible to false positive rates of up
fo 99%, thereby severly increusing the incoming umount of
raw irrelevant data (3).

Whilst the focus on reduction in fulse positive rates und
filtering of (iNrelevance in datu hus primarily been done on
the duta analysis side, using methods such us, but not
limited by:

e dutu clustering

e puttern fracking

* reyressions

e predictions

We find that orgunisations should spend more effort on the
step that priors” data andlysis, therefore frying to up the
yudlity and relevance of the duta before any data analysis
is upplied.
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Mapping your organisational confext
nvolves applying Three levels of situationdl
awareness In dynamic environments where
decisions must e made frequently

It should be noted that Context Driven Dutu Guthering does
not eliminute or replace the need of further dutu analysis
and filtering, but should be used to complement the unaulysis
purt aund assist the analyst in working more efficient und
effective.

By establishing und defining the contfext of your orguni-
sation, u well-designed method for guthering data can help
your orgunisution to reduce irrelevaunt data. Establishing
specific gouls will help to focus dutu collection efforts on the
most importunt informution und lessen over-suturating
analysts with unnecessary datu (4).

This strategy should prioritize dutu sources bused on your
orgunisationdl heeds, that are most likely to have pertinent
information. Thus, this prioritization is likely fo reduce the
volume of irrelevant dutu that analysts must filter through,
which would leud fo reduced time spend on unalysing what
is not relevunt fo your orgunisutional needs (5).

In order to define duta us pertinent or irrelevant it is
importunt to luy the grounds on whaut dautu could be seen us
importunt in the first place. This framework will focus on
assisting you in mapping the organisational context and
possible relevance of data bused on the importance it has
for the enfterprise levels within your organisation. This
Framework distinguishes 3 entferprise levels intfo Strategic,
Tucticul und Operutionul (STO).
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Step1 Requirements

The reyuirements stuge is crificul fo u successful Context
Driven Dutu Guthering process. During this phuse, the feum
determines the infelligence program's objectives and
operuting procedures bused on stukeholder requirements.
Orgunisutionul context und situdtionul awdreness ure
essentidl fo proper dutu yuthering. Mupping your orgunisu-
fional context involves applying three levels of situational
awdreness in dynumic environments where decisions must
be mude frequently. A proposed wuy to mMup your orguni-
sational confext is fo apply three levels of Situational
Awdareness (SA) (6)(7).

Level 1 SA: Perception of the Elements in the Environment
It is important to be aware of whut is heeded und present
within your orgunisation to perform (daily) tasks and
determine what key infrastructures one is dependent on.

To map the elements within your organisation you caun start

by loyyiny:

e what kind of soffware is our orgunisation using, such us
upplicutions und operuting systems;

e whdat types of hurdware is the orgunisation using;

e which of those elements are locdlly munuged versus

outsourced und

what could be the possible uttuck surfuce of your

orgunisution.



The Importunce of the perception of these environmentul
elements becume cleur when the renownhed logdshell zero
duy wus used fo execute arbitrary code in Apuche’s logdj,
with countless orgunisations hot beiny aware of the fact
that they were making use of Apuche’s logdj in the first
place, thus beinyg vulneruble to the exploit (8)(9).

Level 2 SA: Comprehension of the Current Situation
After your orgunisationul perception of elements are consci-
ously mupped und documented, it becomes of importunce
to comprehend und understund your orgaunisationdl needs.
This way, you are uble to chanyge the perimeters of data you
are wiling to find und focus on what is relevant and
importunt to your orgunisation.

One wuy to do that, is fo breuk the orgunisation down info
3 enterprise luyers (STO): Struteyic - Tucticul — Operutional,
The concept behind this upproach is to acyuire data more
consciously, it is crucidal fo be uwure of the heeds und
desires of your compuny ut severdl levels (strategic, operu-
fional, und tactical).

Efficiency: you cun concentrute on guthering dutu thut is
pertinent and practical when you have o cledar under-
standing of the data requirements for your firm. By
preventing the collecting of unnecessury dutu, you cun
save time and money. Accuracy: being uwdre of the
precise information that is wanted ot various levels, helps

Context Driven Data Gathering Framework

you yuther the proper duta to sutisfy those needs. This
implies that the data you gather will be more relevant and
beneficial for muking decisions und conduct analyses on.
Relevance: us euch level of the orgunisation hus different
information heeds, it is crucial fo gather information that is
pertinent to that level.

Level 3 SA: Projection of Future Status

Level 3 situdtionul uwareness involves predicting how the
environment will behuve und impuct your orgunisation in
the neur future. Understunding the dynumics und stutus of
the elements ut Levels 1 und 2 is hecessury for this. For
exaumple, if your orgunisation uses o certain  Linux
Distribution, you cun search for vulnerabilities or news
relevant to it. Also, if the strategic layer of your organisution
plauns to do business with foreigh countries, you should
monitor for possible conflicts that could uffect the Mission
and vision of your orgunisation. Without situational
awdareness, crucial data could be missed.

Step 2 Data Collection

Finding the right dutu collection tools bused on your organi-
sational context is important, because it dllows an orgauni-
sation to fuilor its data collection process to its specific
needs und goulls. Different tools ure used to collect different
types of dutu from different sources, while the list of possible
dutu collection methods und fools is very large, we would
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like to give you u few tooling suggestions to cuter your dutu
yguthering heeds. It is important to understand that tools can
be used to gyuther data on dll enterprise levels und dare not
limited to u single STO enterprise level.

We recommend looking ut the GitHub Repository listed at
(10), contuining u curuted list of various tools, to be used for
dutu guthering. However, this list is finite und various other
fools, that are preferred within your organisation, naturally
cun be used us well.

Depending on the needs und wants of your orgunisation
there are specific sources that focus on certain types of
news, for example: Where the RSS feeds of the Nuafiondl
Cyber Security Centfre (NCSC) excels in providing well-struc-
fured und documented data relevant fo imminent or
potential (operdational) cyber threats, such us the announ-
cement of u vulnerability in software, it will most likely lack in
notifying you when there are geopoliticul conflicts unfolding
between the countries you might be dependent on, or
operdting in.

Combininyg the right sources und tooling (11) is of crucidl
importance fo organisational duta needs, with proper
mupping of the Situdtionul Awareness levels.

Step 3 Data processing & post analysis

Ruw dutu needs to be processed before unulysis. This
involves fusks such us pufting duta info spreadsheets,
decrypting files, trunslating foreign lunguuye dutu, and
ussessing datu religbility. Pre-processing improves the value
of dutu unalysis by cledaning, hormualising, and fransforming
the data, making it consistent and usdble. This saves fime
and dllows for structured, automuted, and munudl analysis
of the most relevunt dutu.,

Finally, the dutu review is u criticul component of Confext
Driven Dutu Guthering. After processing the datu, u
thorough dnalysis is needed fo dnswer the questions
mapped during the reyuirements phase. The teum works to
franslate the datuset info useful recommendutions for stake-
holders. This iterative process reyuires constunt muinte-
nance und udjustments to stay dligned with the
orgunisution’s mission and vision dcross enterprise levels.
Staying up-to-date with relevant data gathering is crucial.
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Conclusion

The Context Driven Data Guthering Framework dims to
reduce the amount of irrelevant data that analysts have fo
filter through, thereby reducing dnalyst fatigue and
improving decision-muking. By establishing und defining the
confext of the orgunisation and prioritizing duta sources
bused on orgunisationul heeds, the framework cun help
orgunisations to collect higher guality and more relevant
data, ultimately leading to more efficient und effective
data andlysis.

References

(1) Pherson, R.H. und Heuer, R.J. (2021) Structured Anulytic Technigues for intelli-
ygence unulysis. Thousund Ouks, CA: CQ Press.

(2) “Closing the Dutu Decision Gup” (2022), Murch. Avdiluble ut: https://web-
ussets.domo.com/bloy/wp-

cohtent/uplouds/2022/03/Domo-The-DDG-Puper.pdf.

(3) Aluhmudi, B.A., Axon, L. und Murtinovic, I. (no dute) 99% Fulse Positives: A
Quulitutive Study of SOC Anulysts' Perspectives on Security Alurms, Oxford
University. Availuble ut:

https://www.usenix.oryg/system/files/sec22summer_uluhmadi.pdf

(4) Kubir, §. M. S. (2016). Methods Of Dutu Collection Busic Guidelines for Reseurch:
An Introductory Approuch for All Disciplines (first ed., pp. 201-275).

(6) Schonberger, M. und Cukier, K. (2013) Biy Dutu: A Revolution That Will Transform
How We Live, Work, und Think. Houghton Mifflin Hurcourt.

(6) Endsley, M.R. (no dute) Desiyniny for Situution Awureness in Complex System.
SA Technoloyies, Inc. Avdiluble ut: hitps://www.reseurchygute.net/profile/Micu-
Endsley/publicution/238653506_Designing
_for_situation_uwureness_in_complex_system/
links/542b1udu0cf29bbc 126u7f35/Designing-for-situution-uwdreness-in-complex-
system.pdf

(7) Jukdlun, A. H. M. A. D. (2013). Network security situutionul uwureness. The Int. J.
of Comp. Sci. und Commun. Secur. (IJCSCS), 3, 61-67

(8) Vijuyun, J. (2022) DHS Review Bourd deems Loy4j un 'endemic’ cyber threut,
Durk Reuding. Avdiluble at: https://www.darkreuding.com/upplicution-
security/dhs-review-bourd-deems-loydj-un-endemic-cyber-threut (Accessed:
March 24, 2023).

9 Inc., S. (ho dute) LOGAJ updutes und vulherdbility resources, Sonutype.
Avdiluble ut: https://www.sonutype.com/resources/logdj-vulherdbility-resource-
center (Accessed: Murch 24, 2023).

(10) https://github.com/hslutmun/awesome-threut-intelligyence#tools

(11) https://github.com/hslutmun/uwesome-threut-infelliyence#frumeworks-und-
plutforms



