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Eliminating the weakest link

Eliminating the weakest link

Managing Supply Chain Cybersecurity Risk through
Components Analysis

This drticle describes u follow-up uctivity for unulysis described in Eliminating the wedukest
link — Munaging Supply Chain Cybersecurity Risk through Life Cycle Modelling (IB-Muguzine
4 2024). the undlysis of security critical components, und follow-up action. Not dll
components in u system ure security criticul, so meusures in the supply chain May vary in
rigour. An exumple ure the screws with which a cusing is closed, provided the cusing is hot
essentidl for security meusures, such us unti-tumper. Hence, the security critical functions,
being those functions thut are security enforcing und those beiny security supporting, must
be identified. After the supply chains for u product have been identified, meusures mauy
be discussed with partners. Open source projects muy have to be treuted differently.

n the previous article (IB-Magazine 4 2024), a supply chain
risk analysis model wus infroduced, bused on a MITRE model
dating from 2013. Where the primary focus wus o develop
d supply chain affack framework that addresses the primary
process in which a product with IT components is produced,
this urticle builds on thut model to further refine the risk unalysis.

When developing d system, whether it is an embedded system
with hardware, firmware, and software components, or d
software only system, many supply chains exist. Randall Munroe
(XKCD) showed this very profoundly for Open Source Software
(OSS), in 1 2020 curtoon (1). The picture illustrates the problem
with many supply chains. In commercial us well us open source
supply chains, the entity that finally brings the product on the
maurket hus little overview oh, und control over, the muny
suppliers.

Some suppliers dre large corporations with the meadns fo
implement cybersecurity meusures in dll their development
processes. Other suppliers are onh the opposite side of the
spectrum: small communities without the meauns or the | Dependency (Munroe), source (1)
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Supply chain attacks are a real risk,
and come in hew formats frequently

knowledyge to implement and maintain cybersecurity medsures.
Many more are probably in between those ends of the scule. The
chdllenge is, that the entity bringing the product on the market,
probubly does hot know exactly the status of each supplier.

Andlysing dll components of a product, and their respective
supply chuins, is probubly impossible. Therefore, the scope of the
components under unalysis must be reduced. This is done by
eliminating hon-security criticul components from the analysis.
How this cun be done is the fopic of this urticle. Secondury
services such us the supply chain of other office or communi-
cution processes ure not in scope, but muy be uddressed in
future work. The sume holds for supply chains of services that are
provided to customers.

Methodology used

The original resedarch was inspired by d presentation from Andrew
Huang for a Blue Hut conference. In his presentation, Hudny
mentioned o number of uttacks. The articles describing those
attacks were analysed for further ideus und references (snowbuall
method). Subseyuently, u search for (hardware) supply chain
attucks with more generic keywords wus conducted to find other
supply chain hardware attacks. These attacks were then
danalysed. No specific seurch for soffware issues wus done in this
phase because of the overwhelming amount of software security
problems.

Some seminul software uttucks were studied for illustration of
supply chuin software attacks. In 2024, u next level type of open
source uttack emerged (XZ Utils): u combinution of socidl
enygineering und poisoning of open source libraries with
backdoors. The atffack did not materidlise in full, but was very
close to success. Other exumples of supply chuin problems that
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emeryged in 2024 ure the worldwide fuilure of Windows servers
due u CrowdStrike update in July, the femporury shutdown of the
Dutch high-security network NAFIN in  August, und the
puger/wulkie-tulkie atfucks on Hezbolluh in September. The
Windows und NAFIN problems were probubly not the result of an
act with mdlicious intent, the resulting system fdilure cuused
widespreud problems for society honetheless. Findlly, the attuck
onh Hezbolluh wus an elaborate supply chain attack, in which an
Advanced Persistent Threat (APT) wus cupdable of manipulating
complete supply chain.

The XZ Utils buckdoor showed that a malicious entity was capauble
to creute u personu (or multiple), und build trust with that random
person thaunklessly muaintaining the library since 2003. The
mualicious entity was eventudlly able to tuke over the project, and
implant o buckdoor to tfarget security criticul software  like
OpenSsH. In this cuse, un dpplicution built on fop of the core wus
dble to infect unother component through that core. One of the
largest cyber incidents in history wus avoided becuuse one
developer running Debian Sid Linux hoticed the SSH Duemon
using g bit more CPU fime than normal, while benchmarking
something completely unrelated. The type of uffack shows the
importance of knowing your supply chains. It dlso shows how
difficult it is to munuge dll supply chains,

The model us described in the previous drticle is the starting point
for the next step in the process: the determination of security
critical components, und detuiled unalysis of the supply chains of
these components. For this part of the research, the Common
Criteria is used. This infernational standard for IT product security
evdluution defines the notion of security enforcing, security
supporting, und security hon-interfering functions.



Previous model

The model us described in the previous urticle uses the following

step-by-step supply chain risk analysis:

1. Sketch u life cycle und if possible, a supply chain model.

2. Determine the upplicuble cuteyories from the utfuck surfuce
cuteyories: drchitecture, staundard, hardware, firmware,
operuting system or softwure, development environment.

3. For the ubove determined applicuble categories, defermine
the attacks that are applicable.

4. Plot the utftucks on the life cycle model.

5. For euch uffuck, discuss with expert colleugues what
countermeusures ure possible to counter the uttuck.

6. For dll countermeusures, discuss with the relevant supply
chadin partners what is possible.

7. When dll countermeusures that will be applied dare known,
identify any remaining risk.

8. Within u specific evaluation / certification framework, the risk
muy be yuuntified. For example, in the Common Evaluadtion
Methodology there is u vulnerdbility analysis, of which the
outcome is the culculation of uttuck potentiul heeded to
attuck the IT product under evaluation successfully.

The steps described ubove, ure the generic steps for uny supply

chain unalysis. However, there are many types of products with

their own supply chain specific issues. Therefore, for u specific
product, u more detuiled analysis is hecessary. This unalysis
reyuires to nurrow the scope o keep the workloud maunugedble.

The first step is to define for each component whether it is:

1. Security enforcing: these components directly implement a
security functiondl requirement, for example user identifi-
cution und uuthenticution.

2. Security supporting: these components do not directly
implement d security functional reguirement, buf have fo
function correctly for the security enforcing components to
be dble to do their job. A typicdl example is the Human
Machine Interface (HMI), which is used for user idenfification
und authenticution.

3. Security  non-interfering: the security enforcing und
supporting components do not rely on these components for
their correct functioning. Idedlly, these components cannot
influence the correct functioning of security enforcing und
supporting components at dll. The XZ Utils cuse showed just
how difficult this is. Exumples dare usudlly the cuasing and
power cohnection.

Eliminating the weakest link

Next steps in the analysis

The definition of u component s security enforcing, supporting,
or hon-interfering, is dependent on multiple factors. The first, and
main, input is the definifion of ussets in the security claim. This
cluim should describe what the type of ussefs ure, such us
(personul) dutu, or operutionul processes. For the defined ussets,
it must be cleur what protection is fo be provided: confidentidlity,
integrity, or avdilubility. Typicully, for (personul) dutu, confidenti-
dlity is the most importunt aspect. For operdational processes,
avdilability is usudlly the most importunt uspect. Both confidenti-
dlity and avdilability require system infegrity us o fundament.

The second, and very important, input is the security functionality
that the product has to provide. The fact that the security claim is
used for unalysis, meuns that certuin yudlity criteria apply to that
claim. If a security claim description is hot factudl or meusurable,
then it is hot possible to buse the unaulysis on that clauim. Common
Criteriu provides u library with stundardised security functional
reyuirements to support the development of u well-defined
security claim.

The experts decide for ull components their contribution to the
security functions. This is usudlly done in the format of u meeting
with experts from different disciplines. For each component, its
function with regard to the ussets us defined in the security claim,
is discussed. This leuds to u list of components clussified us either
security critical (enforcing or supporting), or non-interfering.
Security honh-inferfering components do hot have to be subject fo
precuautionary measures in the supply chain, security critical
components do.

For these security critical components, the manufacturers are
defermined. A munufacturer cun be o commercidal entfity,
established in the EU itself or through u partner. This type of
supplier can be addressed in a formal contractudl relationship. A
munufacturer cun dlso be un open source project. With this type
of supplier, no formal relationship exists. The community
muaintaining the open source project muy even be unaware of
the fact thut specific compunies use their products. Therefore, this
type of supply chuin heeds to be treuted differently.

Managing Supply chain partners

When dedling with formally established entities, supply chain
security meusures cun be heyotiuted und defined in the
confract. Agreed security measures, comparable tfo o Noh-
Disclosure Agreement (NDA), would help to formulise the supply
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chuin relationship between supplier and acyuirer. As un input fo
this confractuul agreement, the meusures us described in the
dppendix of the previous urticle cun be used.

When dedling with an open source community, establishing o
formal relationship May prove to be hard. Fox-IT has experience
with this process, when building OpenVPN-NL on fop of
OpenVPN. OpenVPN exists since 2001, und is mainfained by an
internutionul community. OpenVPN-NL exists since 2011, und is
muaintained by Fox-IT. It took severdl years to establish o relati-
onship of frust between both parties. There dre other examples of
commerciul compunies supporting open source projects, for
example by giving employees with specific expertise fime tfo
muinfain un open source project. Other communities ure strony
communities themselves, built in the course of yeurs.

Sponsors could play d role in building stfronger OSS communities.
Commercidl entities muy be wiling fo purticipute in the devel-
opMment of open source projects under the umbrella of Corporate
Social Responsibility (CSR), but maintaining a large open source
project is probubly more expensive than the CSR budget.
However, when mulfiple compunies donate, the burden is
shared. In 2011, Fox-IT published OpenVPN-NL open source, Fox
Crypto is muintaining it. In 2022, Fox-IT mude its own foolset for
incident response unulysis, Dissect, open source. In 2023, Fox
Crypto built, and published open source, its” own implementation
of u Post Quuntum Resilient XMSS dlgorithm. Purts of these project
have been sponsored by the Dutch government. This sponsorship
enubles the Fox compunies, which ure medium businesses, to
help in building u more (cyber)secure society.

How, us a compuny, fo build frust in an opehn source community?
In our experience, communicution und participation are crucial.
Trust must be mutual. Compunies often support with technology
(code), but cun ulso help u project to muke their development
processes more mature. For example, by contribufing to secure
development processes or providing infrustructure or tooling fo
perform code qudlity checks. Building frust typicdlly requires
showiny cupubilities und long-term commitment. Over time, u
community will be dble to judge compuny contributions on their
merits, and the compuny cun judge whether the stubility and
maturity of the community meets their supply chain requirements.

Basically, everything that the attacker in the XZ Utils case did... In
hindsight, it is somewhat strange fo see that o compuny that
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builds trusted systems for the high ussurance industry is met with
suspicion, while entities claiming to be an individual are not
rigorously checked utf dll. Given the history of government
meddling in cryptogruphic issues, it is understunduble. Buf
compunies ure usudlly not leud by malicious infent with regard to
building buckdoors on purpose, the problems probubly urise due
fo incompetence rather than maliciousness.

Steps to assure if the components fit

Whut should munufucturers of composite systems do, when incor-

porating open source components in their product? They should

df leust ussess whether these components ure security critical. For
those components, the following checks muy provide some
assurance that the components are fit for purpose:

1. Whether the community is a robust community, in the sense
that it is well estublished, and maintained by u sufficiently
large pool of muaintainers. With regard tfo maintenance,
active muaintenunce cun be monitored using the following
metrics: the time it takes o solve reported issues, how mauny
pull requests are currently open, uveruge time u pull request
remains open.

2. If possible, verify where the community is estublished, und
where the muinfuiners reside. Find out which orgunisation
muaintains the community, dre one or more compunies or
other established organisation involved, or is the community
muaintained purely by volunteers. Do the organisations
supporting the community have d solid reputation. Team size
is ulso un indicutor of the stubility of the community. Refrain
from using openh source soffwdre from communities
estublished in hations with an offensive cyber-strategy.

3. Review the qudlity of the product, the uccompunying
documentution, und the work processes. Check whether the
product is feuture complete, if not, whut the stutus of the
product is. Check whether the documentdation is avdailable,
reuduble, und complete. Verify if issues ure reported und
fixed oh for exumple GitHub, und if the time between
reporting of an issue und solving the issue is commensurate
with the functiondility of the product und the severity status of
the issue. Verify if the product is uctively discussed on
platforms like Discord, Reddit, Stuck Overflow. If there is u
product roudmup uvdiluble, this provides ussurunce ubout
lony term avdildbility.

4. If possible, use externdlly verified components. Some OSS
have been evuluuted, which provides some dssurunce
ubout the yudlity. The OpenVPN-NL variunt of OpenVPN is
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such aun example.

5. When the fechnicul expertise is uvdiluble, do u source code
review. As source code reviews dre laborious, focus on the
security criticul components, such us input vdlidution or
cryptogruphic operdutions. Another option is to verify that
public (high yudlity) code reviews huve been donhe.
OpenVPN for exumple is audited externally every how und
then.

6. Findlly, check whether the OSS license is fit for purpose. There
are license types that prohibit certuin types of use of the
product, or that require open source publication of any
chunyes to the product.

7. Once un OSS component hus been chosen, incorporute
open source vulnerdbility scanning in the work process for
importing it. This does hot stop zero duy uttacks such us the XZ
Utils attack, but it limits the potential attack surface.

These steps reyuire resources. This muy be viewed us u cost
factor, where it should be viewed us an investment factor. It starts
with the redlisution thut u security breuch will certuinly huppen
when security hus hot been properly reviewed during the devel-
opMment process. Security breaches fend to be very costly (see
below).

Final steps

When the security criticul components have been identified, und
the upplicuble countermeusures ure ugreed upon with the
supply chuin purthers, or otherwise uddressed, remuining risks cun
be identified. For this step, a suituble risk identification method for
the specific industry should be used. The Common Evdludtion
Methodoloyy (CEM) provides u generic method for products, by
modelling the attack potential that is heeded fo successfully
attack a product. For Integrated Circuits (IC) and similar devices,
there is o specific methodoloyy avdiluble. However, these
methods dre laborious. For low risk Information Technology (IT)
products, a method using Security Infegrity Levels dlony the axes
of exposure und impuct muy be sufficient. For Operdtiondl
Technoloyy (OT), u method using exposure, harm, in combinaution
with conftrollability, should be used. For exumple, automotive
sufety stundurd 1ISO26262 uses Automotive Sufety Integrity Level
(ASIL). This model might be fransposed to cybersecurity.

The remuining risk then has to be ussessed for risk Mitigation with
the implementation of additional meusures, or risk ucceptance.
The level of risk should be ussessed auguinst the cost of further risk
reduction. Weighing risk against (further) mitigution is ultimately
business decision. This requires understanding of cybersecurity
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risks by the business. Seminul cuses, such us Diginotar, University of
Muaustricht, und Muersk, which have been publicly discussed,
may help the business in ussessing the potential cost of u cyber-
security breuch. In the cuse of Muersk, the entire globul internal
network had o be rebuilt. Not only does this leud to the cost of
having fo rebuild the hetwork, it dlso leads to serious cost due to
lost productivity. The latter may have been the largest factor in
the totdl cost in this cuse.

Discussion and Conclusions

Supply chain affacks are a redl risk, and come ih hew formats
frequently. Andlysis of the affack surfuce, to be reduced by
countermeusures, is the starting point for mitigation. This article
discussed further steps in the andalysis of components provided by
partners in the supply chain. While not dll supply chain risks may
be mitiguted, thinking about your supply chains and options for
risk mitigation are un importunt step fowards u more robust supply
chain from u security perspective.

The use of well-estublished standards and methods helps in
establishing a buse line with regard to cybersecurity in the supply
chuin. For small compunies, or compunies with little cybersecurity
experience, this will be u challenge. These compunies may start
by using cybersecurity certified products, when avdiluble. These
products ure offen more expensive thun non-certified products,
becuuse cerfification reyuires effort and hence, u business cuse.
However, u breuch in the security of u product cun prove to be
very expensive. A fumous exdample of just how expensive
breach can be, is the Dutch Diginotur cuse. The compuny
eventudlly ceused to exist, uffer it was hacked. The Maersk
breuch with NotPetyu leud to un estimuted cost of $300 Million,
and this compuny was not the only victim that suffered severe
dumuge.

The model und the next steps us described in this article, provide
u busis for supply chain risk analysis und mitigution. Importaunt
steps to make dre to identify the supply chains, fo identify the
security criticul components suppliers in the supply chain, and fo
make formal arrangements with those partners. The exact imple-
mentution of the countermeusures is hot purt of the model, us
these dre ut the discretion of the supply chain partners.
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