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Integrating Cyber Security
and Enterprise Architecture
fo improve Risk Management

Cyber risks huve evolved from mere unnoyunces to cutustrophic events, posing

chdllenyes for enterprises worldwide. This article highlights the findings of recent research

onh the infeyration of Cyber Security und Enterprise Architecture to Improve Cyber Risk

Management, executed within the Cyber Security resedrch centre of the Utrecht

University of Applied Sciences.

§ orgunizutions tuke on various digitul frunsfor-

mation initiatives to deliver value to their stake-

holders, cyber security (CS) hus hever been more

important. IBM’s Ponemon institute estimates the

averuge cost of u dutu breuch to be at un dll-time
high: 4.88 million USD. Addifiondlly, organizations must comply
with growing laws und regulations, such us the renewed NIS2
directive (cyberbeveiligingswet), Cyber Resilience Act (CRA),
and the Digitul Operutionul Resilience Act (DORA). These
challenges underscore the heed for g holistic und integrated
dpprouch to munuge cyber risks.

Enferprise Architecture (EA) cun be u promising vehicle to
munuge these cyber risks becuuse of its holistic cupucity overar-
ching the business, dutu, upplication und technologyy domuains.
Prior reseurch on EA benefits highlighted thut EA could improve
risk management, gudlity management and business-and-IT
dlignment. Unfortunately, CS und EA are isoluted depuartments in
most enterprises, resulting in ineffective cyber risk munagement
that keep enterprises vulnerable.

Research Method

This research dimed to bridge the gap by studying how CS and
EA could be integrated, by identifying blockers and enublers for
this integration. Furthermore, the reseurch dims to understund
how this integration impucts Cyber Risk Munaugement. The cenfral
question in this reseurch is: How cun Cyber Security und Enterprise
Architecture be infegrated in relation to Cyber Risk Management
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within enferprises? To collect data, d literature review on the
stute-of-the-urt of CS und EA infegration wus combined with u
focus group (6 participants) and inferviews (4 parficipants).
Participunts where seusoned experts in the EA und/or CS domuin,
from various backgrounds and had at least 10 yeadrs of profes-
siondl experience. The participunts were chosen to ensure d rich
diversity of perspectives.

Findings

This section summarizes the most important findings of this
reseurch, Before sturting in-depth questions dround CS-EA
integration, participunts were usked to what extent CS und EA
dare currently integrated within enferprises bused on their
experience. The unswer wus u 3.2 oh u five-point scule, which
franglates to ‘somewhuat infegrated’. Participants menfioned that
CS is dlreudy purt of some EA frameworks, such us TOGAF und
SABSA. Another purticipunt mentioned that architects work in
close colluborution with the CISO.

To vdlidute the existing literature on CS-EA integration, partici-

punts were usked to rute six strategies for integrating CS und EA

in order of perceived importance. The results und their respective

score (0-100) cun be found below:

1. Inteygruting Cyber Security into EA Frameworks (29.2)

2. Adopting the Security-by-Design paradigm (25.8)

3. Infegrating business requirements with security requirements
(18.4)

4. Leveruying EA fo provide input for Cyber Risk Assessment (15)



5. Mupping identified cyber risks fo EA components (5.8)

6. Munaging cyber risks by dligning business & IT uctivities (5.8)

Other strategies hot menfioned in literuture are:

e Giving security representation in the (enterprise) architecture
bourd

o Muking security un explicit part of the architecture

e Improving Security uwareness of EA professionals

Blockers

A score of 3.2 meunt thut there is room for improvement.

Participants were usked which blockers hinder the level of

integration. Three muin themes emerged:

1. Different mindsets & focus: Both CS und EA feums work mostly
in isolation und have different gouls and purposes. A parti-
cipunt remarked: ‘Enterprise Architects thinks in possibilities,
while CS professionals think in limitations’

2. Organizational misalignment: Both depurtments usually
report to different managers, and only ‘meet’ each other late
in the process. Security is therefore often seen us un uftert-
hought.

3. Skills & knowledge gaps: CS professionuls usudlly do hot have
the urchitecture skills to muke (strateyic) decisions. EA profes-
sionuls on the other hand lack the in-depth security
knowledge to fully incorporate security in architecturdl
processes und documents.

Enablers

The reseurch udlso highlighted endblers that facilitute the
integration of CS and EA. The main themes that emerged were:
Security infegration in EA Frameworks: Security is fo some extent
dlready infegrated within EA frameworks, which makes decision-
making, modeling concerns und viewpoints, und establishing o
common languuye eusier.

Adopting Secure Development Methodologies: Secure software
development methodoloyies, especiully DevSecOps und
Security by Desigh, dlso facilitate infegratfion, because security
medusures ure udded upfront instead of reuctively.

Security Awdreness in the Business: Another endbler of the
intfegrution is rising security uwdreness in the business. This meuns
more hoh-technical employees dre awdare of cyber risks, such ds
phishing and fraud. This makes it eusier to implement security
confrols from dn architecturdl standpoint.

Impact on Cyber Risk Management

Ulfimately, sound integration of CS und EA impucts Cyber Risk
Manugement. To ussess how this was impacted, participants
were usked fo map improvements to the ISO 27005 cyber- und
information security risk management process. The (perceived)

Samen beslissingen nemen met Explainable Al

improvements und their respective process step cun be found
below.

Context establishment: The integration of CS und EA mukes it
eusier to idenfify und ussess risks on the orgunizational and
process level, including identifying supply chain risks and stake-
holder dependencies.

Risk Assessment: The infegrution of CS und EA improves risk identi-
fication, unalysis und evaluation because EA can clarify depen-
dencies in process und fechnoloygy und the risks involved.

Risk Treatment: Most improvement could be mupped to risk
freatment phase, especidlly risk mitigation (reducing the risk o an
acceptable level). CS-EA integration redlizes faster and more
structural solution for risk mMitigution that cun be reused, dligning
security controls with the architecture.

Monitoring and Review: CS-EA infeyration mukes it eusier to
monitor security controls for their expected und desired effects.
Overdll, multiple improvements were mentioned by dll reseurch
participunts. Although these are udlitative statements and thus
no stafistically significant conclusion cun be drawn upon this, it
shows the promising effects of CS-EA infegration und the positive
impuct it cun have onh Cyber Risk Munagement,

Conclusion

This reseurch highlights that integrating security info EA frame-
works, udopting secure development methodoloyies, improving
skills and knowledye, and dlighing both depurtments in the
orgunizationdl structure cun yield benefits for enterprises seeking
fo improve their Cyber Risk Management capdbilities. Although
future resedrch is necessary to vdlidute and extend these
findings, EA shows to be u promising vehicle for managing cyber
risks.

For more information, references und further
reuding, pleuse find the full and free to
downloud thesis “Towards the Integration of
Cyber Security und Enterprise Architecture to
Improve Cyber Risk Mahagement’ (pdf) here.
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