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Eliminating the weakest link

Managing Supply Chain Cybersecurity Risk through Life Cycle Modelling

Eliminating the weakest link

In recent yeurs, supply chain issues for products with digitul elements huve increused,

which poses u problem for the ussurance of the Inteyrity of these products und the
confidelity of the datu contfdined in these products. To illustrate the problem, this arficle
provides u number of exumples of supply chuin aftacks that have happened over the

last couple of yeurs, The urticle dlso provides u model for supply chain risk andlysis. This

Mmodel is bused onh un existing model from 2013, which is umended with d level of

ubstruction to ensure the model is us complete us possible. A risk undlysis thut has been

conducted with the support of this model, complemented with an udditiondl unalysis of

the remuining risk, should provide u sufficient urgument that the supply chain is secure

enougyh for its purpose.

his article discusses recent developments in products !
with digital elements that may lead to security issues
when systems with these elements are deployed. It dlso
discusses possible solutions. One problem is not
. example is the Dutch cuse of Diginotar, in which o cerfificate
5 issuing service wus hucked. These exumples huve mude it clear

addressed: misinformation. While o major problem,
misinformation makes the product less reliuble in the eyes of the
beholder. That meuans it is not the target of this model, because it
does not uddress the security of the system. Misinformation
however, may leud users of the system fo less secure choices.

It is recommended to use (internationdlly recognised) standards
for interoperability, industry standard development tools for
yudlity ussurunce, und to re-use darchitecture, designs, firmware,
and soffware for cost efficiency and development time reasons.

However, since the (re-)use of these components expunds the
supply chuin to u greut extent, this leuds to u higher possibility of
hardware, while the indirect hardware supply chain atfacks, such
us Meltdown and Spectre, result from genuine design decisions
In the past ten yedars, supply chain problems have become Mmore
dppurent. This cun be seen from exumples such us Meltdown und

supply chuin uttacks.

Spectre, which have shown hardwdare architecture choices can
infroduce the possibility of sophisticated hardware attacks.
Kuseyu und Solurwinds have shown o similar introduction of
atffack possibilities through supporting services. Another seminal

that hackers can attack potentidlly interesting targets through
their supply chains. This is especidlly frue for high dssurance
products that are potentidlly interesting targets for Advunced
Persistent Threuts (APTs), ulso known as state actors. Such targets
with much exposure include industries such ds the energy, the
financial and the military sector.

Hardware supply chain affacks can be distinguished info two

cutegories. The direct hardware supply chain aftacks are
executed by actively inserting buckdoors und/or tfrojuns in

with adverse security consequences. Similar considerations have
fo be made for firmware and software, with the distinction that
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Supply chain attacks are a real risk,
especially for high assurance products

| Pre-concept |

Concept

| Dervadoprment

| Production |

Liilesation

Suppor

Retirement |

Figure 1: Life cycle model.

these muy be upduted on production systems, whereus thut is
usudlly not possible for pure hardwdare systems such s IC and
ASIC.

A target can be the supply chain for direct organisational opera-
fions, such us the production supply chain. But indirect supply
chuins cun dlso be turyeted, uffecting services that an orguni-
zation uses for marketing research. Other similarly indirect opera-
fions, such s a financial backend, or o Humaun Resources
Manhagement (HRM) system, may be just s vulnerable. The
bottom line is thut orgunisations should be uware of dll their
supply chains und the way these elements muy interfere with
critical business operutions, even when they ure perceived
remote elements of the complete operution with dll its supply
chuins.

The primary focus of this article is to develop d supply chain
aftack framework that addresses the primary process in which d
product with IT components is produced. Such products may
congsist of hardware, firmware and software, u combinution of
these three or (development) system information or other
product data, Supply chain issues that affect the systems which
support the development environment are ulso uddressed.
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Secondury services such us the supply chuin of other office
processes or communication processes dre not in scope, but may
be uddressed in future work. The sume holds for supply chains of
services that ure provided to customers.

Methodology used

The research was inspired by d presentation from Andrew Huanyg
for u Blue Hut conference. In his presentation, Huang mentioned
o number of utfacks for which the articles describing those
aftacks were analysed for further ideus und references (snowbdaill
method). Subsequently, a search for (hardware) supply chain
aftacks with more generic keywords was conducted to find other
supply chain hardware attacks. These attacks were then
analysed. No specific search for soffware issues wus done in this
phase because of the overwhelming amount of soffware security
problems.

Once u list of relevant hardware supply chain attacks was
compiled, u search wus conducted fo find existing life cycle
frameworks and supply chain frameworks. This sedarch yielded o
list with possibly relevant frameworks from credible institutions
such us ISO, MITRE, NATO, NIST. Once the list wus compiled, the
most relevant existing framework wus chosen. The ISO, NATO und



NIST frumeworks mainly address single orgunisations, und tell how
to fix problems in a stundardised way. The MITRE framework shows
what cah go wrong and what the possible solutions can be.

The existing frumework used u different life cycle model und wus
therefore fransformed to the life cycle model in use ut this
compuny. The chosen frumework provided u list of uttucks in the
various life cycle stuges und d list of counfermedasures that may
be tuken aguinst the uttacks. The hew model wus umended with
an affack in the retirement stage, the new life cycle model is
shown in figure 1.

The model was then validuted for usability by applying it to an
dactudl supply chuin situation from the stakeholder. Following the
dpplicution, severdl new countermeusures were udded, und the
model wus introduced to colleagues. It has since then been used
onh actudl supply chain situations multiple fimes.

This urticle describes how the model wus re-worked by
rearranging the attacks and countermedusures. The framework
wus developed in severdl stages. In edch stuge, the model wus
vdliduted by peer review with expert colleagues infernally. In
between those stages, the framework was dpplied to actudl
project yuestions, leudinyg to validution of the model.

In the course of writing this article, information on supply chain
attacks und vulnerubilities for firmware und software was sought.
One of the exumples that was found is Log4d, un Open Source
Software (OSS) component widely used in many T systems, of
which the administrators and users were often unaware that it
wus used in their applications.

Further, an overarching layer of dbstraction was added to show
more convincingly model completeness. Finally, the model was
vdliduted by giving presentations fo peers in the field, leading to
useful feedbuck.

Updated model

Figure 2 shows the highest abstraction layer of the model. The
model contains different layers of abstraction of the product. The
development environment is modelled us relevant for ull stuges
of development: stundurd, darchitecture, hardware, firmware,
soffware. Secondary services such us finunciul backend or HRM
system dre out of scope for this model.
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Figure 2: Attack surface categories.

Figure 2: Attuck surfuce cuteygories defines the uttuck cutegories
in which various atfack types cun be identified. They dlso provide
specific examples of such attack types. Below is a list of attack
fypes und examples in euch category:

e Architecture: attacks as a result of architectural design
choices. Examples are Meltdown and Spectre, which may be
cuteygorised us either Architecture or Hardware.

e Stundurd: uttucks us u result of vulnerabilities in the stundard
that is used. An example is Terrestrial Trunked Rudio (TETRA).
Parts of the TETRA standardised protocol contain vulherabi-
lities due to government restrictions on the cryptogruphy
used.

o Hardware: attacks bused oh genuine design choices like
Meltdowh und Spectre. Other examples include uttucks
bused oh malicious udditions to the design in pre-concept,
concept, development und production stuges.

e Firmwuare: utffacks bused on genuine design issues, such ds
the Joint Test Action Group (JTAG) interfuce. This interfuce is
necessary for testing during development and production
and fo provide updates during support. Other examples are
affacks bused on malicious additions to firmware design in
concept, development, production or ufilization/support
stages of which Stuxnet is an example. Note that the firmware
definition used is the following: mukes u generic component
u fixed function device. This fixed function device cun still be
updatduble.
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o Softwure: utfucks bused on ygehuine designh issues such us
Log4J, an OSS Javu-bused logyging utility offen used in web
applications, which had multiple vulnerabilities due fo
programming issues. Other exumples are uttucks bused on
mulicious udditions to the design in pre-concept, concept,
development, production and utilization/support stages,
such s typosyuutting or dependency confusion. In this
article, software consists of operating system and any appli-
cution running on that operating system.

e Development environment: affacks on data and/or systems,
bused on genuine design issues in the supplied systems like
Kuseyu und Solarwinds, Other examples ure affacks bused
onh Mmulicious udditions in the supplied systems (buckdoors,
ransomware, trojans, viruses). These issues may dlso arise in
the production ehvironment. On 29 March 2024, g hew
attack vector in the development environment emerged: the
human factor.

The cateyories, including attack types, are combined with the
chosen life cycle model. This life cycle model hus seven stuges,
described below. It is important to hote that the stages are not
linear.

1. Pre-concept, in which generic (Mmarket) research is
performed to find the customer needs, reyuirements und
wishes.

2. Concept, in which a Proof Of Cohcept (POC) is developed fo
vdlidute the results of the pre-concept reseurch.

3. Development, in which the POC is developed to u
Technologicul Reudiness Level (TRL) for production.

4. Production, in which the developed system is produced und
delivered to the customer.

5. Utilisution, in which the system is deployed, this stuge incorpo-
rates the ucceptunce und installation.

6. Support, in which the deployed system is being maintained in
an operationdl and secure state.

7. Refirement, in which the deployed system is securely
destroyed to prevent persistent dutu leukuge.

Note: the development und production stuges run pardllel in
part, and the stages utilisation and support stages run largely
pardllel. In the definition of the Common Criteria standard, the
production stage is considered purt of the family Development
Security (ALC_DVS).

For euch uttuck type s listed, they ure projected on the life

cycle stages. Subseqyuently, the corresponding countermedusures
for euch attuck are udded to the model. All countermedusures
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are cuteyorised by their applicability to the various attack types.

Combined, the uttucks und countermeusures provide u model
which cun be used for supply chain aftack risk analysis. This
method is u yudlitutive method, which meuns that it does not
culculate the risk that an attack is feusible. However, it shows any
remaining risk in the supply chain that can either be accepted or
mitigated with measures such s insurance. A simplified model is
presented in Figure 3: Life cycle with uttuck type cutegories. This
figure ussumes un idedl world in which hardware is developed
and produced first. The full model with the detuils of uttack types
and countermeusures cun be found in the uppendix.

The model was further eluborated in multiple steps:

1. Reshuffled the origindl list of uttacks into the newly defined
cuteygories Architecture, Standard, Hardware, Firmware,
Software, Development environment. Discussed the attack
list with expert colleagues. Analysed euch attack for essen-
fidls such us the entity that is in control when the attuck is
stuged, or whether the attuck is stuged at control hundover
in the life cycle or supply chain (which is a vulnerable point
and freyuently used for the staging of attacks).

2. Re-cufeyorised, combined and rewrote the originadl list of
attacks into ubstract overurching uttucks in the newly
defined cutegyories, reducing the humber of uttuck descrip-
fions from 42 to 20. Described more specific examples of sub-
cutegories of uttacks within the most abstract categories and
affributed them to three different problem domuains that were
defined:

1. Benign (desigh) decisions which leud to future problems due
to insufficient focus on, or insight or knowledye of possible
cybersecurity problems arising from those decisions;

2. Genuine mistakes in design or implementation due fo insuffi-
cient security awareness, lack of security expertise or fraining;

3. Mudlicious mistakes or dlterations to change the infended
functiondlity of components, systems, or solutions.

The aftacks were then mapped to the life cycle model, giving the

figure on the hext puge.

The supply chain risk analysis may show that there are residudi risks
that remain even affer application of dll redlistic countermeud-
sures. In that cuse, the stukeholders or the customers must decide
what fo do with the residudl risk: risk reduction in business
processes or in the environment, or with other meusures. This
reseurch wus commissioned by the NLNCSA, purt of the

Generdl Intelligence und Security Service of The Netherlunds. The
article is endorsed by Dutch crypto industry. The full article can
be found ut https://foxdutadiode.com/news/
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This starts with a risk analysis, for
which a supply chain risk analysis

model was devised
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Figure 3: Life cycle with attack type categories.

Discussion and Conclusions

Supply chain affacks are a redl risk, especidlly for high assurance
products. There are multiple types of attacks that can be stuged
in the supply chain. To counter this problem, risk reduction is
necessary. This starts with a risk andalysis, for which a supply chain
risk analysis model wus devised. The developed model is bused
on ¢ humber of well-established standards and on sources of
expertise, which together have led to a new model us presented
in this article. In the process of updating the original model, the
new model wus vulidated in various stuges und with varying
groups with expertise in the field.

replacemant of parts

Allacks based on weaknesses in Finmwana, Operating
Syslem of Jolware, of rogue replacemeanl al

GO pOnEnts

Atlacks based on weaknesses in Devalopmant
ensironmant, or rogue allerations

The model provides u busis for supply chain risk analysis that is
suitable to identify possible attacks anhd can show how fo
mitigute these attacks with countermeusures. The exuct imple-
mentation of the counfermedasures is ot part of the Model.

This research was commissioned by the NLNCSA, part of the
Generdl Inteligence und Security Service of The Netherlunds. The
article is endorsed by Dutch crypto industry. The full article can
be found ut https://foxdutadiode.com/news/4
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