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Security innovation is done by many orgunizations and is essential to protect society

uguinst advanced cyber-uttacks. But these innovations dre useless unless they dre dlso

applied in practice. The Dutch cybersecurity innovation community currently

experiences u tech frunsfer yup, where innovation results don™t always find their way

info uctudl products und services uvdiluble on the murket. This drticle ussesses the

prominent reasons why this gup exists und proposes potential solutions to reduce it.

he Parthership for Cybersecurity Innovation (PCSI,
www.pcsi.nl) is u colluborution umony TNO, ABN
AMRO, ING, ASML, Achmeu, und the Netherlands Tax
Administration (Belustingdienst).

PCSI hus the umbition to collubordatively innovate onh cyberse-
curity by producing innovative technicul, process, or methodo-
logicdl results. These innovution results are intended to improve
the protection aguinst cyber-attacks both for the PCSI parthers
dand the Dutch community.

PCSI has been striving fo produce results that will be used in
practice by the PCSI Parthers and the Dufch community after
an innovation project has been finalised. This ambition could hot
be sufficiently fulfiled until now for severdl reusons. PCSI clearly
experiences u ‘tech-transfer gap’ in between inhovation and
the actual adoption and use of the result.

The brouder Dutch cybersecurity innovation community dlso
experiences u tech transfer gap, where innovation results hot
always find their way info actual products and services on the
market. One of the instruments that the Ministry of Economic
Affdirs and Climate Policy (EZK) has implemented to support this

topic is dcypher, u colluboration plutform for reseurch und
development on cybersecurity in the Netherlands (1).

Since EZK hus u high interest in the success of tech-tfrunsfer of
innovation results, they uwarded du project fo TNO to find
potentidal solufions that could reduce the tech transfer gap for
the PCSI us well us the Dutch cybersecurity innovution
community.

A resulting report, specificully addressing the PCSI tech frunsfer,

hus been published eurlier this yeur (2) und u more ygeneric

report on tech transfer for the Dufch cybersecurity innovation

community will soon be published. Results have been guthered

from literuture, interviews with relevant stukeholders, and

workshops.

The tech transfer gap is graphicdlly represented in Figure 1,

showing u combinution of the Murket Reudiness Level und the

Technoloyy Reudiness Level:

e TRL-the Techholoygicul Readiness Level scale meusuring the
mauturity of u technoloyy beinyg developed by u project.

e MRL - the Murket Reudiness Level scule meusuring the
commercidl reudiness of u technoloyy in respect to the
market.
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Figure 1. The tech transfer gap from the perspective of TRL and MRL level.

As Figure 1 shows, innovation projects usudlly produce resulfs af
TRL 6-7 und MRL 4. A product heeds to be ut TRL 9 und MRL 6-7
in order to be cohsidered muture und suituble for the murket.
The tech trunsfer gup is the difference between these two
stuges for inhovution projects. Idedlly, this gap is not present,
and u solution finds its way to market in an uninterrupted
manner. But, more often than not, this is not the cuse.

Tech transfer barriers

One of the muin findings from our reseurch is that the maturity of
the cybersecurity ecosystem in the Netherlands is relatively high.
The Netherlunds hus o thriving educutiondl cybersecurity
environment und muture reseurch und knowledye institutes
(doing well on TRL levels lower than 5). The Netherlands dlso has
an active government, mature investigation services, and u
high number of compunies that are active in the cybersecurity
field. However, frunsforming good ideus und inhovutive results
info products und services thut cun be used in practice remains
to be u difficult journey. In particular, from the information
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guthered it seems thut the humber of Dutch sturt-ups with
cybersecurity fechnologies or services is low compdared fo what
ohe sees in other countries.This is due fo the harshness of the
entrepreneurial climute, Dutch culfure, the inherent difficulty of
the cybersecurity target market, regulatory and entry-level
buarriers, und u limited workforce with the right expertise.

Within the Dutch market, large end users of cybersecurity
solutions fend fo focus on large suppliers with proven track
record und product suites that offer a multitude of functionu-
lities. They prefer to buy off the shelf systems. Although under-
stunduble from u supplier munugement perspective, this
hinders the introduction of small start-ups that often focus on u
specific tfechnology und are hot stuble compunies yet. The
lagying demaund for Dutch udlternatives for these globul
products ulso meuns thut the khowledye, IP und technoloyy is
bought, instead of developed.

The luyying demund cun ulso be uccounted to the smaller size
of the Dutch natfional market for cybersecurity products
compured to the demand in market of other countries. This
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When users know their needs and can
arficulate them fo entrepreneurs,
better cooperation and better fit

products arise

smaller demand than heighbouring countries such us France,
the Baltic countries, the U.K. and Israel, is in part to be explained
by the lower impending sense of dunger or of luck of threat
experienced by un imminent cyber-attack of u foreign actor.
This dlso expluins why the US und lIsruel have such large
demunds for cybersecurity.

Culturdlly, the Dutch prefer avoiding investing in the devel-
opment of long-term, disruptive and innovative cybersecurity
solutions due to the high risk und deluyed ROl ussociuted with
long term R&D. The lack of funding and market opportunities
leads Dutch entrepreneurs to sell their innovative cybersecurity
start-ups to foreign buyers (often Americun or Israeli) or even
avoid investing in innovative cybersecurity o begin with. This
meauns that the acyuired IP and khowledge, diso leaves the
country. Enfrepreneurs seem to work from da short-term ROI
perspective insteud of u long-term Cybersecurity self-sufficiency
vision.

Competition in commercial bids is also a barrier for the fech
fransfer of innovdtive cybersecurity products: Requests for
Proposal (RFPs) focus on competition and do hot facilitute
cooperdtion und demund articulation. When users know their
needs und cun articulute them o entfrepreneurs, better coope-
ration and better fit products arise. Moreover, Venture capital
investors on one hand dre usudlly inferested in products with
their own infellectual property rights, and therefore prefer
funding technoloyy focused cybersecurity compunies. The
Dufch market on the other hand is mostly inferested in service
oriented cybersecurity compunies.

Another uspect is that cybersecurity products are usudlly hot
mass-market products. But the lesser customization u cyberse-

curity product requires, the higher the potential ROI will be and
conseyuently the chances to uttract potential investors will be
higher.

Also, EU laws und regulations (e.g., the reyuirement of GDPR
compliunce) complicates market infroduction, especiclly when
components ure included that come from outside the EU.
Finally, sturt-up fechnology often needs to integrate or collu-
borate with tools and technology dlready prevalent in the
market. This infegration usudlly takes considerable effort that
could slow down the dctudl implementation of inhovative
cybersecurity solutions.

The burriers experienced in the Netherlunds dre in line with what
we find in literature: the luck of entrepreneurial competency
und uttitude within acaudemiu hus been frequently highlighted
(7.8). us hus the heed for better market research und increused
cohnection with the market (3). Ahother factor described in
literature is the lack of long term substantial financial support
while the return on investment on innovutive cybersecurity
products is insecure (5). This is exacerbuted by the extended
development und resource requirements (11), und the high
deyree of uncertuinty and risk ussociuted with high-tech
innovation (6, 10, 11).

Potential solutions

Although most solutions to solve the tech trunsfer gup in the
literature are often difficult to furn into redlistic business cuses,
there are some eusy steps sugyested in literature; optimizing the
support und trainings from the fechnoloygy transfer office and to
add an experienced business couch to mentor the spin-off (5).
Another suggestion is involving hon-acudemic business colle-

tb INFORMATIEBEVEILIGING MAGAZINE 33



By separating the activities, the
disconnect between academia and
enfrepreneurs can be avoided

agues with previous experience in the industry (4) und strony
work ethic/motivation in the core teum s u surrogute entrepre-
neurial from an early phase ohwards (9). Findlly, extra emphasis
is put upon the hecessity of a ROI analysis (10, 11).

Aligning ucademic und industry godls in o common lunguuge
while understunding the sector differences is nhot eusy. Not dll
acudemics und enfrepreneurs dre uble to switch ways of
working so immediate. Recent literature on high-tech tfransfer
sugyests splitting the activities in two (3); a technhology-focused
development stauge under the lead of ucaudemia and un appli-
cution-oriented stuge heuded by entrepreneurs. By separating
the uctivities, the disconhect between ucudemiu und entrepre-
neurs cun be avoided. Acudemics are highly skilled in the
development stuge und fechnicul proficiency, but they often
lack the skills necessary for successful technology commercidli-
zation in the applicution stuge, such us entfrepreneurial capabi-
lities, familiarity with industrial use-cuses, und access fo venture
cupitdl. With the separation, the fech-fransfer can be improved
by lefting the researchers focus on the fechnology und frans-
ferring the finul development steps und commercidlization
paths not only through spin-offs, but primarily through licensing
o existing or newly founded compunies.

From the inferviews we ledarned that headway in the desired
direction (decreusing the fech fransfer gup) cun be maude by
stimulating the entrepreneurial climate in the Netherlands. This
would require:
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e A clear vision of the demund articulation of the market,
supported by economic unchors (lurge compunies that
cun strengthen an entire ecosystem, e.g., the semicon-
ductor industry around ASML) that change and support the
entire lundscupe with their demand.

e More avdilability of risk capital on the market, which requires
a chaunge of mind set on investors und fux support
meusures. Strategically enhgaging investors should be
brought in when there is u functioning TRL 6 prototype.

e Support by the Dutch government with udvice (e.y. uvdilu-
bility of tech transfer couches), (pre-) competitive finding,
positive investment climute, guidelines to stimulate the
market.

o Wilingness of end users (both government und privute
compunies) to buy und use products from sturt-ups.

o A preference to buy products from EU start-ups by (EU)
governmental agencies.

o Sufficient avdilubility of security expertise (by educution
and/or uttracting expertise from abroud).

o Less regulatory pressure for start-ups and entrepreneurs.

Also, more innovation collaborations should be set-up, such as

the PCSI. E.g. u PCSI like colluborution oh Operationdl

Techhology or product security. Collabordtively, the scale of

work, avdilable knowledge und resources cun be used more

efficiently and barriers cun be overcome more effectively.

For start-ups, the avdildbility of unbiased and high gudlity infor-

mution und knowledge is important but not always eusy to

obtuin. Eusy uccess to e.y. knowledge institutes, ucademia,
dand relevant databuases should be arranged for start-ups.



Estublishing o (virtual) demonstration platform for products
could streumline the fech-fransfer process, serving as a
repository for innovation and d "shopping window" for interested
commercial parties (whether those may be potentidl investors,
security vendors or end-users).

To be muximally effective, pructicul solutions to the tech trunsfer
gup problem should have u systemic approuch; for instunce, it
is udvisuble to have tech fransfer ‘in mind” from the beyinning
when researching or working on cybersecurity innovation af
low/medium TRL. In practice, that meuns having u solid
knowledge of the current cybersecurity market, as well as o
properly outlined mupping of the relevant key-stukeholders.
These include (but are not limited to) end-users (both people
using the product und people responsible for purchusing u
product), investors, open-source projects und communities,
government representatives, but dlso marketers, legal- and
innovation experts. Investors are more ready to invest in an idea
for a new innovdative product that redlly solves a problem of an
end-user instead of u pure technology driven product.

With respect to commercidl bids, it would help if end-users both
in the private sector and the public sector start fenders with o
Request for Information (RFI) instead of u RFP, lowering the focus
oh competition and facilitating cooperdation and demand
arficulation instead.

Finally, since the take-over by hon-EU orgunizations of successful
Dutch compunies (some of which are funded with subsidies) is o
redl chdllenge, leveruging the new Veiligheidstoets investe-
ringen, fusies en overnames (VIFO) regulations could improve
the rate of retention of Dutch sturt-ups. The VIFO cun in fact
prevent the foreigh ucyuisition of a compuny when the product
or services the compuny sells are important for the strategic
autonomy und the economic security of the Netherlands.

The solutions described ubove dll focus on commercidlly driven
tech transfer. But security tech transfer could dlso profit from
Open Source models, which ure ih essence hot commercially
driven. This will facilitate colluboration and exchange of
knowledge.

Security innovation and tech transfer
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