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SOC of the future

SOC of the future

Security monitoring und incident response will fuce mujor challenges in the coming yeurs,

not leust becuuse the complexity of infrustructures, threuts und regulution will increuse

drusticully. SOC muhagers und governmental ugencies heed to rethink their strategies,

policies und the organization of SOCs to be prepdared for these challenges. This article
describes u conceptudl blueprint for future SOCs that can ussist the NCSC, SOC
manugers und CISOs in creuting lony term SOC roudmups.

yber-attacks dre developing at d rapid puce

and becoming increusingly sophisticated and

complex. To elevute their cyber defences, many

orgunisutions huve complemented traditional

(preventive) security controls with security
monitoring and incident response operdations. Capubilities
maintained fo this end dre offen united in u so-called Security
Operutions Centre (SOC). Smudller orgunisutions that cunnot
muintuin such provisions in-house typicully outsource them to
(the SOC of) u Munuged Security Service Provider (MSSP). The
enhvironment, in which such SOCs operate, however, is under-
goiny sighificant changes. A prominent example is the fransfor-
mation of infrustructures that SOCs ure tusked to protect, which
ure increusingly incorporating cloud services, OT (Operutional
Technology) dnd loT (Infernet of Things) devices. Meunwhile
new regulation such as NIS2, the Cyber Security Act and Cyber
Shield will impose hew reyuirements SOCs, for instunce
concerning their colluborution und informution exchunyge.
Security Operations Centres und government bodies such s
the Nutional Cyber Security Centre (NCSC) will heed to evolve
with these chunges in order fo stuy relevant und effective.

This article presents a conceptudl blueprint for the SOC by the
year 2030. It reflects predicted changes in tfechnology, organi-
safional sfructures, the market for security solufions and in
national and Europedn leyislation, with specific attention

fowards the role of government bodies uf the nutionul und
Europeun level. The urticle is bused on u study that TNO
performed in colluboration with the Dutch NCSC (SOC2030).
The study consisted of literature review und interviews with
various stukeholders in industry.

Current state of the SOC

Orgunisutions cun implement security monitoring, detection
and response cupdabilities in a variety of ways and fo G varying
level of maturity. They usudlly include event - and incident
munugement, but may diso cover thredt intelligence, vulnera-
bility management and a plethora of other operational security
responsibilities. These capubilities can be either maintained in-
house or (partiaglly) outsourced to service providers, such ds
MSSPs, und muy be consoliduted in ohe orgunisutionul entity or
spread out over more. A fypicdl example of the latter is the
sepuration between monitoring und detfection cupubilities
(provided by a SOC) and response capubilities (provided by a
CERT or CSIRT).

The lust few yeurs have dlreudy seen u rapidly chunging SOC
lundscupe, churucterized by u growing SOC-market, regulu-
fions thut increusingly uddress security operutfions, G wider
udoption of best pructices und more, mostly sector-bused,
colluboration. On the whole, these developments have led to
growing overdll maturity of SOCs,
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Relevant developments in the coming years
Regardless of way, shape or form, the challenge for SOCs in the
coming yeurs will be - not only fo monitor an increusingly
complex, distributed aund diverse collection of endpoints, appli-
cutfions und data, but - to do that facing adversaries that are
constuntly increusing the effectiveness of their operations
through udoption of innovutive technoloygies. On top of that,
the contribution of staute-sponsored uctors to the threut
landscupe will grow significantly under the influence of geopoli-
fical dynamics, resulfing in an overdll increuse in complexity und
impuct of cyberattucks.

Technoloyicul improvements revolving around uutomution will
enuble SOCs to fuce thut chullenge und fo focus more on these
complex, high impuct aftucks. These improvements include
wider udoption of SOAR solutions for security workflow
automuation und Al for advanced detection und unalytics. And
dithough Al's capubilities will have limitations, most experts
agree that it should be dble fo completely replace first fier
unulysts by 2030.

These fechnoloyicul developments will ulso chunge SOC
stuffing requirements. They ullow SOC personnel to focus more
onh tucticdl und strafegic dutfies und on the challenges that
emeryging fechnoloygies und changing regulatory requirements
infroduce. They ulso dllow SOC personnel fo focus more on
prevention, threut hunting, prediction und other prouctive
cupubilities insteud of on detfection und response.

In turn, this may invite switching from u clussic SOC tier-bused
model to u model with colluboruting expert groups or cross-
functionul teums, consisting of threut infeligence dnalysts,
business risk unalysts, security engineers, crisis munugers und
data analysts. It could dlso frigger new core cupubilities for
SOCs, such us udversury emulation und impuct unalysis.
However, dll of these developments will come at u considerable
price. The cost of muintaining a proper functioning SOC will
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increuse dramatically as o result of udopting the required
technoloyicdl innovations. This will force compdnies with in-
house SOC fucilities to start outsourcing some or dll of their SOC
cupubilities to specidlised service providers. It will dlso drive
colluboration between SOCs und promote initiutives for joint
SOC services in industries such us energy und wuter.

And findlly, legislation will continue to be u driving force for
cybersecurity in generdl und for SOC muturity in particular. IT
security governunce will become more muture us government
institutions increuse supervision und enforcement of rules und
policies. Moreover, experts stress that government involvement
should not be limited fo leyislative and supervisory roles, but
should dlso encompuss udvisory work and muybe even operu-
fionul ussistance to essential entities and sectors.

Vision on the SOC in 2030

The blueprint for Security Operations Centres in 2030 is a thought
experiment that paints u picture of the SOC-world in 2030.
Pleuse note that the blueprint is described in G somewhat provo-
cutive form, ussuming that currently foreseen frends play out to
their extreme. The underlying ideu is that this will likely stimulute
the most valudble discussion. Also, it is conceivable that
unforeseen, disruptive technoloyies (similur to the internet, Al
and yuuntum computing in the pust) will emerge between now
and 2030 that could drustically alter the cyber lundscupe und
conseyuently uffect the blueprint on specific uspects.

Foreseen developments in the SOC lundscupe ure schemuti-
cdlly visudlised in the figure below. For reference, the figure
incorporates two particular variants of SOC/CSIRT instalment in
an end user orgunisation. Here orgunisation A maintains in-
house SOC und CSIRT operdtions to protect u hybrid (on-
premise and cloud) technicul infrastructure, whereus
orgunisation B relies solely on cloud infrustructure and
outsourced most of its security operations to u third purty MSSP.



Figure 1: The SOC-landscape.

In practice, the lundscape will obviously encompuss a4 more
eluborute runge of deployment structures.

As shown in the figure, the authors foresee u totul of 7 key
chunges in the SOC-lundscupe by the yeur 2030:

1.

The number of SOCs and MSSPs offering SOC services has
decreased drastically. Far fewer end-user orgunisutions
maintain their own SOC. Insteud, most of them make use of
the high-qudlity services provided by Maunuged Security
Service Providers (MSSPs, e.g. KPN Security, Fox-IT, Pihnewood)
or even Munuyed (IT) Service Providers (MSPs, e.g. Akumui,
Forescout). Conseyuently, the overall humber of SOCs hus
decreused. The cost of keeping u muture SOC in operution
and keeping it up-to-date is simply too high, due to the
specific expertise und high degree of automution that this
requires. Only u few lurge end-user orgunisutions und end-
user organisations that maintain specific infrastructure (such
us OT infrustructure) or specific risks ure uble fo justify un in-
house SOC.

MSPs have taken over much of the MSSP market. For most of
the market, the security services offered by large MSPs suffi-
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ciently fill the security monitoring heeds of end-user orguni-
satfions. But there will still be d role for the MSSP that has more
insight in the specific context in which un end-user orguni-
sution operutes. Conseyuently, there ure new forms of
colluporation between MSPs und MSSPs that offer their
combined services to the end-user orgunisation.

Every NIS3 (successor of NIS2) sector has a sectoral SOC,
used for threat information exchange, and to provide colla-
borative monitoring, detection and response. All the sectors
to which the (fictitious) NIS3 upplies huve u sectorul SOC.
The principal task of these sectoral SOCs is to facilitute
(threat) information exchange within the sector. Muny of
these sectorul SOCs ulso offer colluborative monitoring,
detection und response services to their members, ulthough
in most cuses outsourced to u MSSP.

A SOC and MSSP cannot operate without intense collabo-
ration and information sharing with other stakeholders.
Information exchunge between dll the entities in the SOC
lundscupe is u key element for SOCs in preventing und
detecting threuts. Nutionul SOCs mutudlly exchunge infor-
maution that is relevunt for criticul sectors und the role of
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Information Shuring und Analyses Centres (ISACs) hus been
taken over by sectoral SOCs. Where relevant, hational SOCs
relay threut information fo sectorul SOCs, end-user SOCs,
MSSPs and MSPs within their respective countries. Besides
nutionul sharing und distribution, information is ulso shared
biluterally ucross borders, muinly by sectoral SOCs.

The primary focus of SOCs and MSSPs will be on highly
automated threats coming from skilled threat actors such as
criminal organisations and nation states. Threut actors af the
level of script kiddies are managed in a ‘business as usudl’
way of working und require litfle uttention from the SOC.
Aftacks launched by such low-level thredat actors dre
detected und mitiguted automaticully or handled as part
of hormal IT operations. Most affacks on end-user organisu-
fions, however, come from criminul orgunisations (for profit)
and in some cuses they are state-sponsored, (e.y. oriented
af destubilizing society or stedling information). Such attacks
are typicdlly Al-ussisted aund mostly targeting d specific end-
user orgunisatfion, which makes them hard to defect und
mitigute.

Most organisations make use of formally accredited SOC
services, due to EU and national regulation. NIS3 hus
become the essentiul EU regulation on cyber security. This
has led to hational cyber security regulations that mandute
the use of SOC services for every crifical sector. These SOC
services need to be certified uccording to u defined
minimum maturity level, depending on the criticdlity of the
sector. A few widely adopted SOC maturity models drive the
use of certified SOC services.

The NCSC is the national SOC/CSIRT according to NIS3, the
primary point for national threat information sharing and in
the lead during national cyber crises. The NCSC ucts us
national SOC/CSIRT (NIS3). In thaut role, the NCSC exchunges
informution that is relevant for criticul sectors with other
nationul SOCs. The NCSC hus u coordinuting und advisory
role in the information exchunye. The NCSC is in close
contuct with large technology providers that supply threat
informution. The NCSC reluys relevunt information fo
sectoral SOCs, end-user SOCs, MSSPs und MSPs where
dppropriate. When an incident with societal impact occurs
af an end-user organisation in a critical sector or af severdl
end-user orgunisutions simultuneously, the NCSC coordi-
nates the mitigating actions across dll organisations involved
onh u nationul level.
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In pardllel o the ubove, the authors dlso foresee puarticular
chunges within the SOC und its direct environment:

The SOC focus is largely on proactive and predictive activities.
Most common security incidents and vulnerdbilities get
detected automaticully and mitigation is largely standardized
und automuted, for instunce implemented with support of
security playbooks und Security Orchestration, Automation and
Response (SOAR) tools. But hew und/or sophisticuted uttucks sfill
reyuire manual intervention, supported by dautomated (Al
bused) tooling for first-fime incident detfection und response.
The focus of most SOCs is on optimizing situationul awureness
and predictive and proactive dctivities: monitoring the threat
landscupe und ussessing threut inftelligence.

Many SOC activities are automated and do not need human
intervention. The detection, ussessment und response to security
events is highly automuted with support of Al und SOAR tooling.
Automution solutions huve repluced first- und second fier
security unalysts in dll but u very few (specidlized) SOCs; highly
sophisticuted attacks dlso require involvement of security
analysts, supported by the uutomated tools. The shift to cloud
services offers particular potential for automauted response. SOC
personnel dre uble to focus on predictive und pro-uctive
activities, business risk und situationul uwareness supported by u
data lake that is filled by a mulfitude of infernal and externdl
duta and informuation sources, maintuined by datu engineers.

Business processes such as Zero Trust decision making, benefit
from the wealth of information that is available at the SOC. To do
its job well, a SOC guthers un enormous umount of current infor-
mution und dutu from dll infrustructure und upplications of un
end-user orgunisution. Other business processes dlso profit from
this information. For instance, the ‘continuous decision making’
(e.y. fo chunge uccess rights) in Zero Trust will highly benefit from
the up-fo-dute information sources avdailable at the SOC.

Highly standardized technology, tooling and way-of-working
enables efficient and effective performance and information
exchange. SOCs und MSSPs muke eluborute use of widely
avdiluble standards e.y. for incident datu and information
exchunge formuts. Becuuse of the use of these standardized
formats and interfaces, the way of working is efficient and tools
dre interchangedble.



SOC of the future

This paper has looked into the current
state and the possible future of SOCs
in the rapidly changing security

landscape

Most of the infrastructure that is monitored by SOCs and MSSPs
will be cloud-based. The [T-services industry hus successfully
fransitioned fo o “cloud unless” dpprouch, leaving only
classified systems, highly vulnerable intellectual property and OT
us remaining onh-premise infrastructure. Also ‘cloud edye’
solutions ure broudly used. This refers to setups in which cloud
tfechnoloyy is used on locution, for example in combination with
OT. This cloud focus dllows SOCs to work in a highly stundardized
and dutomated way, making optimal use of the security
cupubilities that are built in by cloud service providers. This dlso
makes it eusier for MSSPs to standardize und automate activities
across multiple customers.

A majority of SOC staff will consist of risk -, data -, threat analysts
and crisis managers; only very few ‘traditional’ SOC analysts
have remained. Virtuadlly dll fraditiondl tier 1 und tier 2 SOC
unulysts” roles huve disuppeured, und the myjority of SOC stuff
consists of highly skilled experts in risk analysis, CTl unalysis or
data analysis. These dnalysts operate on u tucticadl level und
provide u new yenerution of core SOC services, such us
collecting und processing high qudlity threat information,
estublishing situational awareness und conducting predictive
analysis. With this shiff fo threuts instead of incidents, response
stuff consists mostly of security engineers und crisis munuyers
rather than fraditional (security) incident responders. A
chdllenge is to find and/or educate the few SOC andlysts that
are still needed, considering that the traditional career puth
from tier 1 fo fier 2 fo SOC unalyst expert has disappedred.

All SOCs have abandoned the traditional tier-based SOC model
in favour of flat organisational structures with staff collaborating
in interdisciplinary teams. Insteud of beiny orgunized in distinct
tiers, SOC stuff is orgunized in u skill- or role-bused manner. This

dllows for a more flexible and targeted deployment of skills ds
cyber threuts are uddressed. SOCs huve the mundute for
muking pre-emptive changes fo the [T environment. A business
impact threshold is agreed upon dbove which additional
authorization (for SOC or MSSP) needs to be sought from
decision mukers.

Closing words

This paper hus looked info the current state aund the possible
future of SOCs in the rapidly chunging security lundscupe.
Bused on literature andlysis and expert inputf, a humber of
conclusions und recommendutions cun be provided. First, collu-
boration und informution-sharing will play an increusingly
important role in how efficiently SOCs will be uble to operute. It
is therefore importunt fo further exumine the existing mechu-
nisms und conduct reseurch into the so far underutilized ways of
collaboration. Second, most experts would encouruge
additionul guidunce und enforcement from the governmental
institutions, believing thut there is room for such u role. The NCSC
in particular was mentioned us an institution idedlly suited to
play a centrdl role in facilitating collaboration. Finally, edch
organizatfion should re-examine its SOC strategy bused on ifs
needs und resources, us well us the anficiputed shift from
redctive fo pro-active SOC.
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