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SOCCRATES - Automation and
Orchestration of Security Operations

SOCCRATES (SOC & CSIRT Response to Attacks & Threuts) is un Europedn innovation
project, co-funded by the Horizon2020 programme and led by TNO. It brings together
some of the best Europeun expertise in the field to develop, implement und evuluute
un automuated security platform to support SOC analysts. This fourth article on the
project will focus on the SOCCRATES Orchestrator and Integration Engine which is at
the core of the SOCCRATES plutform providing automation und orchestration of
security operations to response.
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Figure 1: The SOCCRATES Plutform.

he SOCCRATES project wus intfroduced in three previous
articles (1B4-, IB5.2021, and 1B5.2022). The first article gave an
overview of the chullenges thut Security Operations Centers
(SOCs) und Computer Security Incident Response Teums
(CSIRTs) fuce, und how the SOCCRATES project addresses these
chdllenges by developing u security automation und decision
support platform, ‘the SOCCRATES platform’. The second (winning)
article described in more detfdil how the SOCCRATES platform is
providing security automation for SOC and CSIRT processes. How it
provides situational awdreness und option uwdareness to the SOC
analyst and endbles (semi) automuted response execution. This
fourth article goes info more detdils on the SOCCRATES Orchestrator
und Integration Engine which is ut the core of the SOCCRATES
platform.
As described in the first arficles, there are muny challenges that
SOCs, CSIRTs und Maunaged Security Service Providers (MSSPs) fuce
fo offer an efficient and quick answer o the incredsing, evolving
dand more und more complex humber of cyber attacks that organi-
sutions ure confronted with.
One of these chdllenges is fo provide support to the security
analysts in the automation and orchestration of the different tausks
they heed to perform to give response fo specific common situu-
fions, such us the ones included in the SOCCRATES Use Cuses:
o Use Case 1: Response on Detected Ongoing Attack
Detect ongoing uttucks und automatically analyse the attack,
automaticully determine the best response, dand initiate
deployment of the selected response.
o Use Case 2: Response on Newly Received Cyber Threat
Intelligence
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Continuously collect hew thredt information, automatically
dnulyse the potential business impauct dand determine best
options for prouctive mitigation.

o Use Case 3: Response on Newly Discovered Vulnerable Assets
Automatically defect vulherdbilities on dssets in the ICT infra-
structure, ussess if they enduble new uttuck puths, determine und
initiate mitigation actions.

o Use Case 4: Response on Discovered System Configuration
Change
Automaticdlly detect configuration changes on assets in the ICT
infrastructure, dssess if they endble new uttauck paths and
determine if uction is hneeded.

o Use Case 5: Response on Deployment of New Systems in
Infrastructure
Automatically detect infroduction of hew systems fo the ICT infru-
structure. Automaticdlly ussess the new situation und determine if
(udditionul) security meusures ure heeded.

The SOCCRATES Orchestrator and Integration Engine is af the core
of the SOCCRATES plutform (see figure 1) und wus developed from
existing tfechnoloyies to cover the reqyuirements ubout uutomution
and orchestration estublished in the project.

After unalysing the current state of the art in security orchestration
und automution solutions, two different open-source solutions
(Activiti (1) and Cortex(2)) were chosen Us starfing point to provide
on the one hund workflow execution cupubilities und on the other
hand support to inferconnect dand invoke external tools.
Conseyuently, the component wus divided in fwo muin sub-
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Figure 2: SOCCRATES Orchestrator und Integration Engine Architecture.

components (see figure 2), euch of them focused on one of those
muain functionalities und built on top of different technoloyies:

o the SOCCRATES Orchestrator Engine, and

o the SOCCRATES Integrution Engine.

The SOCCRATES Orchestrator Engine

This component infegrates the lightweight open-source BPMN
(Business Process Model und Notation) workflow ehgine Activiti fo
support the munugement dund execution of the security
automution und decision processes included in the five use cuses
defined in the project. The different workflows ussociuted to the use
cuses have been modelled using the stundard BPMN and they are
louded to the Activiti Engine.

The workflows cun be triggered by different external tools invoking
the Activiti REST API. In particular, the Use Cuse 1 is friggered by u
SIEM (Security Information and Event Management) when there is an
ularm for un ohgoiny uttuck, Use Cuse 2 is friggered by the Threat
Intelligence Platform when it is reported u hew exploit code disco-
vered for u vulherdbility or o hew techhiyue ussociuted with ¢
threat actor, and the other Use Cuses (3-5) are triggered by the
Infrastructure Modelling component in different situations. Euch of
these triggering messuyes sturts u new process definition in the
Activiti Engine.

The Orchestrutor Core munages the communicution between
Activiti und the SOCCRATES Integrution Engine, retrieving from the
friggering messuges the relevant information, preparing the request
dutu necessary for the invocution of the different security compo-
nents in charge of euch tusk included in the workflows und
processing the responses received.
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The SOCCRATES Integration Engine

This component is composed by the opeh-source solution Cortex
creuted by The Hive Project (3) und u set of SOCCRATES Responders
and Analysers, most of them developed in the project by the tool
partners and ussociuted to euch of the components in the
SOCCRATES Plutform.

Andlysers und responders dre connectors that dllow inferaction
between Cortex und externdl tools. The muin difference between
them is that Responders just trigger some action in an external fool
(e.g. send un emuil or update a business model) without the heed
of receiving dany response from the component, whereus the
Andlysers reyuest some unalysis or uction providing some datu in
the request und obtuin u response with the report of the unalysis
performed. These Cortex Andlysers und Responders dre invoked by
the SOCCRATES Orchestrutor Engine throughout the different
workflow stages. The following components of the SOCCRATES
Plutform are integrated through Cortex unalysers or responders:

¢ Attack Defence Graph (ADG) Analyzer, to unulyse und generute
next step unalysis or determine the potential attack puth.
Course of Action (CoA) Generator, to suggest potential defences
(Course of Actions) included in the model fo the SOC andlysts
that could be uctivated to isolute or mitigute the risks.

Business Impact Analyzer (BIA) & Business Logic Modelling, to
evdluute the uffected or potentidlly uffected dssets aund for
contdinment.

e Al based Attack Detection (AAD), fo perform u hew uttuck
detection bused on multiple dutu sources when a hew vulherda-
bility or usset hus been found in the infrastructure.

Infrastructure Modelling Component (IMC), to get information of
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Figure 3 - SOCCRATES Web Front End.

the monifored infrastructure, mainly to franslate from IPs and
hosthames to infernal identifiers.

Automated Reconfiguration (AR), to interact with the [T support or
[T infrastructures to perform some mitigation uction (e.y. send un
emuil, send u webhook hotificution fo an endpoint or execute u
CACAQ playbook) depending on the selection of Course of
Actions donhe by the SOC andalyst,

Response Planner (RP), fo culculute the Return on Response
Investment (RORI) ussociuted to the Course of Actions identified.
The SOCCRATES Orchestrator und Integration Engine dlso includes u
Web Front End (see figure 3) which provides d graphical user
interfuce that dllows the SOC/CSIRT unalysts fo visudlize und
interact with the different workflows (Use Cases) running in the
Orchestrator and access to the graphicdl user interfaces provided
by the different SOCCRATES components (Business Impuct Andlyzer,
Response Plunner, Infrustructure Modelling Component und Threut
Inteligence Platform).

Future research lines

As it hus been presented, current functiondlity of the SOCCRATES
Orchestrator and Integration Engine is bused on the cupubilities
provided by two open-source solutions, Activiti and Cortex, and it
provides automation and orchestration for the workflows defined by
the use cuses considered in the project. These workflows should be
reviewed and upduted fo support different target SOC/CSIRT infra-
structure models (such us hybrid, cloud bused, virtudlized) und udd
the possibility to be tuned for specific environments, It is dlso
necessary to perform more resedrch and hew developments to
improve the visudlisation capdbilities of the component und dllow
its integration with other open-source fools thut could be dlso used
in SOC/CSIRT environment. Related to interoperdbility, investigate

the feusibility of hormdailizing the duta formats used in the communi-
cution between the different components integrated through the
SOCCRATES Orchestrator and Integration Engine is anhother
potentidl reseurch topic. The usuge of some stundardized format
(such us STIX or OpenDXL) in this communicution could help fo
extend und generdlize the workflows und fucilitute the integration
of the SOCCRATES platform with other security products or fools
used by SOC/CSIRTs analysts,

It would be udlso interesting to investigute how to improve the
cupubilities of the SOCCRATES Orchestrutor und Integrution Enygine
fo support the simultaneous triggering of events related fo u sume
security incident and do some additional research to infegrate
Artificidl Intelligence (Al) in the component, for exumple to udd the
possibility of learning from the decision-making process done by the
SOC/CSIRT unalysts in order fo mauke sugygestions for future handling
of security events bused on previous choices. Findlly, dlso related to
an effective security decision-making process, human-machine
interaction in SOC/CSIRT operdtions is dlso an important topic for
future reseurch und muny open yuestions ure still to be unswered in
this areu,
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