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SOCCRATES - Real-time threat, impact
analysis and response automation for
SOC/CSIRT operations

SOCCRAITES (SOC & CSIRT Response to Attucks & Threuts, bused on uttack defence
grauphs Evaluation Systems) is a Europeun innovation project, co-funded by the
Horizon2020 progrum und led by TNO. It brings together some of the best Europeun
expertise in the field to develop, implement and evaluate un automauted security
platform to support SOC undlysts. This second article on the project will zoom in on the
security automation process aund the role of each of the SOCCRATES platform
components. The drticle concludes with some discussion und challenyes we
enhcountered.
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Figure 1 - The SOCCRATES use cases along an incident response fime line.

he SOCCRATES project wus intfroduced in the previous

arficle. It gave un overview of the challenges that SOCs

und CSIRTs currently fuce when defending their orguni-

sution’s complex und continuously evolving ICT infru-
sfructures aguainst complex cyber-uftacks und emerging
thredats, while at the sume fime there is u shorfuge of yudlified
cybersecurity tulent. We described how the project uddresses
these chullenyes by developing u security automution und
decision support platform, ‘the SOCCRATES platform’. We will
now look in d litfle more detdil to the SOCCRATES platform and
its role in the SOC and CSIRT process.

SOCCRATES Use Cases

To guide the development und validate the platform’s capabi-
lities, five different use cuses have been defined. The use cuses
have been selected fo represent the most relevant situations in
which un orgunisution heeds o reussess the security stute of
their ICT infrustructure, und determine if und how to reuct in
order to protect the organisatfion’s interests. The use cuses ure
charucterized by d purticular security event thut triggers the
SOCCRATES plutform to unulyse und determine the best
mitigation or response strateyy.

e Use Case 1: Response on Detected Ongoing Attack
Detect ongoing uttucks und automatfically analyse the
aftack, automatically determine the best response, und
initiute deployment of the selected response.

e Use Case 2: Response on Newly Received Cyber Threat
Intelligence
Continuously collect hew threat information, automatically
dnalyse the potential business impact and determine best
options for prouctive mitigation.

o Use Case 3: Response on Newly Discovered Vulnerable Assets
Automatically detect vulnerabilities on ussets in the ICT

v

infrastructure, dssess if they endble new uftuck puths,
determine und inifiate mitigation actions.

o Use Case 4: Response on Discovered System Configuration
Change
Automuticully detect configuration chaunges on ussets in
the ICT infrustructure, ussess if they enuble new uttuck
puths und determine if uction is heeded.

o Use Case 5: Response on Deployment of New Systems in
Infrastructure
Automuaticully detect intfroduction of hew systems fo the ICT
infrastructure. Automuatically ussess the hew situation und
determine if (additionul) security meusures ure needed.

There is u crucidl difference between use cuse 1 und the other
use cuses. In use cuse 1 the orgunisution is respondiny to u
detected ongoinyg attack. That meuns that an active adversary
hus access to the orgunisution’s ICT infrustructure und cun
potentidlly cause lofs of harm. An organisafion must be very
cureful when responding to the attack, as this can fip off the
uttacker. For use cuse 1 we thus follow the incident response
steps: detection, unalysis, containment, eradication, dund
recovery, us described in NIST SP800 61 (1) und the ISO/IEC
27035 series (2). Within SOCCRATES we decided fo focus the
automation, that is provided by the SOCCRATES plutform, on
the first three steps of incident response (detection, unulysis
und contuinment).

Use cuse 2 to 5 ure frigyered by security events that dllow un
orgunisution to improve the security in order to prevent un
attacker fo muke use of it. In other words, these use cuses focus
oh preventing incidents and dre focussed oh increusing the
cyber resilience of the organisation, see figure 1.

tb' INFORMATIEBEVEILIGING MAGAZINE 43



General flow

When dnulysing the automution of these use cuses, four
common phuses cun be distinguished that are inspired by the
MAPE-K (Monitor, Andlyse, Plan, Execute and Khowledye)
reference model used in uutonomic computing (3) und self-
aduptive systems. The four phuses are (see figure 2):

1. Monitoring phuse (M) - the system monitors for security
events specific to the five use cuses, und triggers the orche-
stration function of the SOCCRATES plutform.

2. Andlysis phuse (A) - in this phuse the SOCCRATES plutform
will automatically analyse the security event by collecting
additional duta, ussessing the threat und determine the
potentidl business impuct. This is then presented us situu-
tionul awareness to the SOC unalyst. The SOC unalyst may
ut this stuge esculate to u CSIRT member.

3. Mitigation & response Planning phase (P) - in this phase the
SOCCRATES plutform will automuticully generate possible
responses, so cdlled courses of action (CoAs), fo mitigate
threats or contuin the onygoing dttucks. The CoAs ure
ussessed on effectiveness und business frade-off (i.e. costs,
operationdl impact). This is then presented us option
awareness for the SOC unulyst / CSIRT member.

4, Mitigation & response Execution phuse (E) - in this phuse the
SOC undalyst / CSIRT member hus selected u CoA and the
SOCCRATES  plutform prepures und initiutes  the
(semi)uutomuted execution of this CoA.

SOCCRATES Use Cases - General Flow

The SOCCRATES plutform uses un Orchestration and Integration
Engine (OIE) to infeygrate, munuye, und orchestrate dll other
components through these four phuses. The OIE consists of un
open source workflow fool, Activiti, and the Cortex framework
from the Hive project for eusy integration of security tools. In the
following sections the role of the SOCCRATES components are
described in euch of these four phuses.

Monitor phase
Bused on the five use cuses we cun eusily identify the security
events for which we require monitoring cupubility.

For auutomuting response on detected onhyoiny uttucks (use
cuse 1) it is hecessary to detect uttacks with high certainty and
provide information on the affuck stage (e.y. inifidl
compromise, luterul movement, or exfiltration). For this purpose,
the SOCCRATES project developed u concept to use an Al
bused reusoning tool on the events generated by different
attack detection tools. The Al bused Attuck Detection (AAD)
compohent will reduce the fulse positive rate, improves under-
standing of the situation, und identifies sequential patterns.

For collecting und triggering the SOCCRATES plutform bused on
new thredt Intelligence (use cuse 2) we use un open source
Thredt Intelligence Platform (TIP), called ACT. Since we dlso
waunted fo trigger hew evualudtions on threut uctor profiles, the
platform is extended with tools for credting adversary
emulution plans.

Attack

situational awareness

option awareness

S(G)CCRATES -

‘ ......

Mitigation &

Monitoring Phase Analysis Phase

Figure 2 - General flow for the SOCCRATES Use Cases.
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After collecting additional data,
the SOCCRAIES plafform performs a

For discovering new vulnerabilities, configuration changes and
new systems (use cuses 3, 4 und 5) we rely on existing vulneru-
bility scunning, hetwork scunning und usset discovering tools.
These scunning tools cun dlso be used to automatically
geherate models of the organization’s ICT infrastructure. To
facilitate  model yeneratfion, the SOCCRATES project
developed un Infrustructure Modelling Component (IMC). The
IMC provides the SOC und CSIRT with un up to dute under-
standing of the environment they defend. The models cun dlso
be used for innovutive unalysis tools such us automated threat
modeling und uttack simulation.

Analysis phase

After collecting udditional datu, the SOCCRATES plutform
performs o threat analysis. For the threut analysis we use un
Aftuck Defence Gruph (ADG) bused unulysis to predict how
uffucks propugute over u model of the ICT infrustructure
(provided by the IMC). This cun for instunce be used tfo
determine the potentidl effect of u hew threut, hew vulneru-
bility, or chunges in u system’s configuration. The ADG bused
analysis can be useful during un ongoing utftack to determine
if and how other systems cun be compromised, or to support
root cuuse dunalysis. Bused on the adversary emulation plan
provided by the TIP, the ADG will undlyse how u particular
adversary (i.e. APT group) muy compromise the infrastructure.
The ADG is bused on reseurch from SOCCRATES purther KTH
(Swedish university) (4) (5), that has been tfransformed ih o
commerciul product securiCAD by the spin-off compuny
foreseeti.

To estimate the operdationdl impact of a hew threat or attack
oh the business, the SOCCRATES project developed d Business
Impact Analyser (BIA) component thut uses business logic
modelling to build u graph representing the dependencies
between the technicul ussefs und the business missions,

fhreat analysis,

functions und processes. The BIA component will quantify the
(potentidal) impuct and provide the terminology of uffected
business functions und processes, enubling the SOC unalyst to
communicute more effectively to business owners during u
security incident.

The results of the unulysis will be provided to the SOC Anualyst,
Bused on this informution the SOC Analyst may decide thut it is
necessary to dact, and initiute threat or attuck response (e.y.
contuin un onyoiny uttuck). The SOCCRATES Plutform will then
proceed to the mitigution & response plunning phuse.

Mitigation & response planning phase

For use cuse 1, the muin focus of mitigution & response
plunning is on contuining the attuck. These uttuck response
actions must be directly enforceduble and typicully only active
during incident response. In g PhD-thesis (6) a term Tactical
Response wus infroduced for the most efficient counter-
meusure to halt the ongoiny uttack. Strateygic Response uims
not only o end the onygoiny uttuck, but dlso to prevent the
occurrence of this attack in the future. Confainment CoAs
(CCoAs) are typicdlly Tacticul Responses. Next fo these CCoAs,
SOCCRATES plutform dlso cun ygenerute uttack responses to
stop exfiltration, to prevent un adversary fo reguin access uffer
recovery (roof cuuse CoAs) und to protect crifical ussets during
the uftuck (Impuct Reduction CoAs). The lutter two muy be
strateyic responses.

For use cuses 2 to 5, the response uction could be structural
chunyes, like the introduction of hew security meusures,
changes in hetwork configuration, or deploying soffware
putches. Since deploying such changes takes more time, we
refer to them us plunned responses. A combination of directly
enforceuble und plunned response is ulso possible. A softwure
putch is typically deployed dfter testing and during planned
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Figure 3 - OpenC2 command sfructure.

system downfime. An organisation caun choose to first block
certuin fraffic to the vulneruble system unfil the pufch is
deployed (i.e. directly enforceuble response) und later deploy
u software putch (i.e. plunned respohse). Post incident
responhse for UCT may include structural changes based on
lessons learned during the dndlysis and aftermath of the
incident.

The SOCCRATES platform hus two components that can
produce CoAs. The first, the CoA Generutor, is bused on the use
of the ADG. Since the uttuck lunguuges used by the ADG
includes ull kinds of different defences, it is possible fo tfurn on
certuin defences in the model of the ICT infrustructure und
analyse the improvement. An dlgorithm is developed to
automuticully figure out which defences cun best be turned on
within a given fotul cost fuctor (euch defence cun be ussigned
g financial cost und/or deployment fime). The second
component that produce CoAs is the Response Planner. This
component focusses on identificution of directly enforceuble
responhse actions for e.g. containment of compromised hosts.

As part of the andlysis the CoA Generdtor will provide infor-
mation on the effectiveness of the recommended CoA. For
finuncial ussessment of the CoA, the Response Plunner cun
culculute the Return on Response Investment (RORD. In
addition, the Business Impact Assessment component cun be
conhsulted to determine if the CoA will have neyutive conse-
yuences for the business functions und processes. The
SOCCRATES plutform will present the list of gyenerated CoAs
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with the dnulysis on effectiveness, RORI und business conse-
yuences to the SOC / CSIRT unulyst, thereby endbling the
danalyst fo make informed decisions on the response uctions.

Mitigation & response execution phase

After the unulyst hus selected the CoAs fo be executed, the
SOCCRATES plutform will initiute the (semi-)automutic
execution of the CoAs. For mauny orgunisations automated
execution of security responses und reconfigurution of security
confrols is u hew und potentiul scary concept. An attacker may
misuse such mechanisms to perform for instance u denidl of
service uftuck. Moreover, for MSSPs it is typicully hot ullowed to
perform reconfigurations in their customers network. Therefore,
the busic response execution of the SOCCRATES plutform is fo
automatically send IT support tickets or email with the recom-
mended CoAs. This enubles the integrution of a human in the
loop for authorisution of the CoA execution, und to include
munuadl reconfiguration. To further automate the execution of
the CoAs, SOCCRATES hus adopted two machine reudable
languuges that are being specified by OASIS Open:

e Open Command und Control (OpenC2) (7) - lunguuye for
the command and control of fechnoloyies that provide or
support cyber defences.

e Colluborutive Automuted Course of Action Operdtions
(CACAQ) (8) - stundurd for implementing course of uction
playbooks for cybersecurity operutions.

OpenC2 is used fo formulate response dctions, such us filter
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The SOCCRATES plafform has been designed
s an open extendable fromework.

fraffic or contain hosts, in o Muchine-readuble lungudge.
CACAO is used to combine multiple respohse uctions (defined
with OpenC2) info u playbook und udd metu dutu, An
OpenC2 commund must contuin the ‘uction” und ‘target’,
and optiondlly contains the ‘actudtor’ aund ‘arguments’, see
figure 3. The uctuator executes the command specified with
the action and target. Since hot many security systems support
OpenC2, it is hecessury to develop OpenC2 proxies that
franslute the OpenC2 communds to the proprietury
communds of u security systems.

Exumple OpenC2 commund to contfuin host:
{
‘uction": "contuin”,
target”: {
‘device": {
‘hume”: "hosthume”
"IPv4-Addr": "1.2.3.4"
}
}
}

During the SOCCRATES pilots (ut MSSP mhemonic und the SOC
of Vuttenfull), automuted execution of CoAs will hot or only
under specific conditions be dllowed. The SOCCRATES plutform
will have the cuapdbility to initiate automatic reconfiguration,
but in most cuses this will be limited fo sending IT support tickets.

Discussion & challenges

The SOCCRATES plutform hus been designed us un open exten-
duble frumework, enubling different security fools tfo be
infegrated in an automated platform. In particularly, we
expect thut in the future more security analysis and reusoning
tools will emerge that can provide additionul security infor-
mation for faster and better decision making by the SOC /
CSIRT. During the project we identified that some tusks dre
difficult fo fully automate. A typical example of this is ussessing
the full extent of an incident. This is usually done by a SOC /
CSIRT unalyst by iteratively seurching for evidence in multiple
dutu sources to identify dll compromised hosts in un ongoiny
attack. If security tools do nhot provide stundardised und/or

eusy to infeyrute open APIs, further auutomution of security
operations will be difficult. This is why we believe that security
automation will not entirely replace human analysts, but
automation will support the andlysts in making their task more
effective und efficient. We do believe thut the tusk of the
analyst will change; instead of unalysing the detdils of euch
individual incident him/herself, the automation platform will
tuke over u lot of the stundurd undalysis steps. The unalyst will be
provided with option uwdareness und select CoA’s presented
by the automated security platforms; the andlyst therefore will
dact on u higher ubstraction level and this will require educution
und fraining.

Furthermore, the adoption of fully automuted reconfiguration
or execution of CoAs will tuke time. Within some domuins,
however, such us cloud environments, we unticipate that the
concept of security automation will be adopted very fast.

This is purt two. Part one SOCCRATES - Security automation in
SOC & CSIRT environments wus published in iB-Muguzine 4.
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