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SOCCRATES - Vision &
Roadmap for SOC & CSIRTs

SOCCRATES (SOC & CSIRT Responhse to Aftucks & Threuts, bused oh uttack defence
graphs Evaluation Systems) is a Europedn innovdation project, co-funded by the
Horizon2020 proyram und led by TNO. It brings toyether some of the best Europeun
expertise in the field to develop, implement und evuluute un auutomuted security
platform to support SOC unalysts. This third drticle on the project provides g summary
of the ‘vision, roadmup und gyuidunce for SOC" booklet that wus recently published by
SOCCRATES.
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Figure 1 - SOC und CSIRT clustering und layering.

he SOCCRATES project was infroduced in two previous

arficles (iB-Magazine 4 and iB-Magazine 5 2021). The first

urficle guve un overview of the chullenges thut Security

Operdtions Centers (SOCs) und Computer Security Incident
Response Teums (CSIRTs) fuce, und how the SOCCRATES project
addresses these challenges by developing u security automation
and decision support platform, ‘the SOCCRATES platform’. The
second urticle described in more detdil how the SOCCRATES
platform is providing security automation for SOC and CSIRT
processes. How it provides situutionul awdreness und option
awareness to the SOC undlyst und endbles (semi) automuted
response execution. This third article eluborates on the SOC und
CSIRT cupubilities, und the vision of the SOCCRATES project on the
future needs for SOCs und CSIRTs.

SOC & CSIRT

The increusing dependency of orgunisutions, und society us u
whole, on [T systems und hetworks us well us the increuse of cyber
security incidents with major impuct, hus led to orgunisations (und
governments) increusing their spending on cyber security. Many
orgunisations have established a Security Operations Centre (SOC)
and Computer Security Incident Response Team (CSIRT) to protect
the orgunisation aguinst cyber-attacks, or they contracted d
Managed Security Service Provider (MSSP) fo perform these opera-
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fional cyber security services for them. Both a SOC and a CSIRT are
thus expert teums (offen dlso formally embedded in un orgunisu-
fional unit), that provide operationdl security services. It is yuite
common fo use ulternative hames for similar types of such orguni-
sational units, such as Cyber Defence Cenfre (CDC) for SOC, and
Computer Emergency Response Team (CERT) for CSIRT. Moreover,
the ferms SOC und CSIRT ure ulso upplied ut different levels, us cun
be seen in figure 1.

In the lowest layer of the picture we see the orgunisations that have
their own SOC und orgunisutions that make use of SOC und/or
CSIRT services provided by commercial MSSPs. These actually are
the core focus of the SOCCRATES project, i.e. SOCCRATES enhances
the SOC/CSIRT cupubilities of SOCs und CSIRTs thut are run by
orgunisutions und MSSPs.

In the higher luyers, we muinly see so culled coordinuting CSIRTs
that provide services fo u set of orgunizations known ds the consti-
fuency (e.y. orgunisutions in u sector, region, country, etc.). These
services include typicully coordinution of security incidents that
uffect severdl organisutions within the constituency, ucting s u
single point of contuct for the sector/region/country, distribution of
cyber threut infeligence und providing security incident andalysis
and forensic services.

Note thut coordinuting CSIRTs sometfimes operute ut u sume level
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Figure 2 - Current & heeded SOC / CSIRT cupubilities.

us the Information Sharing und Analysis Centres (ISACs), not shown

in the figure, which facilitute guthering und sharing of informution

oh cyber threats while CSIRT activities may go beyond the ISAC
activities, e.g. through security incident coordination.

In figure 1 the following coordinating CSIRTs are depicted:

o Sectordl or Reygionul CSIRTs - Dedicuted CSIRTs thut collect und
analyse threut intel, franslate this to the specific context of the
sector or region und distribute it within the sector/region orguni-
zations. Examples of sectorul CSIRTs in the Dutch context are Z-
Cert (hedlthcare) and IBD (Informatie Beveiligings Dienst,
municipdlities).

o Nutiondl CSIRTS - These CSIRTs have the tusk to enhunhce u
nation’s resilience in the digitul domain, prevent or limit the
fdilure of the avdildbility or the loss of integrity of information
systems of vitdl operutors und centrul government, und fo
handle severe computer uttucks aguinst critical infrustructure
and information within the hation. On Dutch hationadl level we
of course huve the Dutch Nuational Cyber Security Centre
(NCSC).

o CERT-EU - This is u specific CSIRT on EU level und is the Computer
Emergency Response Teum for the EU Institutions, bodies und
ugencies

Additiondlly, a community initiative across coordinuting CSIRTs hus

been sturted, the 'CSIRT network’, which provides u forum where
members can cooperate, exchange information and build frust.
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Although nhot redlly common, some of these coordinating CSIRTs
maintain monitoring und detection cupubilities on d regionadl or
nationdl level.

Of course the different layers are hot independent. Especially
during serious security incidents, there will be heduvy exchange of
informution between the CSIRTS on the different luyers und
between CSIRTs on the sume layer.

Current SOC / CSIRT capabilities

In ENISA’s “How to setup up CSIRT und SOC”, from December 2020
(1), u set of services hus been identified that are typicully provided
by a SOC und CSIRT. These typicdl services are d subset of the CSIRT
services framework compiled by the Forum of Incident Response
and Security Teams (FIRST) (4). The muin difference between the
SOC und CSIRT (in pructice this sepuration of duties usudlly is not
yuite us strict) is that the SOC provides u reul-fime monitoring und
incident detection service, whereus the CSIRT further analyses an
event they receive from the SOC und cun coordinate mitigating
actions in cuse the event turns out fo be un actual security incident.

New SOC / CSIRT capabilities

Most SOCs und CSIRTs huve u good set of cupubilities (see ulso the
fop of Tuble 1), but present day SOC und CSIRT cupubilities simply
do not suffice to deul with the persistence und sophisticution of
professionul threut uctors ulso considering the increusing
complexity of ICT infrastructures and shortage of skilled stuff,



Therefore we need to increuse the speed und effectiveness of
detection of und response to ongoing uttucks, und the scope,
effectiveness and efficiency of prouctive dnalysis of threuts fo the
ICT infrastructure fo enhance ifs cyber resilience.

To wuchieve this we need fo introduce so culled Security
Orchestration, Aufomation and Response (SOAR) capdbilities. Also
we have to infroduce uutomated security reasoning cupubilities on
the vulnerability, resilience und potential impact of an orguni-
sution’s ICT infrustructure und automuticully yenerate und ussess
response dctions to onyoiny uttucks und emerying threuts,
Furthermore, in order to increuse the speed of responding tfo
ohyoiny utfacks und emeryginy threuts, the ICT infrastructure hus to
be adapted, so it cun support automatic instuntiating and/or
reconfiguring of security controls. Such automuted response
execution cupubility will in many environments include o human-in-
the-loop, but in modern ICT environments (e.y. progrummable
infrastructure, cloud-native technology) this may even be fully
aufonomous response systems. The hew SOC / CSIRT cupubilities
are listed af the bottom of Tuble 1.

To estublish the cupubilities that the SOCCRATES project envisions
for the future, u variety of tfechnical challenges will heed to be
overcome:

o Actuul muchine-reuduble model of the infrustructure

e Improvement of defection cupubility und coverage

e Advanced use of Cyber Thredt Inteligence

o Reul-time Business Impuct Assessment

¢ Recommend Course of Action (CoA) yenerution

e Aufomution und orchestration to improve SOC response

In the following sections these chullenges ure eluboruted on by
describing the current stute und future heeds.

Actual machine-readable model of the infrastructure
Although inventory und control of hardware and softwdre ussets
ure essentidl elements in muny cyber security frameworks (e.g. NIST
Cyber Security Framework (3), CIS Critical Security Controls for
Effective Cyber Defense (2)), muny orgunizations still struggle with
keeping their usset inventory up to dute. As our IT environments ure
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getting more dynumic, it is becoming un even more challenging
task. SOC wnalysts, however, need to interpret und understund
security events in the context of the confinuously evolving ICT
networks and systems of an orgunisution, The SOC und CSIRT
analysts dlso heed to understund the critical attack surfaces, the
attack paths that may lead fo o compromise of ussets, as well as
defence mechunisms present und/or cun be enforced to counter
an attack. For o human analysts the infrastructure information hus
fo be visudlized in u comprehensive munner such that it is edsy to
understund and security events cun be projected on top of the
infrastructure to creute redl cyber situational awdreness. Moreover,
for automated security reasoning und decision support capabilities,
such us automated threat modelling und simulation and real-time
business impuct ussessment, the infrastructure information hus to be
current, uccurate und muchine-readable und made avdilable via

Open APIs in u stundardized format,

There ure promising developments (e.y. Soffware Bill of Muteridls

(SBoM) (5)) und new products entering the market that enable

access information on dssets (incl. instulled software), network

fopology und vulnerabilities in the infrastructure. But these products

do not often provide un API for third party tools to collect u

machine-reuduble stundardised model of the infrustructure for

(third party) security analysis tools.

The SOCCRATES project foresees the following heeds for the hear

future:

e Improve usset discovery und chunge detection. There is a heed
for better usset discovery of a wide range of usset types, both
from an infernal and external viewpoint, in near redl-time, yoing
beyond just IP/port/service detection und into fingerprinting of
the make-und-model of dll ussets. Moreover, uniquely maupping
of information dbout the sume asset from different data sources
(e.g. Network MAPper (hmap), vulnerability scanner, AD,
netflow) to u single object in the dutu model is challenging.

e Improve uccess fo usset management systems. Access to usset
munhugement systems is heeded fo provide uccurate up to
date infrastructure information at different levels of detdil or
granularity (such as the make and model of ussets).

o Befter visudlisution of ICT infrastructures. Visuulizution is heeded
with the capdbility fo overluy security stutus and event infor-
mation.
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o Creute the ubility to provide historical infrastructure model infor-
mation. This might be limited fo u certuin point in fime und with
gradudlly decreusing level of detuil, but will help understunding
historical log events during thredat hunting.

e More stundardisation of data models. Standardisation of the
data models describing the ICT infrastructure in o machine
reuduble munner.

e Improve uutomuatic discovery of security functions in o machine
readable manner. This should include information on scope (i.e.
what security functions do they provide for which ussefs?),
whether these functions ure configurable, via what AP, efc.

Improvement of detection capability and coverage

A mgjor uctivity of u SOC is to respond fo the dlerts thut are

generuted by detection systems. Approuches to detecting cyber-

attaucks cun be broudly pluced info two cutegories: those thut use
signatures thut describe adversarial behaviour, versus those that
aim to defect unomualies that manifest in collected data and could
indicute u cyber-uttuck. For the lutter upprouch, there is increusing
interest in applying machine learning dlgorithms to learn a model of
normul behaviour und use this us u busis for detection. The
advantuge of unomuly-bused detection upprouches is that novel

- previously unseen - uttucks cun be detected, if the munifestution

of their behaviour deviates from a learned horm.

The SOCCRATES project foresees the following heeds for the near

future:

e Improve detection capability across IT and OT systems. Whilst
udvancements ure being mude, OT systems have fraditionally
not been monitored for udversarial behaviour to the sume
extent s their IT counterparts. With the infegration of these
systems, increused dffention has been puid fo this issue.
Although detection systems for deep-pucket inspection of
industrial protocols (e.y. Modbus, DNP3, OPC UA, etfc.) exist,
endpoint monitoring und detection on OT devices und infru-
structure is still relatively immature or ubsent. The result is that OT
visibility is limited.

e Improve detection of prevailng udversary techniyues und
procedures. A magjor challenge for a SOC, is to determine
whether u deployed detection posture is dble to effectively
identify technigyues und procedures thut ure of concern.
Knowledye-buses, such us the MITRE ATT&CK Framework,
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provide insights info the dutu sources that could be used fo
detect specific techniques but there is u gup between this
information und thut heeded to determine whether specific
procedures that an adversary is using cun be defected. This
problem is exucerbuted by udversaries udjusting their proce-
dures fo uvoid detfection.

Increuse effectiveness of detection of security events in large
data sets. The umount of duta that cun be used fo detect
security events is growinyg fremendously. One uppurent
challenge here is to determine which of dll this data is
worthwhile paying atfention and applying resources to in order
to guin useful insights. Put simply, where should one start fo
detect an attack?

Decreuse number of fulse positives. Lurge volumes of dutu ulso
exducerbute u well-understood problem that is aussociated with
anomualy-bused detection systems: fulse positives, i.e. dlerts that
indicute mulicious behaviour when hone exists. The job of the
cybersecurity dutu scienfist is fo improve detection perfor-
mance, us much us possible, using technigues such us feuture
engineering or tuning the hyper-parameters of deep ledrning
models. The godl is to reduce the false positive rate so that SOC
analysists do hot waste time fielding unwarranted dlerts.
Improve response on detfected incident. The obvious
advantuge of unomaly detection techniyues is thaut one does
not need to prescribe the udversuriul behaviour to be
detected - the horm is learned by a machine learhing
dlgorithm and if a sumple deviates from this horm, an dlert is
generuted. However, there is argudubly u (semuntic) yup
between what an anomaly detfection system generates und
insights that cun lead to steps to mitigate aun attack (i.e. the
invocation of a playbook that is related to a specific class of
attack). For example, it is not immediately apparent whether a
detected anomdaly relates to a ransomware attack or perhaps
data exfilfration - two types of attack that require distinct
responses. Automuted support for this activity should help fo
improve the effectiveness of u SOC, us it uims to redlize its KPIs.
Increuse resilience aguinst Adversurial Machine Learning.
Machine leurning (ML) und artificial infelligence (Al) are finding
increusing utility in SOC operations. However, dlso uttackers dre
exploring the benefitfs of Al and ML. So-called adversarial
machine leurning cun tuke muny forms. An attucker’s goul cun
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include model theft und poisoniny, for exumple, dund
subverting u model’s output, in order to cuuse misclussificution.
Because machine learning is upplied fo ever-increusing mission
criticul upplicutions und udversuries explore this hew form of
attack, it could become a mujor future challenye.

Advanced use of Cyber Threat Intelligence

Apurt from knowing what you dre defending, you dlso heed to
know the enemies und their cupubilities aguinst which you ure
defendiny. This is the goul of Cyber Threut Intelligence (CTD. CTl is
evidence-bused knowledge dbout threuts that provides situational
awdreness und dctiondble decision support. CTI can be further
divided into subtypes: struteyic, operationul, tucticul und technicul
(6). The tucticul und fechnicul subtypes are the most relevant for
SOC und CSIRT nheeds. Tactical CTl is knowledye about adversary
behaviour, und is referred to us the Tactics, Techniyues und
Procedures (TTPs) of the adversary. Technical CTl is knowledge
dubout specific malware, tools or infrastructure. Examples dre file
hashes, IP addresses und domain hames observed in dn incident
and shared us Indicutor of Compromise (IoC).

Although loCs cun directly be used fo detect or hunt for malicious
behaviour, the volume of shared 10Cs is very large und they
changes quickly. More yuickly than the ussociated TTPs. Detecting
adversary behaviour bused on the TIPs lefs defenders therefore stay
aheud of the attackers. Ahother advantage of tactical CTl is that
TTPs cun be used for udversary emulation, s is done in Threut
Intelligence Bused Ethicul Red-teuming (TIBER) (7).

Nowadays, 1oCs are extensively used by SOCs and CSIRTs in an
automated fushion. Threut feeds are downlouded und used fo
compile u signature for uffuck detection. Additionally, CSIRTs
uutomute loC sweeps on loys to find historical infrusion uctivity that
wus hot defected when the dactivity ook plauce. The upplication of
tacticul CTl is, however, largely a manudl process. The underlying
reuson for this is luck of muchine reuduble stundurds. MITRE ATT&CK
is first and foremost u knowledyge buse of techniques, linked fo
udversury groups und soffware. The tuctics in ATT&CK ure tucticdl
objectives, not actudlly tactics. But more importantly, the proce-
dures in ATT&CK dare human reudable examples, not suitable for
processing by u computer.
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The key fo detecting adversary behaviour is procedures. ATT&CK
provides no guidunce on how to define procedures in u muchine
readable format, und the sume upplies to the standards for sharing
CTl (e.y. Structured Threut Informution Expression (STIX) und
Mdalware Information Sharing Platform (MISP) formats).

The SOCCRATES project foresees the following heeds for the near

future:

¢ Improve yudlity, relevance und timeliness of technicul CTI (i.e.
loCs) to reduce fdlse positive dlerts and exhausting limited
resources of the SOC und CSIRT chusing hon-incidents. New
methods are heeded to contextudlise 10Cs fo help defenders
with prioritisation.

e Increuse level of aufomation for collection, sharing and
processing of tucticul CTl to enuble udversury behaviour
detection und ussessing the infrastructure with dadversary
emulation. This includes describing adversary behaviour in d
machine readable format, and developing methods und tools
for automaticdlly process und use this information for detection
and attribution.

Real-time Business Impact Assessment

The impuct of uttaucks on un infrastructure is usually analysed from o
fechnicul point of view: the logs und the dlerts raised by intrusion
detection systems dllow o SOC analyst to identfify the assets
targeted by the attacks and, with the help of atfack graphs bused
fools, predict the potential uttack puth amony the other ussets of
the infrastructure. This approach is essential, us it greutly facilitates
the deployment of courses of uction that will both mifigate the
affack und correct vulnerabilities. However, this technical andlysis
does not tuke info uccount the operdtional impact, i.e. fo which
extent the aftack will disrupt the organisation of the company
depurtments, Therefore, in uddition to understanding the ICT infru-
structure, the SOC undlyst heeds to be uble fo ussess the potential
impuct on the business of un ongoing uttauck or emeryging threat. To
do so, it is hecessury to not only develop u model of the business
processes, but ulso be uble fo process this model und obtuin
computuble metrics.

In the confext of SOC/CSIRT environments, impact andlysis onh
business processes is hot usudlly done. Typically SOC and CSIRTs use
predefined lists contuining the Business Impuct Assessment scores
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per host, in ferms of Confidentidlity, Integrity and Avdilability. More
specific analysis of business impact is done manudlly and in colla-
boration with the business owner of the puarticular system., which is
fime consuming und does hot ullow the courses of uction selection
to mutch the business priorities during un ongoiny uttuck on the
infrastructure. Moreover, it does not ullow for un ussessment of the
neyutive conseyuences to the business by deploying one or more
courses of uction. In order for such types of business impuct ussess-
ments to be performed, u model of the business processes und
functions is hecessury. Business processes heed to be mupped on
the ICT infrustructure components, und insight in the conseyuences
of u bredch of confidentidlity, integrity and/or avdildbility of system
resources or information ussets needs fo be (heur redl-fime)
avdilable.

The SOCCRATES project foresees the following heeds for the near

future

e Improve (automutic) identificution of business functions und -
processes. It would be extremely useful to ut least partially
automate the idenfification of the compuny’s business
functions & - processes, us well us their dependencies. Including
the dependencies with the ussets from the infrustructure that
directly support business functions. The main challenge to
overcome is the lack of automation solufions in the state of the
art. Methodoloygies to elaborate Business Process Model aund
Notution (BPMN) models ure well knowh, but usudlly rely on
maunuul work donhe beforehund, involving discussions und inter-
views with various services in the compuny. However, BPMN
dlmost entirely decorrelates the business view from the
fechnicdl view, which medans that the link between the business
entities und the ussets must dlso be defined manually, though
without uny estublished methodoloyy.

o Computatfion of relevant metrics to perform the business
impuct undlysis. The challenge is o design u scalable mathe-
matical model that is uble to compute various metrics in redl
fime, dll while taking info account things such us usset redun-
duncy und interdependencies und the specificities of the
affack. To do so, well known graphical models, such uds
Bayesiun networks, cun be exploited, but will often reyuire
specific uduptutions to match red life situations. Moreover, u



redlistic model will need frequent dutu updutes fo mutch the
dynumic huture of the business impuct. Also, business impuct is
femporal by nature, the impact would typicdlly be different
during business hours compured to weekends, or muy depend
on seusondl uspects (e.y. point of sule system during the weeks
before Christmus), or muy depend onh purticular production
orders.

Recommend CoA generation

To be uble to automaticully suggest optimal courses of dctions
(CoAs) for improving security in ICT infrustructures we cun unulyse
cuuse und effect of vurious possible defence uctions reluted to the
infrastructure in o model (in popular terms; u digitul twin), before
getting intfo dction with implementation. In generdl, the more
detdiled this unulytic model will be, the better the suyyested
actions cun be. And the model yudlity depends both on how much
“raw dutu” from the ICT infrustructure is uvailuble und how well the
model lunguuyge cuptures the fucts ubout whut actions indeed dre
efficient security improvements, given different stutes of the infra-
structure. With the model, we can examine the preventive medsure
optimization, in which we have fo weigh und uggregate multiple
assumptions made in various scenarios. One thing to ussess is the
expected shorfest fime it would take for a simulated attacker fo
fraverse the uttuck graph connecting the starting und farget points.
And, with udded defensive uctions und enubled security controls
we expect the estimated time to compromise (TTC) of the selected
farget(s) to increuse, which improves security. By enubling or
disabling defences time estimutes for different uttack vectors varies,
and the defender can elaborate on good ways fo increuse the TIC
for the uttucker. The chdllenge we fuce here though is that the
potentidal action spuce for the defender is very large, even for just u
moderutely sized ICT infrastructure. The CoA yenerutor is thus
fasked with finding highly effective defense action combinations,
spuring the defender the work of friul-und-error simulutions of testing
different defense strategy hypotheses.

The SOCCRATES project foresees the following heeds for the near

future

o Improve usset munagement. As dlreudy mentioned, one of the
biggest challenges for building an Infrastructure model is the
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chullenge of discovering dll the components in un ICT infru-
structure. Even though we believe that this will remain o
chdllenge for yuite some fime we can note that this situation is
improving significantly with numerous new tools and tool
cupubilities. Also, we can note that the challenge is significantly
smualler for cloud environments where the infrastructure is
deployed from code und does hot have to be discovered.

o Improve muppiny of the detection spuce und the security
unulysis spuce. If we know that some purticulur usset hus been
compromised, un attack simulation with some dssumed
attacker starting point (such us the internet) will give the eusiest
attack vector to reuch the compromised node. Looking for
additionul fraces of breach dlonyg this vector is probubly G
good sturting point fo leurn more ubout the incident. In
principle we would like to be uble to generute uttack graphs
that diso include information on which attack steps cun be
detected, including the yudlity of detection.

e Improve visudlization und contextudlization of CoAs. A yreut
support for a SOC analyst would be the capubility fo visudlize
und contextudlize the CoAs depending on different threut
scenurios und use cuses.

Automation and orchestiration to improve SOC
response
Around 2015 fechnology starfed to emerge that we how cdll
Security Orchestration, Automution und Response (SOAR) solutions.
Initiclly these solutions were developed out of convergence from
three different fechnologies: u) security incident cuse munugement
plutform with structured incident response workflows or playbooks,
b) threut intelligence plutforms thut integrate uutomation for CTI
processes, und c¢) tools for infegration of different security
fools/technologies in a coordinated way (playbooks). The combi-
nution of orchestrution und wutomution for security operations
refers to the tusks perform by u SOC unulysist collecting informution
from mulfiple systems fo support the decision-making process. The
fools that entered the market could perform mundane repetitive
tusks und thereby speed up incident investigutions.

Also stundardisution fo support automation und orchestration of

security operations hus started. In particularly,

e Open Command and Control (OpenC2) (8), specifications to
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enuble muchine-tfo-muchine communicutions for purposes of
CoAs execution

o Colluborutive Aufomuted Course of Action Operutions
(CACAO) (9. specificutions for documenting playbooks for
cybersecurity operations und shuring these ucross orgunisu-
fional bounduaries.

The current stute of security tools ut mauny orgunisations cun best be
described us a plethoru of dispurate products from  different
vendors or sources. SOAR solufions cun help with the integration
und uygyreyation of the information from the diverse multi-vendor
security products und tools, but the diversity und luck of stundur-
dised data formats is challenging.
Another challenge wheh deploying a SOAR solution is the fact that
these tools reyuire d sighificant amount of manuadl tuning and
playbook definition. In addition, it remains to be seen how effective
current SOAR solutions ure with the increusing number of security
events und dlerts un orgunization hus to cope with. Note that many
of the simultaneous friggers may be related fo the same security
event. Hundling of mulfiple simultuneous friggers und runhing
different playbooks for related security events heeds to be studied
further.

The following future heeds hus umony others been identified:

e Increuse support for deployment of SOAR fools in SOC and
CSIRTs, including integration of diverse security products und
fools und sharing of playbooks that can easily be tuned and
udopted.

e Improve how to deul with hnumber of playbooks friggyered und
simultaneously handle potentidlly on related or even the sume
security incident.

e Automute playbook ygeneration for execution of dynamically
generute response uctions. This includes trunslution from
ubstract response dctions info specific  reconfiguration
commands for one or more security functions.

¢ Improve the interuction of the human unalysist with SOAR, or
security aufomation in generdl, will be a topic of concern for
the cominy yeurs. Since there is u shortuge of skilled cyberse-
curity stuff there is much focus on fruining und educution of
cyber security personnel. But how will the role of the SOC and
CSIRT undlyst chunge in the coming yeurs due to the intro-
duction of security uutomution?
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Concluding remarks

It is clear that SOC und CSIRTS heed to fransform. The SOC/CSIRT
cupubilities need to be strengthened und expunded, hew cupubi-
lities are necessury to be uble to handle future threuts. Building und
implementing these cupubilities will have impact on dll uspects of
the SOC/CSIRT operutions, including the interuction with the outside
world.

Lookout to next articles

In the coming urticles (next editions of the PvIB muguzine) we will
zoom in on the Orchestration and Infegration Engine of the
SOCCRATES plutform und on the pilot evaluation. More info und the
vision, roudmup und guidunce for SOC booklet ure uvdiluble uf
www.soccrates.eu. More detuiled information regarding this article
cun be found in the SOCCRATES vision puper:
https://www.soccrates.eu/wio-
content/uplouds/2022/05/soccrates_vision_paper_downlou-

dable pdf

SOCCRATES has received funding from the European Union’s Horizon
2020 Research and Innovation program under Grant Agreement No.
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